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Introduction

When starting to learn Windows I believe that they are basic concepts that everyone needs to
know about. Because of that I have decided to write a series of short writeups aimed at providing
a basic explanation for fundamental concepts which are part of the Windows operating system.

Overall, I wanted to create something that will improve the overall knowledge of Windows in
writeups that can be read in 1-3 mins. I hope you are going to enjoy the ride.

Lastly, you can follow me on twitter - @boutnaru (https://twitter.com/boutnaru). Also, you can
read my other writeups on medium - https://medium.com/@boutnaru. Lastly, You can find my

free eBooks at https://TheLearningJourneyEbooks.com.


https://twitter.com/boutnaru
https://medium.com/@boutnaru
https://thelearningjourneyebooks.com

Win32 API - Working with Strings

After Microsoft added support for Unicode as part of Windows, it still needed to support the
usage of ANSI strings. The way Microsoft decided to do it is by providing two sets of API (one
for ANSI and the second for Unicode. It is important to know that the ANSI version of the API
converts the strings to Unicode before calling the relevant syscalls (the kernel is Unicode only).

For example, in order to create a new process we can use “CreateProcessA” or
“CreateProcessW” (A for ANSI strings and W for wide char aka Unicode). You might remember
that you called CreateProcess and none of the above - so how did it work? The trick is using
macros. You called a macro that checked if the UNICODE was defined. If it was defined it made
a call to the function ending with “W” else it called the one ending with “A” - see the illustration
below for the entire flow.

By the way, in the documentation (like MSDN) the functions names are without the suffix (“A” or
“‘W”) despite the fact it is the name of the macro and not of the functions themself. After
compilation the executable contains a reference/dependency to a specific function (you can see
it in the diagram below - | have extracted the strings from different DLLs showing the symbol
names).

Original Code

R

CreateProcessA

e CreateProcess
Call CreateProcess >

This is a Macros

CreateProcessW

N S The binary

contains a call to
‘GA” OI‘ SEW,’

JC: \Windows\System32>C: \tools\strings64.exe *.dll | findstr /i CreateProcess
C:\Windows\System32\aadtb.dll: DesktopAPI::CallCreateProcess

C:\Windows\System32\aadtb.dll: CreateProcessW
C:\Windows\System32\accessibilitycpl.dll: CreateProcessW




Window Messages

GUI applications under Windows react to different events from the user and the operating system
itself. In case of user events, think about: keys pressed, touch-screen gestures, mouse clicks and
more. In the case of OS events, think about plugging a new hardware device or changing a
power-state' (like hibernation or sleep).

Overall, Windows communicates with windows created by applications using messages (aka
“Window Messages”. In essence, a message is a number that defines a specific event sent to a
window. Every window has a “Window Procedure”, which is a function that processes all
messages sent to windows of the same class®.

By the way, from the perspective of the Windows kernel the following classes can be created
using the “CreateWindow” API call: BUTTON, COMBOBOX, EDIT, LISTBOX, MDICLIENT,
SCROLLBAR and STATIC®.

Moreover, due to the fact an application can receive many messages and it can have several
windows (each with its own window procedure) a loop to retrieve the message is needed. It is
called “The Message Loop” which dispatches the message to the correct window*.

To summarize, in a Windows GUI application, “The Message Loop” is a continuous loop that
retrieves messages from the operating system and dispatches them to the appropriate “Window
Procedure”. It is responsible for handling all of the user input (and other events) that occur in the
application - as shown in the diagram below’. In order to pull a message from the queue we can
call “GetMessage™*

F.eyboard
Scan
code
Kevboard | pg Swstem |y Thread
device | esEade, message | eeEage, Mmessage p":;r:;"g;:‘;'e

driver quELIE queLE

" https://learn. mlcrosoft com/en- us/wmdows/meZ/leamwm32/wmdow messages

3 http://winapi frggtgghsggrgis com/win32/WIN32CreateWindow.htm

4 https:/learn.microsoft.com/en-us/windows/win32/learnwin32/window-messages

5 https://learn.microsoft.com/en-us/windows/win32/inputdev/about-keyboard-input
8 https://learn.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-getmessage
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Recovery Directory

A bunch of folks have asked me about what is the goal of different directories in a Windows
filesystem hierarchy. So I have decided to write a short series about that. In this writeup we are
going to talk about the “Recovery” directory.

It could be that you have never seen this directory before on your root drive (“C:\Recovery”).
The reason for that is that the directory is marked “hidden” - as shown in the screenshot below.

By the way it is not enough to display hidden items in explorer to see it. In order to show it we
need to unmark “Hide Protected Operating system files (recommended)”” - you can see the entire
flow in the following link.

Overall, the directory is a leftover from a previous version of Windows (the version before an
upgrade that was made). It is used in cases where there are issues after an upgrade and the user
wants to revert back. Thus, after a successful upgrade you can probably delete it®.

I~ &. » This PC » Local Disk (C) BN Select C:\Windows\system32\cmd.exe

Name C:\>dir /a /w
Volume in drive C has no label.
Perflogs Volume Serial Number is 5860-F912

Program Files

Directory of C:\

Program Files (x86)

Users [$Recycle.Bin] [$WinREAgent]
Windows [Documents and Settings] DumpStack.log.tmp
pagefile.sys [PerfLogs]
[Program Files] [Program Files (x86)]
[ProgramData]
swapfile.sys [System Volume Information]
Windows

7 httos [/ WWW. techbout com/hidden- svstem files-windows-10-51145/

ds- 620753b8a085


https://answers.microsoft.com/en-us/windows/forum/all/can-you-remove-the-large-crecovery-folder-in/e2185d3b-930c-41c0-a1d5-62c753b8a085
https://answers.microsoft.com/en-us/windows/forum/all/can-you-remove-the-large-crecovery-folder-in/e2185d3b-930c-41c0-a1d5-62c753b8a085
https://www.techbout.com/hidden-system-files-windows-10-51145/

COM (Component Object Model)

COM (Component Object Model) is a platform-independent, distributed, object-oriented system
for creating binary software components that can interact with each other. COM is the foundation
technology for Microsoft's OLE (compound documents) and ActiveX (Internet-enabled
components) technologies. These objects can be within a single process, in other processes, even
on remote computers’.

COM was introduced by Microsoft in 1993. It is used for IPC (Inter Process Communication) in
a variety of programming languages. Also, COM allows the reuse of objects without any
knowledge of their internal implementation, it forces component implementers to provide
well-defined interfaces that are separated from the implementation'.

Let us go over a small example of using COM. Excel uses COM to enable users to
create/modify/save/share excel files. By using COM we don’t need to understand the binary
format of excel files in order to perform the different operations. You can see a demonstration for
that in the screenshot below.

Moreover, COM objects are registered with the operating system so they could be loaded in the
future. The magic behind that is CLSID (Class ID). A CLSID is a globally unique identifier that
identifies a COM class object. If your server or container allows linking to its embedded objects,
you need to register a CLSID for each supported class of objects'".

CLSID is stored in the registry under HKEY CLASSES ROOT\CLSID\{CLSID value}". It is
used by the operating system to locate the appropriate code for loading. For examples of CLSIDs
I suggest going over the following link
https://www.elevenforum.com/t/list-of-windows-11-clsid-key-guid-shortcuts.1075/.

They are several related technologies that we are going to talk about in future writeups: COM+,
DCOM, Windows Runtime (aka WinRT), XPCOM (aka nano-COM), .NET framework,
DEC/RPC, OLE, ActiveX, MSRPC and DDE"

https://learn.microsoft.com/en-us/window_s/win32_/com/clsid-key-hklm

https://www.trendmicro.com/vinfo/us/security/definition/clsid
13 https://learn.microsoft.com/en-us/windows/win32/com/component-object-model--com--portal

11
12
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Directory: C:\tmp

LastwriteTime Length Name

1/6/2023 10:47 AM 0 empty.txt

New-Object Excel.Application
.workbooks .Add ()
.Sheets.Item(1)
.Range( ) .value
.SaveAs (
.Close()
.Quit()
Ps c:\tmp> dir

Directory: C:\tmp

M MyExcel - Excel

LastwriteTime Length Name
----------------------- i Page Layout Formulas Data Review
1/6/2023 10:47 AM 0 empty.txt
1/6/2023 10:48 AM 8668 MyExcel.xlsx c = General

. $ -« %
. Mo €.0 .00
PS C:\tmp> start .\MyExcel.xIsx 0 3.0
PS C:\tmp> Clipboard 1 Font = Alignment & Number
Al . J || Trollor
A A B c D E F G
1 [Trollor I
i Sheet1 | @&

Ready G)Accessibility‘ Good to go




Windows Services

Before we are going to talk about processes which are related to services handled under
Windows (like services.exe and svchost.exe) we have to explain what a service is.

Services are processes which are managed by the operating system, it resembles demons in
Linux (but there are a couple of differences that I am going to talk about in a different writeup).

Due to security reasons services can be executed at least under 3 different entities: System,
Network Service and Local Service (each of them with different permissions and privileges - we
will cover them in more details in the future). Of course, we can also run a service using a local
user or a domain user with any access rights that we want.

There are different ways in which we can administer services, however I am going to focus on
probably the 4 well known interfaces. First, Win32 API (it is used also for 64 bit despite its
name) such as StartService'*. Second, the mmc snap-in “services.msc”'®. Third, PowerShell by
leveraging cmdlets such as: New-Service, Get-Service, Restart-Service, Stat-Service,
Stop-Service and more. Fourth, the command line tool “sc.exe”'.

A service can be in one of the three major states: started, stopped or paused. Alos, each service
has a startup state which defines what should happen with the service when the OS starts - it
could be one of the following: Automatic, Automatic (Delayed Start), Manual or Disabled. Let
us go over each and one of them.

Automatic, in this configuration the SCM starts the service as part of the system boot process.

In the case of the delayed start, it's an optimization feature to reduce the time it takes the system
to boot-up. “Automatic Start” is still run by the SCM but not during the boot process (they are
started automatically shortly after the boot process has finished). Manual, in this configuration
the SCM does not start the service and it needs to be from some other administrative interface (as
we explained above), we can also script it if we want. Disabled, in this configuration even an
administrator can’t start the service. In order to start the service we first need to enable it by
setting it to any setting which is not disabled.

Over the years different security enhancements were added for service hardening (Examples are
session isolation, least privileges, restricted network access and service isolation). We are going
to speak about it more when talking about security and the process of hardening the OS.

14 https://docs.microsoft.com/en-us/windows/win32/services/service-functions
15 https://www.thewindowsclub.com/open-windows-services
16 https: 4 n html
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In the screenshot below you can see examples for the things we have talked about regarding the
DHCP Client service. On the left we can see the status and the startup type and on the right the
user which the service is logging on behalf of.

In addition, I am going to talk about: dependency management and recovery handling. In the
screenshot below an example of those configurations are shown regarding the “DHCP Client”
service (from services.msc). It is time to deep dive into it, so let’s go.

In the case of dependency management in the configuration of each service there is a list of

dependent services and the list of the services that depend on it. Those lists are checked by the
SCM when starting and stopping services.

Regarding recovery, the configuration allows setting actions for first/second/subsequent failures.
The action could be to restart the service/the computer or execute an arbitrary command. We

could also reset the fail count after N (we can set it) days and enable actions for cases the service
stops with errors.

All  the configurations of services are saved as part of the Registry
(HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services). It is important to know

that kernel drivers configuration is also stored there (we will go over it as part of the SCM
discussion).

Next we are going to check out the SCM (Service Control Manager) which is the OS part
responsible for managing all the services and their configuration.

oris not running properly, depen

DHCP Client Properties (Local Computer) DHCP Client Properties (Local Computer) DHCP Client Properties (Local Computer) DHCP Client Properties (Local Computer)
General LogOn Recovery Dependencies General LogOn Recovery Dependences General LogOn Recovery Dependencies General LogOn Recovery Dependences
Servics name:  EIEER Logonas: Select the computer's responss if this service fails. Help me sel up recover Some sanvices depend on other sarvices, system drivers or ksad order groups.
) actions| Ifa system component s stopped, dent
Display name:  DHCP Client Local System account services can be affected.
Alow se yith First failure: Restart the Service

Dessiption: Registers and updates IP addresses and DNS DHCP Clent

records for this computer I this service s stopped, ® This account Local Senvice T Second failure: Restart the Service
Path to executable: Password:  esesssssssesese Subsequent faiures: jTeks No Ackon
c em L *? Reset fail count after: 1 days

Confirm password: | esssssssesesess
Startup type LI Restart service after. 2 minutes
Enable actions for stops with erors.
Senvice status:  Running Run program The following system components depend on this senvice:
Stop +18), Network Location Aws
#-{8), WinHTTP Web Proxy Auto-Discover ry Service
You can specify the start parameters that apply when you start the service
from here.
f command
e wen e ==




What IPC (Inter Process Communication)
mechanisms do we have in Windows?

Due to the fact that each process in Windows has its memory address space'” we can’t pass
pointers between threads in different processes and expect to see the same data in the same
virtual address. It could be that the virtual address is not valid in one of the address spaces or
we have a different data stored there (they are of other cases also).

In order to allow different threads (in different processes) to pass data between them we need to
use an IPC (Inter Process Communication) mechanism - an illustration of that is seen in the
diagram below'®. Moreover, each OS has its own IPC mechanisms. On Windows we have the
following mechanisms: clipboard, Windows Messages, COM (Component Object Model), DDE
(Dynamic Data Exchange), Shared Memory, File Mapping, Mailslots, Pipes, RPC (Remote
Procedure Call), ALPC (Advance Local Procedure Call) and sockets™.

There are also folks that say we can use files on the filesystem for IPC but it is not a specific
mechanism of Windows so | won't speak about it for now. Lastly, when talking about IPC we
should also talk about synchronization objects, however | will leave it for a future discussion.

Figure 1 - Shared Memory and Message Passing

17 https://medium.com/@boutnaru/linux-memory-management-part-1-introduction-896£376d3713

18 https://www.geeksforgeeks.org/inter-process-communication-ipc/
19 https://www.slideshare.net/mfsi_vinothr/ipc-mechanisms-in-windows
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Tasks (Windows Scheduler)

Overall, a task is a scheduled work that is performed by the “Task Scheduler” service. Each task
has several components: triggers, actions, principals, settings, registration information and data -
as shown in the diagram below?™.

Triggers are events/time-based conditions which are used as a criteria for starting an execution of
a task. A task can have multiple triggers up to a maximum of 48%'. Also, actions are the actual
work performed by a task. A task can have a single/multiple actions up to a maximum of 32
actions. We can different types of actions: “ComHandler” (COM), “Exec Action”, “Email
Action” (sending an email notification) and “Show Message Action™*.

Moreover, principles is the definition of the security context in which the task is executing on
behalf of, including UAC settings and more®. Settings, that is the configuration used by the
“Task Scheduler” while running the task. Think about if we can run multiple instances of the
task, or what to do with the task if the system is in idle state and more. By default a task will stop
after 72 hours, unless we change the “ExecutionTimeLimit™*,

In addition, registration information is the data collected when the task is created/registered. Data
elements that can be included (but not limited to) are: author, date, description, task version,
security descriptor and more®. We can also have additional documentation for the tasks (this is
the data portion in the diagram shown below). Lastly, “Task Scheduler” has two versions (“1.0”
and “2.0”) which have differences in the API they support and the configuration that can be
made.

TASK

Triggers Actions

Principals (security contaxt)

Sattings

Registration Information Data

20 https://learn.microsoft.com/en-us/windows/win32/taskschd/tasks
A https://learn.microsoft.com/en-us/windows/win32/taskschd/task-triggers

= htms //learn. mlcrosoft com/en- us/wmdows/wm3Z/taskschd/securltv contexts for- runnmg -tasks

2 https //learn mlcrosoft com/en-us/windows/win32/taskschd/task-registration-information
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Objects

Basically, objects are data structures that represent system resources. Think about things like
processes and threads®®. Those object are divided to two main parts: the object header “struct
~OBJECT HEADER”? and the body which holds the specific information regarding a system
resource. Examples are:  EPROCESS®, FILE OBJECT® and more.

Moreover, we can see a list of available object types using the “WinObj” tool from Sysinternals -
as shown in the screenshot below. By the way, the subsystem that manages the Windows
resources is the “Object Manager”, which is part of the “Windows Executive”. The “Windows
Executive” is contained as part of “ntoskrnl.exe”.

Overall, they are three different categories of objects in Windows: user, graphics (GDI objects)
and kernel’'. In User we have objects like: “Hook’* and “Menu”*. In GDI we have objects like:
“Font™** and “Region™’. Lastly, in the case of kernel objects we have examples like: “Desktop™°
and “Job™’.

t, WinObj - Sysinternals: www.sysinternals.com (Administrator) — O X
File Edit Find View Options Help
G O Eg p Quick Find: | 0 Search
= \ Name Type &
ArcName . @Tme Type
BaseNamedObjects ® Desktop Type
Callback
) @ Process Type
Device
Driver @ EnergyTracker Type
DriverStores @ RegistryTransaction Type
FileSystem @ DebugObject Type
GLOBAL?? @VRegConfiguratinnContext Type
KemelObjects @ TpWorkerFactory Type
KnownDlls @Adapter Type
KnownDlls32 @ Token Type
NLS @ DxgkSharedResource Type
ObjectTypes @ PsSiloContextPaged Type
RPC Control @ NdisCmstate Type
Security @ ActivityReference Type
Sessions @ PcwObject Type
UMDFCommunicationPorts @WmiGuid Type
Windows D DmaAdapter Type v
< >
\ObjectTypes\Process 67 Objects Interval: 2 sec

26
27
28
29

https://www.nirsoft.net/kernel struct/vista/OBJECT HEADER.html
https://www.geoffchappell.com/studies/windows/km/ntoskrnl/inc/ntos/ps/eprocess/index.htm

30 https://learn.microsoft.com/en-us/previous-versions//cc768129(v=technet.10

31 https://learn.microsoft.com/en-us/windows/win32/sysinfo/object-categories

32 https://learn.microsoft.com/en-us/windows/win32/winmsg/hooks

33 https:/learn.microsoft.com/en-us/windows/win32/menurc/menus

34

35 https://learn.microsoft.com/en-us/windows/win32/gdi/regions

% https:/learn.microsoft.com/en-us/windows/win32/winstation/desktops

37 https://learn.microsoft.com/en-us/windows/win32/procthread/job-objects
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Object Manager

As part of the Windows operating system there is a single “Object Manager” that maintains all
the objects®™. Among the tasks the “Object Manager” does are: creating objects, verifying that a
process has a right to use an object, creating object handles® and returning them to the caller,
maintaining resource quotas, duplicating handles and closing handles®.

Overall, Windows has more than 25 types of objects. Some examples are: files, devices, threads,
processes, events, mutexes, jobs, registry keys, sections, access tokens - as shown in the
screenshot below taken from “Process Explorer”. The kernel routines which provide a direct
interface with the “Object Manager” are prefixed with “Ob™*'. Some examples are:
“ObGetObjectSecurity”* and “ObReferenceObjectByHandle™*.

Moreover, we can go over the reference implementation of the “Object Manager” as part of
ReactOS*. There is also the internal header file®.

Lastly, we can summarize the “Object Manager” as being responsible for keeping track of all the
resources in Windows. It also provides a way for applications to access and manage those
resources in a secure and efficient way*’.

2 Process Explorer - Sysinternals: www.sysintemals.com_\user]
File Options View Process Find Users Handle Help
Hcomz:leX »® | . kd \
Process | CcPU|Virtualized | Private Bytes [IWGIKingSet|  PID| Description | Company Name
Bﬁcmd.exe ‘ 4,368K 3,084K 11748 C Processor Mi Corporati

Il Handles DLLs W] Threads

~

Type Name Decoded Access Share Flags Attributes
Section \BaseNamedObjects\__ComCatalogCache__ MAP_READ
Section \BaseNamedObjectsiwindows_shell_global_counters MAP_WRITE | MA__
Desktop \Default READ_CONTROL...
File \Device\CNG SYNCHRONIZE | ...
File \Device\ConDrv READ_CONTROL... Inherit
File \Device\ConDrv READ_CONTROL... Inherit
File \Device\ConDrv READ_CONTROL...
File \Device\ConDrv READ_CONTROL...
File \Device\DeviceApi READ_CONTROL....
File \Device\KsecDD SYNCHRONIZE | .
File \Device\NamedPipe\ READ_CONTROL ..
Event \KernelObjects\MaximumCommitCondition SYNCHRONIZE
Directory \KnownDlls QUERY | TRAVE
ALPC Port \RPC ConirohOLE62CD6C2E99D233A4FB4BOEBB51BF READ_CONTROL...
Directory \Sessions\2\BaseNamedObjects QUERY | TRAVE
Section \Sessions\2\BaseNamedObjects\C:*ProgramData*Microsoft*Windows*Caches*{6AF0... MAP_READ Inherit
38 .]CIII]Q s: “]DD id]‘]]mﬂ com /@]Q outnaru i}ﬁ:j]ﬂ d QWS- D]Q] e ;Is_z ;2 89 d a ﬁ QQ]Df
% https://medium.com/@boutnaru/windows-handles-594b36¢39d2f
40 https://learn.microsoft.com/en-us/win in32/sysinfo/object-manager

41 https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-kernel-mode-object-manager
42 https://learn.microsoft.com/en-us/windows-hardware/drivers/ddi/wdm/nf-wdm-obgetobjectsecurity

43
44
45

https://github.com/reactos/reactos/blob/master/ntoskrnl/include/internal/ob.h
®https://www.i.u-tokyo.ac.jp/edu/training/ss/lecture/new-documents/Lectures/01-ObjectManager/ObjectManager.pdf
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Clipboard

Overall, the clipboard is a temporary storage in Windows that can store different data types.
Among those data types are images and text. The operation which stores data in the clipboard is
called “copy” (Ctrl+C), also we can use “cut” using “Ctrl+X”. In order to paste data from the
clipboard we use “Ctrl+V™*.

In Windows 10 we can store in the clipboard up to 25 items. We can access the “Clipboard
History” using the keyboard shortcut “Winkey + V”. While pressing this shortcut a menu
showing the current clipboard history - as shown in the screenshot below*. We can see that the
first item is an image and the other two are strings.

Lastly, in Windows 10/11 we can also copy text/images from one PC to another using a cloud
based clipboard. We can also pin items that we would like to use. In order to do that we need to
sign with a Microsoft account/work account®.

| Clipboard |

TrOlLer

troller

TrOLer

Tip: You can paste text on your other devices.
Learn more
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Recycle Bin

The goal of the “Recycle Bin” is to provide a second chance for recovering files/directories that
have been deleted. There is a nice trick to get into the “Recycle Bin” by using “cmd /c
shell:RecycleBinFolder”. Of course we can just find a shortcut for it on the desktop™.

Thus, we can say “Recycle Bin” is a folder where deleted items are stored temporarily. We can
use the “Recycle Bin” to restore the files to their original location. However, it was not created in
a manner in which we can use the files directly from the “Recycle Bin™".

Moreover, files are moved to the “Recycle Bin” only if we delete them for “File Explorer” and
not when doing it directly from other applications like “cmd.exe”™? - as shown in the screenshot
below. By the way, holding the “Shift” key while deleting a file in “File Explorer” causes it not
to be moved to the “Recycle Bin”. Lastly, we can go over a reference implementation of the
“Recycle Bin” as part of ReactOS™>.

& » Recycle Bin

M
Name Original Location
2 troller CAtroller
=| troller.log Citroller
BN Tr0LeR

3 https //github. com/rcactos/l eactos/tree/master/dll/win32/shell32/shellrecyclebin
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Handles

Overall, applications running in user mode can’t directly access the Windows objects™ or object
data held by the “Object Manager”. Due to that, an application needs to obtain a handle to the
specific object. For each handle there is an entry in a handle table which resides in kernel space,
there is one for each process™.

Thus, an object in Windows is accessed by the user using a per process “handle table”. Opening
an object results in adding a pointer to the object to the specific “handle table”. The return value
is “an index” to that table*®.

We can see when using different Win32 API function like when opening/creating a file using
“CreateFileW” the return value is of type HANDLE"’.

Lastly, we can use Sysinternals’ tools like “Process Explorer” and handle.exe® in order to see
which open handles each process has. An example showing the handles for “cmd.exe” using
“Process Explorer” is shown in the screenshot below.

2 Process Explorer - Sysinternals: www.sysintemals.co_ - O X

File Options View Process Find Users Handle Help
H|GD‘-.=‘0« X|/ &) w | | |— W u | | | <Filter by name>
\

Process CPU| Private Bytes| PID| Description | Company Name A

=] Jemd exe 3432K 996 K 8220 Windows Command Processor Microsoft Corporation
& conhost exe 7.160 K 5052 K__ 8328 Console Window Host Microsoft Corporation 4

Il Handles DlLs [ Threads

Type - Name A

Key HKLM

Key HKLM\SOFTWAREMicrosoft\Ole

Key HKCU\Software\Classes\Local Settings\Software\Microsoft

Key HKCU\Software\Classes\Local Settings

Key HKCU

Key HKLM\SYSTEM\ControlSet001\Control\Session Manager

Key HKLM\SOFTWAREMicrosoft\Windows NT\CurrentVersion\image File Execution Options

Key HKCU\SOFTWAREMicrosoftiWindows NT\CurrentVersion

Mutant \Sessions\2\BaseNamedObjects\SM0:8220:304:WilStaging_02

Semaphore \Sessions\2\BaseNamedObjects\SM0:8220:304:WilStaging_02_p0

Semaphore \Sessions\2\BaseNamedObjects\SM0:8220:304:WilStaging_02_p0Oh

Thread cmd.exe(8220): 5160

WindowStation \Sessions\2\Windows\WindowStations\WinSta0 v

CPU Usage: 21.60% Commit Charge: 93.14% Processes: 279 Physical Usage: 90.48%
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Unnamed Handles

Windows objects™ are inaccessible directly from user-mode code. Handles are used as “indexes”
in a per-process handle table (stored in the kernel address space). Thus, when opening an object a
new handle entry is created®. We are going to focus on handles which don’t have a name aka
“unnamed handles” (as opposed to named handles).

Overall, we can’t treat an unnamed handle as a secure object by default. If an unnamed handle
has a NULL DACL as part of its security descriptor® it grants access to everyone. However,
even if there is no name to a handle it does not mean it can’t be accessed - it just means we can’t
access it using a name. We can still use the “DuplicateHandle” Win32 API function call to
't62

duplicate it** or inherit the handle®

Lastly, we can see unnamed handles using “Process Explorer”. However, it is not enabled by
default. In order to enable it we can press “View->Show Unnamed Handles and Mappings”.
Then in the handles tab both named and unnamed handles are displayed - as shown in the
screenshot below.

2 Process Explorer - Sysinternals: www.sysinternals.com _ - O X 2 Process Explorer - Sysinternals: www.sysinternals.com [  IIINIEEN — O X
File Options View Process Find Users Handle Help File Options View Process Find Users Handle Help
H\GE\I':\(‘,XI/ &) :' E <Filter by name > H‘GE‘- ‘P X‘/ @ ‘<Filterbynume>
Process | Private Bytes ~ Process - [P cru| Private Bytes ~
Bl [emd.exe 3216 KINg [=f-|cmd.exe 12636 4, 076K 3,216 KIY
ﬁ conhost.exe [ conhost.exe < >
Il Handles DLLs [ Threads Il Handles DLLs W Threads
Type - Name ~ & N
Directory \KnownDlis I_Whl
Directory \Sessions\2\BaseNamedObjects Directory \KnownDlls
File CiUsersiuseriD Directory \Sessions\2\BaseNamedObjects
File \Device\ConDv TEvent
File \Device\ConDv Event
File \Device\ConDrv Event
File \Device\ConDrv Event
File \Device\KsecDD Event
File C:\Windows\System32\en-US\cmd.exe.mui Event
Key HKLM\SYSTEM\ControlSet001\ControliNIs\Sorting\Versions Event
Key HKLM Event
Key HKLM\SOFTWAREMicrosoft\Ole Event
Key HKLM Event
Key HKCU\Software\Classes\Local Settings\So rosoft Event
Key HKCU\Software\Classes\Local Settings Event
Key HKCU Event
Key HKLM\SYSTEM\ControlSet001\Control\Session Manager Event
Key HKLM\SYSTEM\ControlSet001\ControliNIs\Sorting\lds RETE C:\Users\user\l]own\Qadsgyswntema\ssu\te
Key HKLM\SOFTWAREMicrosoft\Windows NT\CurrentVersion\image File Execution Options File \Device\ConDrv
s A e T 4 P -
< > < >

» hIIIZS //m lenm com/@boutnar mm ndows- Qb]§g1§—2g2§2dg§1212bf
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Processes

From the perspective of the Windows operating system an application is composed of one or
more processes. Thus, we can say a process is an executing program®. Moreover, every process
provides the resources needed for the application to run. In order to support that a process in
Windows has: a virtual memory address space, executable code, open handle table, unique
identifier (PID), environment variables, priority, access token and more attributes®

Overall, for creating new processes under Windows we can use various Win32 API calls such as:
“CreateProcessA”\“CreateProcessW”®,  “CreateProcessAsUserA”\“CreateProcessAsUserW”®’
and “CreateProcessWithLogonW”*,

The function “CreateProcessA”\”’CreateProcessW” creates the new process with the security
context of the calling process. In the case of “CreateProcessAsUserA”\”CreateProcessAsUserW”
we can provide an handle to the token® we want to grant the new process created. With
“CreateProcessWithLogonW”, we can provide the username and password for the security
context we want to execute the new process to execute with. For reference implementation I
suggest going over ReactOS’s source code of “NtCreateProcessEx” which calls
“PspCreateProcess™”.

Lastly, a process has at least one execution flow which is a thread (aka the main/primary thread)
- more on threads in a separate writeup. Also, I am going to describe the different data structures
used by Windows in order to manage processes in future writeups. An overview of the stages
Windows follows when creating a process is shown in the diagram below”!

Creating process
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Threads

In general a Windows process’ is composed of one or more threads. For the eyes of the
operating system, a thread is the basic unit to which CPU time is allocated. A thread can run any
code of the process, also the same code path can be executed in parallel by different threads™.
Each thread has its own identifier (TID, which stands for “Thread ID”’). Also, every Windows
process has at least one thread - as shown in the screenshot below.

Moreover, in order to create a thread within the virtual memory address space of the calling
process we can using the “CreateThread” API call™. If we want to create a thread in the virtual
address space of a different process we can use “CreateRemoteThread””.

Lastly, each thread has its own stack area (both in user mode and in kernel mode) so each one of
them gets its own execution flow. The default stack size in user-mode is IMB. By the way, TID
is also divisible by 4 like PID”’.

1% Task Manager - O X
File Options View

Processes Performance App history Startup Users Details Services

Name PID Thr... |Status User name CPU Memory (ac... Command line A
[8 System 4 170 JRunning SYSTEM 00 20K

aDropbox.exe 1748 156 JRunning user 00 130,012 K "C\Program Files (x86)\C
@ firefox.exe 11324 112 JRunning user 01 385,032 K "C:\Program Files\Mozille
'r explorer.exe 5892 57 JRunning user 00 52,860 K C\Windows\Explorer.EXE
e msedge.exe 11252 54 JRunning user 01 50,044 K "C:\Program Files (x86)\N
[®SearchApp.exe 7108 36 |Suspended user 00 0 K "C\Windows\SystemApy
[ svchost.exe 1036 32 JRunning NETWORK ... 00 59,736 K C\Windows\System32\s
@ OneDrive.exe 6232 26 _JRunning user 00 8,768 K "C\Program Files\Micros
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Fiber

Fiber is a unit of execution which is not scheduled by the kernel of Windows, thus it needs to be
scheduled by the application itself. Due to that, each fiber executes in the context of the thread™
that had scheduled it. A code snippet for using fibers as shown in the image below™. Overall, we
can say that fibers are “lightweight threads” of execution. The big difference between them and
OS threads is that they’re cooperatively scheduled as opposed to preemptively scheduled. This
basically means that fibers yield themself (they withdraw their execution) to allow another fiber
to run. Sometimes you can find fibers called: “green threads”, “tasklets”, “coroutines”,
“user-space threads” or “microthreads”®’.

Moreover, in order to use fibers we can leverage the Win32 API. “CreateFiber” allows the
creation of a new fiber for a thread, the number of fibers per process is limited by the virtual
memory®'. We can use “ConvertThreadToFiber” for converting the current thread into a fiber,
which is needed before scheduling other fibers®. For both of those function there is an extended
version “CreateFiberEx”® and “ConvertThreadToFiberEx**.  Lastly, for scheduling a fiber we
can use the “SwitchToFiber” function®. To retrieve the data associated with the current fiber we
can use the “GetFiberData” function®®. When the fiber is not needed anymore just call
“DeleteFiber®’.

ber will not return to the main thread by itself

UTINE)fiber_function, Context);
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Mailslot

Mailslot is a Windows IPC®* mechanism. It is used for one-way communication between
endpoints. Thus, applications can store data in a mailslot. Those messages can be sent locally or
over the network. The owner of the mailslot can retrieve messages stored in the mailslot®.

Overall, we can think about a mailslot as a “pseudo file” that resides in memory (when the
mailslot handle is closed that data is deleted). Due to that we can access it using the files API
(like ReadFile/WriteFile/CreateFile). The data stored in a mailslot can be in any format, however
it can be larger than 424 bytes when sent between computers.

Moreover, when creating a mailslot (by a mailslot server) its name must be in the following
pattern “‘\\.\mailslot\[path\][name”. A mailslot client can write messages locally or remotely, when
writing data to a remote mailslot we need to use the following
“WComputerName\mailslot\[path\lname”. There is also a way for accessing every mailslot in a
domain using ‘“\\DomainName\mailslot\[path\lname” or ‘“\\*\mailslot\[path\]name” in the
system’s primary domain”".

In addition to that, for creating a mailslot we can use the API function “CreateMailslotA** or the
wide character version of the API “CreateMailslotW”* - as shown in the screenshot below (this
is just a toy example, please don’t use it “as is” in production code due to security reasons).

Lastly, the remote capability of mailslots is baked on the SMB (Server Message Block)
protocol®. By the way, Microsoft intends to remove the support of remote mailslots®.

- (Global Scope) ~ main()
BE#include <Windows.h>
#include <stdio.h>

Bvoid main()

LPCWSTR mailSlotName = TEXT("\\\\.\\mailslot\\troller");
HANDLE handle = CreateMailslot(mailSlotName, ®, MAILSLOT_WAIT_FOREVER, (LPSECURITY_ATTRIBUTES)NULL);
if (INVALID_HANDLE_VALUE == handle)
printf("ERROR: mailslot has not been creadted");
else
printf("INFO: mailslot has been created");

Select—x64\Debug\troller.exe

INFO: mailslot has been created,
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Windows Experience Index (WEI)

Windows Experience Index (WEI) is a scoring mechanism which allows us to understand how
fast our computer is and which hardware shortcomings it has. WEI was first introduced as part of
Windows Vista. The value of WEI can range from 1.0 (worst performance) to 9.9 (highest
performance). It is used by WinSAT (Windows System Assessment Tool), which is based on the
lowest score of : RAM, CPU, graphic chipset (or GPU) and hard disk*®.

Overall, for Windows 7 and 8 there was a GUI interface for viewing the WEI score (as part of
the control panel). However, since Windows 10 it was removed, we can still calculate the score
using “winsat.exe”™’. We can also use the WMI (Windows Management Instrumentation) class
“Win32_WinSAT”, which summarizes the information of the recent assessment™ - as shown in
the screenshot below™.

EN Windows PowerShell
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File Explorer (previously Windows Explorer)

By using “File Explorer” users can access/manipulate files very quickly - as shown in the
screenshot below. We can open the “File Explorer” using the shortcut “WinKey+E'%,

Also, since Windows 10 “Windows Explorer” name was changed to “File Explorer™'.
Moreover, it is part of the graphical shell which is started when a user logs on to the system -
“explorer.exe”!*?. We can think about it like “/bin/bash” in Linux but in this case it’s a graphical
shell.

Lastly, “Windows Explorer” can be extended (Windows Shell Extensions), this is based on
COM'* objects. The shell extensions can be: toolbars, shell extensions handlers or a namespace

extensions which allow certain folders to be displayed differently - check out “%windir%\Fonts”

as an example'™,
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NTFS (New Technology File System)

NTFS (New Technology File System) is the primary file system used by Windows
Workstation/Server versions in the last 30 years - as shown in the screenshot below. It was
introduced as part of Windows NT 3.1 (1993) as a proprietary journaling file system by
Microsoft'®.

Overall, it provides different features: increased reliability, increased security, support for large
volumes, support for long file names and extended path names and flexible allocation of
capacity, journaling, compression, hardlinks, volume shadow copy, transactions and quotas. I am
going to detail only part of those features, for more information you can read the references'®

Increased security is implemented by NTFS support file/folder permissions in using ACLs'"":

both DACLs'® and SACLs'”. Also, there is support for file encryption using EFS (Encrypting
File System) or a part of disk encryption using Bitlocker.

Increased reliability is implemented by NTFS using log file and checkpoint information to
restore consistency. Since Windows Server 2008 there is also a feature called “Self-Healing
NTFS”, which attempts to correct corruptions of the file system online. This is done without the
need for “chkdsk.exe”!!? Lastly, we can also check out the reference implementation for NTFS
from ReactOS'".

File Action View Help

e @ HEE =XPHED
Volume [Layout _ [Type | File System | Status [ capacity Free Sp.. | % Free 5. TrOLeR (C) Properties X
== (Disk 0 partition 1)  Simple Basic Healthy (E... 100 %
= (Disk 0 partition 4)  Simple Basic Healthy (R.. 100 % General Tools Hardware Security Previous Versions Quota
= TrOLeR (.. Simple Basic Healthy (B.. 4%
= Ti0LeR
-
= pi I
DIy Type Local Disk
taes i
126.98 GB | ¥ -] ile system:
Online Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Basic Data Partition) I Used space [r————
Fres space N -GS
= CD-ROM 0 Capaciy. T B e

DVD (D)

No Media
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https://en.wikipedia.org/wiki/NTES
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Drive C:

[[]Compress this drive to save disk space

Disk Cleanup

[~ Allow files on this drive to have contents indexed in addition to file

propetties

Cancel

Apply

https://learn.microsoft.com/en-us/windows-server/storage/file-server/ntfs-overview
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" https: //glthub com/r eactos/reactos/tree/master/drlvers/ﬁlesvstems/ntfs
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Atom Table

An “Atom Table” is a system-defined table which is used to store a string that has a specific
identifier. When a program stores a string in an atom table it gets a 16 bit integer number
(“atom™) which can be used to access the string (“atom name”). There is not one atom table''2.

Overall, there are two types of atom tables: “Global Atom Table” and “Local Atom Table”. The
global table is defined for all processes on the system while the local one is private for the
process which created it. By the way, there are two types of atoms: “String/Integer Atoms”'".

In regards to “String Atoms”, they have specific properties. They can’t be longer than 255 bytes
which can be returned within the range “0xCO000-OxFFFF”. Also, the reference count is
incremented when the string is added and decremented when removed. “Integer Atoms” are in
the range of “0x0001-0xBFFF”, they don’t have any reference count or storage limitation''*

Moreover, we can use different Win32 API calls to manipulate an “Atom String”. In regards of
the global table we can use the following functions to add and find them: “GlobalAddAtomA”
/”GlobalAddAtomW™'" and “GlobalFindAtomA”/”GlobalFindAtomW™!'%, In regards to the
local table we can use the following functions: “AddAtomA”/”AddAtomW”!” and
“FindAtomA”/”FindAtomW”!"8, Lastly, we can use the “atom-table-monitor”'!? for viewing the
global atom table - as shown in the screenshot below. Also, we can go over a reference

implementation of “Atom Management”'®® and “Executive Atom Functions™'*!

RCaCtO S . ¢ Atom Table Monitor v1.7 [User Session]

Global Atom Table RWM Atom Table |Atom list | Pattems Counters Testing Options Log
Table

€001 = StdExit —GlobalAtom

€002 = StdNewDocument -GlobalAtom

€003 = StdOpenDocument. ~GlobalAtom

€004 = StdEditDocument —GlobalAtom

€005 = StdNewfromTemplate —GlobalAtom

€006 = StdCloseDocument --GlobalAtom

€007 = StdShowItem --GlobalAtom

€008 = StdDoVerbltem --GlobalAtom

€009 = System ~GlobalAtom

CO0A = OLEsystem --GlobalAtom

C00B = StdDocumentName ~GlobalAtom

€00C = Protocols —-GlobalAtom

€00D = Topics —GlobalAtom

COOE = Formats —GlobalAtom

COOF = Status --GlobalAtom

€010 = EditEnvitems --GlobalAtom

C011 = True —GlobalAtom

€012 = False —GlobalAtom

€013 = Change ~GlobalAtom

€014 = Save ~GlobalAtom

€015 = Close ~GlobalAtom

€016 = MSDraw -GlobalAtom

as part of

€017 = CC325ublassInfo --GlobalAtom

€018 = UxSubdlassinfo ~GlobalAtom

€019 = SysSetRedraw -—GlobalAtom

C01A = D3D9_IdHot_Ctrl_SnapDesktop --GlobalAtom
€018 = ThemeP ropScrollBarCtl -~GlobalAtom

coic = lobal
€01 = OleDr opTargetinterface ~GlobalAtom
CO1E = OleDropTa getMarshaIHwnd ~GlobalAtom
CO1F = OleEndPointID --GlobalAtom

€020 = ClipboardDataObjectinterface ~GlobalAtom
co21=cl Datz0l

C022 = PROGMAN -GlobalAtom _

16 httDs //leam microsoft.com/en- us/wmdows/w1n32/am/wmbase/nf wmbase globalﬁndatomw

"7 https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-addatomw
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https://github.com/JordiCorbilla/atom-table-monitor/

https://github.com/reactos/reactos/blob/master/sdk/lib/rtl/atom.c
121 https://github.com/reactos/reactos/blob/master/ntoskrnl/ex/atom.c
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