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Introduction

When starting to learn OS security I believe that there is a need for understanding multiple
technologies and concepts. Because of that I have decided to write a series of short writeups
aimed at providing the security vocabulary.

Overall, I wanted to create something that will improve the overall knowledge of Windows’
different security mechanisms included with Windows in writeups that can be read in 1-3 mins. |
hope you are going to enjoy the ride.

Lastly, you can follow me on twitter - @boutnaru (https:/twitter.com/boutnaru). Also, you can
read my other writeups on medium - https://medium.com/@boutnaru. Lastly, You can find my

free eBooks at https://TheLearningJourneyEbooks.com.


https://twitter.com/boutnaru
https://medium.com/@boutnaru
https://thelearningjourneyebooks.com

SID (Security Identifier)

The goal of an SID is to uniquely identify a security principal/group. When talking about a
security principal we mean any entity that can authenticate to the operating system like:
user/computer account or a thread/process that runs with the security context of one of those.
Every time a user is logged on the system creates an access token for that user (more on that in a
future writeup). This access token holds the user’s SID, privileges and the SIDs for any groups
that the user is part of’.

Moreover, there is a specific format for an SID. We can split it into three main parts: revision,
identifier authority and sub authorities. Revision, which specifies the version of the SID
structure. Identifier authority, which specifies the highest level of authority that can issue an SID
for a security principal. Sub authorities, which hold the most important information (can identify
a local computer/domain) and its last part is an RID (relative identifier) that identifies a specific
user/group in a local computer/domain - as shown in the diagram below?.

An example of some well-known SIDs are: “S-1-1-0" (group that includes all users), “S-1-0-0”
(aka NULL SID, a group with no members). They are called “Universal well-known SIDs™*.
Also, there are well-known RIDs such as: 500 (Administrator), 501 (Guest). Since Windows
2008/Vista most of the system files are owned by the “TrustedInstaller” SID, in order to prevent
a process running with Administrator/Local System permissions to overwrite the OS files*.

Lastly, there are also “Capability SIDs” which grant access to specific resources (like cameras,
documents, location and more). Those type of SIDs that the system is aware of are stored in the
registry value “AllCachedCapabilities” under
“HKEY LOCAL MACHINE\SOFTWARE\Microsoft\SecurityManager\CapabilityClasses™

Literal
Prefix

A
M N
5-1-5-21-397955417-62688126-188441444-1010

A4 . A

Identifier Sub Authority Indicating Relative
Authority this Class of ID ID

Three Sub Authorities for Unigueness

https://learn.microsoft.com/en-us/windows-server/identity/ad- ds/mana re/understand security-identifiers
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SD (Security Descriptor)

The goal of a security descriptor (SD) is to hold the security information that is related with a
specific securable object. Examples for securable objects are: file, folder, network share, printer,
registry key, synchronization object, active directory objects and more. The structure which
describes a SD is defined in “winnt.h” and is named “SECURITY_ DESCRIPTOR™®.

Overall, every object created by the “Object Manager” in Windows has a SD. Each objects has
an header with different fields (like object name, reference count, object type and more) one of
them is the security descriptor’. You can see an illustration of that in the diagram below?®.

Moreover, we can think about an SD as containing four main fields: an owner, group, DACL
(Discretionary Access Control List) and SACL (System Access Control List) . DACL is used for
allowing/denying permissions which SACL is used for auditing’. The description of each entity
in the structure is stored in the form of an SID (Security Identifier). More on those in future
writeups.

Lastly, the “SECURITY_DESCRIPTOR” is a compact binary representation of the security
associated with a specific object. Because it is not convenient to use it, there is a text-based form
for representing it. This format is called SSDL (Security Descriptor Description Language). It
has specific text tokens in order to describe: access rights, user accounts, user-mode drivers and

10
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Securable Objects

Overall, “securable objects” are Windows objects'' that can have a “security descriptor”'?. All
named Windows objects are securable. There are also unnamed objects which are securable like
processes and threads'" - as shown in the screenshot below.

Moreover, each securable object has specific elements that are elaborated next. An owner’s
(user/group) SID'*. A DCAL (Discretionary Access Control List) which contains a list of
group/user SIDs and the access rights each of them has - as shown in the screenshot below in the
permissions tab. A SACL (System Access Control List) which states what logging/auditing
should be done when accessing the object. Also, there is a group associated with the object
which is for POSIX compatibility only'.

Lastly, examples of securable objects (but not limited to) are: files, directories, desktops,
processes, threads, named pipes, mailslots, network shares, printers, private objects, events,
semaphores, WMI namespaces and waitable timers and windows stations'..
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Privileges

Privileges are rights given for a specific account (user/group) which allows performing different
system related operations on the local computer. Think about: changing the system time, loading
a device driver, shutting down the system and more. There is a difference between access rights
to privileges'’.

Thus, we can say that privileges control the access to system resources/system related tasks
while access rights control access to securable objects (such as files, directories, registry keys

and more). We assign privileges to user/group accounts whereas access rights are granted as part
of DACLs.

Moreover, the operating system represents a privilege in a category of “User Rights
Assignments”. We can modify them using the “Local Group Policy” (or the “Group Policy”)
MMC snap-in'® - as shown in the screenshot below.

Lastly, the privileges are defined wusing constants in the following pattern
“SE_[DESCRIPTION] NAME” and also has a text format which is in the pattern of
“Se[DESCRIPTION]Privilege”. A couple of examples are:
“SE_CREATE PAGEFILE NAME”\”SeCreatePagetilePrivilege” which enables creating a new
pagefile, “SE_ DEBUG NAME”\”SeDebugPrivilege” which is required for debugging/adjusting
the memory of a processes owned by a different wuser account and
“SE_LOAD DRIVER NAME”\"SeLoadDriverPrivilege” which is required to load/unload a
device driver (it is also the one marked in the screenshot below).
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' https://learn.microsoft.com/en-us/windows/win32/secauthz/privileges
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SAM (Security Account Manager)

SRM (Security Account Manager) is the DB in Windows that stores the user names/passwords of
the local user defined on the system. By configuring SAM we allow users to authenticate to the
local system".

Moreover, the SAM file is located at “%windir%\System32\config\SAM” which is mounted in
the registry in the following “HKEY LOCAL MACHINE\SAM™?. In order to view its content
we need to run as SYSTEM and Local Administrator is not enough - as shown in the screenshot
below.

Thus, different hashes can be stored in SAM like LM hash and NTLM hash (more on those and
others in future writeups). We can think about SAM as the equivalent of “/etc/passwd”,
“/etc/shadow” and “/etc/group” files under Linux.

Because Microsoft wanted to increase the security around the hashes stored in SAM they have
created SYSKEY. It uses a system key for encrypting to protect the account password
information stored in the SAM. The system key can be saved locally, on a floppy disk or stored
locally but protected by an admin password?'. Lastly, SYSKEY support was removed from
Windows 10 version 1709%,

[>-]

PS C:\> dir HKLM:SAM

Leccese i not alloved ]

EX¥ Administrator: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PS C:\Windows\system32> whoami

t authority\system
PS

C:\Windows\system32> dir HKLM:SAM
Hive: HKEY_LOCAL_MACHINE\SAM
Property
ServerDomainUpdates ; {254, 255, 15}

PS C:\Windows\system32> dir HKLM:SAM\SAM

Hive: HKEY_LOCAL_MACHINE\SAM\SAM

Property

(default) :
(default) :
(default) : {

rity-account-manager-sam
2! https:/learn.microsoft.com/en-us/windows-server/security/kerberos/system-key-utility-technical-overview
2 https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/syskey-exe-utility-is-no-longer-supported
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Access Token

“Access Token” is an object which represents the access rights/privileges/identity for a specific
process/thread. The operating system uses the access token in order to identify the user when a
specific thread interacts with a securable object” or when it tries to perform a system task (that
requires some kind of privilege)*.

Thus, if a user authenticates to a system, the Local Security Authority (LSA) creates an access
token (to be accurate it is the primary access token, as described in more detail later). It contains
the SID of the user, the SIDs of all the groups the user belongs to, a list of privileges, the SID of
the owner (user/group), the primary group (for POSIX subsystems), default DACL, source
(process that caused the token to be created - RPC/LAN Manager/Session Manager/etc), type
(primary/impersonation), impersonation level, restricting SIDs, Terminal service session ID (if
relevant), session reference, SandBox inert, audit policy and origin - as shown below?

Moreover, using different Win32 API functions we can read/manipulate access tokens. As
example we can use “OpenProcessToken”* or “OpenThreadToken™” to get a handle to the
access token of the process/thread. Also, we can use “DuplicateTokenEx”* for duplicating the
access token of the current process and “CreateProcessWithTokenW”?’ which allows creation of

a process with a specified token. The access token is stored in kernel mode using “struct
_TOKEN™?,

User
Group 1 51D

Group n SID

Privilege 1

Privilege n

Default Owner

Primary Group

Default Discretionary Access
Control List {DACL)

Source

Type

Impersonation Level

Statistics
Restricting SID 1

Restricting SID R
TS Session 1D

Session Reference

SandBox Inert
Audit Policy
arigin

2 https: //medlum com/@boutnaru/wmdows securable objects-311a9d6¢83ad

ege- escalauo


https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/how-kernel-exploits-abuse-tokens-for-privilege-escalation
https://www.ired.team/miscellaneous-reversing-forensics/windows-kernel-internals/how-kernel-exploits-abuse-tokens-for-privilege-escalation
https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-createprocesswithtokenw
https://learn.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-duplicatetokenex
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openthreadtoken
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-openprocesstoken
https://learn.microsoft.com/pt-pt/previous-versions/windows/server/cc783557(v=ws.10)?redirectedfrom=MSDN
https://learn.microsoft.com/en-us/windows/win32/secauthz/access-tokens
https://medium.com/@boutnaru/windows-securable-objects-311a9d6c83ad

Primary Access Token

Overall, there are two types of access tokens’' - as stated in the type field of the access token.
Those are “Primary Token” and “Impersonation Token”. In this writeup I am going to focus on
the first one.

A primary token can only be associated with a process. Processes inherit a copy of the parent’s
process primary token®?. Due to that, when a thread is attempting to access a securable object®
by default this token is checked (threads can have an impersonation token but that is for a
different writeup). Also, this token belongs to the user account that created the process®

Thus, every process has a primary token that it gets from its parent process - as shown in the
diagram below®. Because primary tokens are associated with processes they are also known as
“Process Tokens”. We can also state that they are created while authenticating interactively®

Interactive Session // Winsta0

explorer.exe

1
1
1
. .
—' | ]
n cmd.exe chrome.exe

Primary .

Access
Token

Primary
Access
Token

Primary
Access
Token

p4sswOrd!4

1
1
1
:
1
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1
1
1
1
1
1
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Impersonation Access Token

Overall, there are two types of access tokens’’ - as stated in the type field of the access token.
Those are “Primary Token” and “Impersonation Token”. In this writeup I am going to focus on
the second one.

Basically, impersonation is a mechanism which allows server processes to run by using the
credentials of some client. Meaning using creaditails of another user than its primary token®®

Thus, when can that impersonation allow a thread to switch to a different security context. By
default, threads inherit the same security context as the primary token®® of the process*

One of the main use-cases for impersonation is asking the a server to execute code on behalf of
the user performing a network authentication - as shown in the diagram below®'. It can also be
used for cases where we want an application/process to have a thread running code with a
different security context (than the other threads). However, we need to be careful because all the
threads share the same memory space so one thread can hijack the execution flow of another.

.
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Access
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CLIENT
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I
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SRM (Security Reference Monitor)

SRM (Security Reference Monitor) is a component that is part of the Windows executive (stored
in  %systemroot%\System32\ntoskrnl.exe). SRM is responsible for implementing the
authorization system ( together with LSA as shown in the diagram below). Also, SRM
implements the access check algorithm™®.. This means it checks the access to different resources
by getting the access token* of the subject and comparing it to the ACEs (Access Control Lists)
in the security descriptor of the securable object®.

Moreover, the routines that provide a direct interface with the SRM are those prefixed with
“Se™.  An example of such function is: “SeAccessCheck” which determines if the requested
access to an object can be granted*. If we want we can go over a reference implementation of
“SeAccessCheck” as part of ReacOS*.

Lastly, we can say that the “Object Manager” uses SRM to check if a specific process/thread has
the proper rights to execute a certain action on an object. Also, it is part of the flow when
implementing auditing functionality when objects are being accessed®.
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Job Object

By using a job object we can manage a group of processes as one unit. Thus, an operation
performed on a job object affects all the processes which are part of that job®.

Moreover, in order to create a job object we can use the Win32 API call “CreateJobObjectA™™.
When creating a job it has no processes associated with it, so we need to use the function
“AssignProcessToJobObject™'. Until Windows 8/Windows Server 2012 a process could be
associated with one job only. By the way, for getting an handle for an existing object we can use
the “OpenJobObjectA” function™.

Overall, by using jobs we can limit the usage of system resources by processes like: process
priority, time limit, working set, number of child processes, desktop creation, writing data to the
clipboard and more. For setting the limits we use the function “SetInformationJobObject”™.

Lastly, job objects are being used in sandboxes like in web browsers (shown in the screenshot
below) and are one of the building blocks of “Windows Containers". There are also
named/unanmed, securable objects® and shareable objects - as shown in the screenshot below

taken from Sysinternals’ “Process Explorer™.

© msedge.exe:9840 Properties - O x
Image Performance Performance Graph GPU Graph Threads
TCP/IP Security Environment Job Strings
Job Name:
<Unnamed Job
Processes in Job:
Process PID
msedge.exe 9840
Job
Limit Value
Kill on Job Close True
Die on Unhandled Exception True
Process Memory Limit 8,388,608 KB
Active Processes 0
Desktop Limited
Display Settings Limited
Exit Windows Limited
Global Atoms Limited
USER Handles Limited
Read Clipboard Limited
System Parameters Limited
‘Write Clipboard Limited
Administrator Access Limited
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ACL (Access Control List)

ACL (Access Control List) is a list of ACEs (Access Control Entries). Every ACE identifies a
trustee (user account/group/logon session) and the relevant allowed/denied/audited access for
that trustee®

Overall, there are two types of ACLs which are in use in Windows systems: DACL aka as
“Discretionary Access Control List” and SACL aka “System Access Control List™’. More
information about those types in future writeups. Those types of ACLs are part of the security

9958

information stored as part of the “Security Descriptor™® related to securable objects® - as shown

in the diagram below®.

Moreover, every ACE has four main components. The first, the SID®' to whom the access
information in this ACE is relevant for. Second, a flag denoting the type of ACE
(deny/allow/audit). Third, flags regarding the inheritance of the specific ACE. Forth, an access
mask which is a 32 bit that describes the rights relevant for this ACE®.

Lastly, due to the fact we have DACL and SACL, usually when saying ACE we talk about the
first one and when saying System ACE we mean the second one.

C Process or Thread ) < Object )

Security descriptor

Access token
® OwnerSID
® UserSID * Group SID
. Group SIDs * sacL
$ Privilege information DACL
®  Other access information [
f‘] ACE |
The system checks each ACE in <
the DACL until access is granted tl ACE |
or denied, or until there are no
more ACEs. If the shaded ACE <*| ACE |
resolves the access-control
gquestion, the system does not
check the last ACE. | ACE |
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DACL (Discretionary Access Control List)

In general DACL (Discretionary Access Control List) is an ACL® which identifies the trustees
that allowed/denied access to a securable object® . Thus, if the securable object does not have any
DACL (Null) the SRM® allows everyone full access to it. If the list of ACL is empty no one has
any access to the object®.

Moreover, when a thread tries to access a securable object, the system goes over the ACEs in the
DACL until it finds one that allows/denies the access (think about it like firewall rules). The
predefined order of ACEs are as follows: all explicit ACEs are before inherited ACEs and the
inherited ones are placed in the order in which they are inherited. By the way, in every level
access denied ACE:s are placed before the access allowed ACEs ones®.

Lastly, for configuring a DACL using the UI we just go to the properties of the object and select
the “security tab”, there we can edit the DACL of that specific object - as shown in the
screenshot below. We can also use CLI tools like cacls.exe/icacls.exe (but that is for a different
writeup).

troller Properties X

General Security Details Previous Versions

Object name:  C:trolleritroller log

Group or user names:

52 Authenticated Users

s SO
52 Administrators (N /. ministrators)

52 users (I 's- )

To change permissions, click Edit. !;Ed\t...

Permissions for SYSTEM Allow Deny

Full control
Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings, Advanced
click Advanced. -
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SACL (System Access Control List)

Overall, a SACL (System Access Control List) is an ACL®® which enables the administrators of a
system to audit attempts of accessing securable objects®. Every ACE (Access Control Entry)
defines the type of access attempt that causes to generate an audit trail while performed by a
trustee’

Thus, an ACE as part of an SACL can emit an audit record when an access attempt is
failed/succeeds/both. The system writes audit messages to the security event log”'. In order to
read/write object’s SACL the relevant thread/process should enable as part of its access token’
the “SE_SECURITY_ NAME” privilege”

Moreover, the “SE SECURITY NAME” privilege is defined as managing auditing and the
security log™. We can use “SetNamedSecurityInfoA”/”SetNamedSecurityInfoW”” or
“GetNamedSecurityInfoA”/”GetNamedSecurityInfoW” in order to access the SACL. Those
functions enable the “SE_SECURITY NAME” privilege.

Lastly, in order to configure an SACL on a securable object like a file/directory we go to its
properties and then we go to the “security tab”. In the “security tab” we need to press the
“Advanced” button - as shown in the screenshot below. In the advanced security setting we can
go to the “auditing tab” - also shown in the screenshot below.

Advanced Security Settings for troller [m] X
troller Properties X
Name: Citroller
Genera\ Previous Versions  Customize

Ovner user (S - S Creno-

Objectname:  Ciitroller

g Permissions Auditing Effective Access
Group or user names:

2 Authenticated Users

£2 SYSTEM

£2 Administrators (N N ~cministrators)
52 Users (I sc's)

To change permissions, click Edit Edit &) Continue

@ You must be an administrator or have been given the appropriate privileges to view the auditing properties of this object.

Do you want to continue?

Permissions for Authenticated
Users Allow Deny

Full control a
Modify

Read & execute

List folder contents

Read

v

For special permissions or advanced settings, Advanced
click Advanced

oK Cancel Apply

Cancel Apply
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Mandatory Integrity Control (MIC)

In general, “Mandatory Integrity Control” (MIC) has been added to Windows from Vista for
adding support of MAC (Mandatory Access Control) to running processes’®. This is done using a
new attribute called “Integrity Level” (IL). MIC is designed to control access to securable
objects’’. The mechanism works in conjunction with DACL. It is important to know that MIC
evaluates access before the access check is made versus the object’s DACL, and itself is
implemented as ACEs (Access Control Entries) using special SIDs”

Moreover, each security principal® and any securable object is marked with an integrity level
which is aimed at determining their level of access/protection. In Windows we have different
integrity levels: “untrusted” (S-1-16-0), “low” (S-1-16-4096), “medium” (S-1-16-8192), “high”
(S-1-16-12288) and “system” (S-1-16-16384). By default, standard users are given an integrity
level of “medium” while elevated users get “high”. Also, objects which lack an integrity level
are treated as “medium”™®,

Lastly, the integrity level SIDs (as shown above) are stored in the SACL™ of the secure object™.
The Windows security policy states that a process can’t interact with another process that has a
higher integrity level®, due to that it is also used by different sandbox implementations (like with
Web Browsers). By the way, the integrity level is stored in the access token® of a process/thread
- as shown in the screenshot below.

| @ msedge.exe:1608 Properties m] ‘ @ msedge.exe:824 Properties - o X
Image Performance Performance Graph GPU Graph Threads Image Performance Performance Graph GPU Graph Threads
| TcP/IP Security Environment Job Strings TcP/IP Security Environment Strings
‘ user: user: [
sio: s-1-5-21 [ 1 0! siD: 5-1-5-21 [ (!
Session: 2 Logon Session: 5102 Session: 2 Logon Session: 5102
Virtualized: No  Protected: No Virtualized: No  Protected: No
Group ~ Flags A Group ~ Flags
BUILTIN\Administrators Deny BUILTIN\Administrators Deny
BUILTINWUsers Mandatc BUILTIN\Users Mandatc
BUILTINWUsers Mandatc [None Mandatc
None Deny Mandatc
Everyone Mandaic aca Maod
Everyone Mandatc [Mandatory LabelMedium Mandatory Level
IO{\,‘ - — = = np"", T Caiu e Euc
| Mandatory LabellLow Mandatory Level Integrity NT AUTHORITYINTERACTIVE Mandatc
T ROTFORTTY oIS oo NT AUTHORITYiLocal account Mandatc
NT AUTHORITYINTERACTIVE Mandatc NT AUTHORITYIL: and member of p Deny
NT AUTHORITY\Local account Deny NT AUTHORITY\LogonSessionld_0_335455 Mandatc
NT AUTHORITY\Local account and member of Administrators group Deny . NT AUTHORITY\NTLM Authentication Mandatc
NT AUTHORITY\l oaonSession| Id_0 335455 atc NT AUTHORITYIRFMOTF INTFRACTIVF | OGON Mandate ¥
< " < >
Group SID:  5-1-16-4096 Group SID: 5-1-16-8192
Eg Priviege Flags fﬂ Priviege Flags
= SeChangeNotifyPrivilege Default Enabled S0 | seChangeNotifyPriviege Default Enabled
SelncreaseWorkingSetPriviege Disabled
SeShutdownPriviege Disabled
SeTimeZonePriviege Disabled
SeUndockPrivilege Disabled
Permissions Permissions
oK Cancel Cancel
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UAC (User Account Control)

The goal of UAC (User Account Control) is to reduce the risk of malware by limiting the ability
of malicious code from running with administrator permissions. When UAC is used an
application the requests an access token*® with administrator permissions must prompt the user

for consent®” - as shown in the screenshot below.

UAC (User Account Control) provides MAC (Mandatory Access Control) which was introduced
as part of Windows Vista/Server 2008. Together with UIPI*®* UAC is used to isolate between
applications with the same user on the same session. When a user tries to perform an operation
that requires admin access it will trigger UAC (if it's enabled). Examples of such operations (but
not limited to) are: executing an application as an administrator, changing system-wide settings,
installing a device driver, changing UAC settings, configuring windows update, opening the
registry editor, changing power setting and turning on/of Windows features®

Moreover, when UAC is enabled when an administrator logs on to a system two separate access
tokens are created (standard access token and administrator access token). The difference
between them is that the administrative privileges and SIDs are removed from the standard one®

Lastly, UAC is composed of several technologies in order to provide its capabilities, among them
are: file and registry virtualization, same desktop elevation, filtered token, UIPI, protected
internet explorer and installer detection®

User Account Control

Do you want to allow this app to make
changes to your device?

Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

Yes
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User Interface Privilege Isolation (UIPI)

User Interface Privilege Isolation (UIPI) was introduced in Windows 2008/Vista with the goal of
mitigating “Shatter Attacks”. Those types of attacks leverage the Windows’s message passing
system which can be used to inject arbitrary commands/code to any application/service running
in the same session, those we are using a “message loop™>.

UIPI allows isolating processes running as a full administrator from processes running as an
account with lower permissions than an administrator on the same interactive desktop. UIPI is
specific to the windowing/graphic subsystem (aka Windows USER). Thus, a process with lower
privileges can’t perform operations on a process with higher privileges like: DLL injection,
thread hooks for attaching, journal hooks for attaching, use window messages API
(SendMessage/PostMessage) and more®.

However, there are still resources that are shared between processes at different privilege levels
like: clipboard, global atom table, desktop window and the desktop heap read-only shared
memory. Also, painting on a screen is not controlled using UIPI, so a lower privilege application
can paint over the surface region of a higher privilege application window - the GDI model does
not allow control over painting surfaces™.

Lastly, we can control the configuration of UIPI using the “EnableUIPI” value under the
“HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\System\” registry path - as
shown in the screenshot below”. A value of “0” disables UIPI, and if the value is not present by
default it means UIPI is enabled®.

s . Policies :?E!{a#EcEcch-E?... REG 57 Microsoft Winc
.-l Attachment: || 2b|(b0815375-5d... REG_SZ Microsoft Winc
- |. Explorer || abl{DCGEFBS6-0.. REG_SZ Adobe PDF Pre

..... . MonEnum E ab|If8b8412b-de... REG SZ Microzoft Winc

; System [ _?_.'.:’“*Enameum REG_DWORD  0x00000000 (0)
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File Virtualization

Due to security considerations (UAC enabled, it is also known as “UAC File Virtualization™) as
of Windows Vista it does allow standard (non-administrator) users to access/manipulate folders
(like “Program Files” and the “Windows” directory) or specific registry areas - as was allowed in
previous Windows versions. However, because there are legacy applications which expect doing
those operations Windows include “File and Registry Virtualization™’.

Thus, if we have an application running with-out administrative permissions and it tries to write
to “Program Files” it will be redirected to
“C:\Users\%username%\AppData\Local\VirtualStore\Program Files\” and the operation will
succeed”™. Without the file virtualization the operation is going to fail - as shown in the
screenshot below. By the way, I have enabled the virtualization on “cmd.exe” using “Task

Manager™.

=
File Edit Event Filter Tools Options Help
(] o
GENBWYAO®| & #2018 e d ol
Timeo... Process Name PID Operation Path Result Detail
2:31:07.... E¥cmd.exe 14560 'es CreateFile C:\Program Files\2222. ixt ACCESS DENIED) ) el
2-31:20__ Edcmd exe 14560 ‘v ReadFile C:\Windows\System32\en-USicmd. exe mui SUCCESS
2:31:31_ ﬁcmd,exe 14560 gCreateFHe C:\Program Files\2222 txt End process tree
2:32:08.... m;cmd.exe 14560 ‘s CreateFile C:\Program Files\2222. xt REPARSE Provide feedback
2:32:08.... Eacmd exe 14560 ‘e CreateFile C:\UserslusenAppData\lLocal\VirtualStore\Program Files\2222 txt SUCCESS
2:32:08.... E¥cmd.exe 14560 'p WriteFile C:\UserstusenAppData\LocalVirtualStore\Program Files\2222 txt SUCCESS Set priority >
2:32:08.... gEcmd.exe 14560 ‘s CloseFile C:\Users\user\AppDatalLocal\VirtualStore\Program Files\2222 txt SUCCESS Set affinity
Analvze wait chain
v UAC virtualization
< 14 Task Manager Create dump file
Showing 7 of 754,596 events (0.00092%) Backed by virtual memory File Options View Open file location
Processes Performance App history Startup Use Search online
Properties
~
Name PID Status Go to service(s)
B cmd.exe 14560  Running user 00 o
< >
Fewer details End task
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Registry Virtualization

Due to security considerations (like UAC enabled) as of Windows Vista it does allow standard
(non administrator) users to access/manipulate specific registry areas - as was allowed in
previous Windows versions. However, because there are legacy applications which expect doing
those operations Windows include “File and Registry Virtualization”'?.

Thus, registry virtualization is an application compatibility technology. It helps registry write
operations that can have global impact to be redirected to a per-user location. The redirection is
transparent to the application writing/reading from the registry. There are specific cases in which
it is enabled by default like for 32-bit processes which are interactive'"'

For example, if we have an application running with-out administrative permissions and it tries
to write/read to “HKEY LOCAL MACHINE\SOFTWARE” it will be redirected to
“HKEY CURRENT_ USER\Software\Classes\VirtualStore\MACHINE\SOFTWARE” and the
operation will succeed. Without the registry virtualization the operation is going to fail - as
shown in the screenshot below. By the way, | have enabled the virtualization on “powershell.exe”

using “Task Manager”'%?,

=
File Edit Event Filter Tools Options Help
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Time o... Process Name PID Operation Path Result Detail
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1:28:24.... ¥ powershell.exe 16028 Ej’ RegOpenKey | HKCU\Software\Classes\VirtualStore\MACHINE\SOFTWARE'TrOLIeR REPARSE Desired Access: Read/Write
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End task
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Task Manager - - O X
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Share Permissions (Network Shares)

In general share permissions are used in order to control the access from Windows shares'®,
which are folders exposed over the network. It is important to understand that share permissions
apply to all the files/folders in the share. Also, share permissions are relevant for different file
systems (NTFS/FAT/FAT32) as opposed to file/directory permissions which are only relevant for
NTFS based filesystems'®,

Moreover, there are three types of share permissions: “Read”, “Change” or “Full Control” - as
shown in the screenshot below. When accessing a share that exposes a directory stored on an
NTEFS file system we use share permissions together with NTFS permissions. Thus, the most
restrictive permission wins'®.

Lastly, share permissions are stored in the registry at the following location:
“HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Shares\Security”'% - as shown in
the screenshot below. By the way, if we want we can also limit the number of users that can
access the share simultaneously.
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SysMon (System Monitor)

In general SysMon is a device driver and a Windows service which allows monitoring and
logging System activities to the Windows event log'"” - as shown in the screenshot below'®, Tt is
part of the Sysinternals software package published by Microsoft'®. After installing SysMon
(“sysmon64/sysmon -i [<configfile>]") it remains resident across system reboots.

Moreover, SysMon has different capabilities such as logging process creation with full command
line, record hash of process image files, logging loading of DLLs/Drivers with their signatures
and hashes, logging the opening of disks/volumes in raw mode, logging network connections,
generate events from early in the boot process (to capture activity by kernel mode malware), rule
filtering, logging registry events, logging file deletion events and more'"’

also in the screenshot below.

. Examples are shown

Overall, the configurations of SysMon are stored in XML files, which allow event filtering based
on type and their specific payload'". There are different templates for SysMon in Github which
we can use like: SwiftOnSecurity SysMon config'? and a repository of SysMon configuration
modules by Olaf Hartong'".

Lastly, it is recommended to send the events generated by SysMon to a SIEM (Security

Information and Event Management). By the way, there is also a version of SysMon for the

Linux operating system''.
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ELAM (Early Launch AntiMalware)

ELAM (Early Launch AntiMalware) is a feature that Microsoft provides which allows
anti-malware software to start before other 3rd-party components. We can use it for developing
drivers that are initialized before other boot start drivers for ensuring that subsequent drivers do
not contain malicious code such as malware'".

Overall, ELAM allows the registration of a kernel mode driver which is guaranteed to load early
in the boot flow before other drivers. There is a signature data store for ELAM in the registry
located at “HKLM\ELAM\[VENDOR NAME]]” in which the vendor stores the
allowlist/blocklist AV signatures for the ELAM driver to use. This hive is located at
“%windir%\System32\config\ELAM” and loaded by the OS bootloader and unloaded after the
ELAM has finished its job. Due to that, it does not appear after the boot process''.

Moreover, as mentioned above ELAM allows antivirus software to scan boot drivers for malware
before they are loaded. We can configure what boot start drivers we want to load based on the
scan result of ELAM. The options are: “good only” (load only signed drivers which are not
known as malware), “good and unknown” (loads only signed drivers or those not detected as
malware) and “good, unknown, and bad but critical” (this is the defaults, drivers loaded if
Windows does not start without it) and “all” (loads every driver). This can be set using “Local
Computer Policy”/GPO in the following path “Computer Configuration\Administrative
Templates\System\Early Launch Antimalware™'"”.

Lastly, the above configuration is stored in the registry in the following location
“HKLM\SY STEM\CurrentControlSet\Policies\EarlyLaunch\DriverLoadPolicy”'"®. Also, ELAM
vendors should be members of MVI which is the “Microsoft Virus Initiative” and their pass the
WHQL which is the “Windows Hardware Quality Lab” for their driver'".
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Local System (NT AUTHORITY\SYSTEM)

Local System (NT AUTHORITY\SYSTEM) is a built-in user account (sometimes also called
LocalSystem) which is used as a security context by different processes like Windows services'*
or scheduled tasks''.

Overall, this user account has unlimited rights to a specific server/computer. By the way, when
accessing a resource over the network (like a network share) with a thread/process holding a
“SYSTEM” security context, the computer account is used. The name of the user in that case
would be “{COUNTER_NAME]$”'%,

Moreover, The Local System user is more powerful than the builtin local administrator user. One
example of that 1is that the local Administrator can’t read the content of
“KEY LOCAL MACHINE\SAM\SAM” while the System user can - as shown in the
screenshot below. By the way, that subkey holds the db of the “Security Account Manager”'®.

Lasly, “NT AUTHORITY\SYSTEM” has a specific SID'** which is relevant for all Windows
systems in the world that is “S-1-5-18” - as shown below. Also, an access token'? that belongs to
a process with a security context of SYSTEM (for Windows VISTA+) has a mandatory level'*
of “system” and it contains the “Builtin\Administrators” group- as shown in the screenshot
below. We can also see the list of privileges that are part of the token like: “SeDebugPrivilege”
and “SeBackupPrivilege™'?’.
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Network Service (NT AUTHORITY\NETWORK
SERVICE)

Network Service (NT AUTHORITY\NETWORK SERVICE) is a builtin user account which is
used as a security context by different services on Windows'?®. Examples of such services are:
“RPC Endpoint Mapper”, “Remote Desktop Services”, “Network Location Awareness”, “DNS
Client” and “Workstation”. By the way, the SID'* of the “Network Service” account is
“S-1-5-20".

Overall, “Network Service” has less permissions/privileges than the LocalSystem account'*’, for
example it is not part of the built-in Administrators group. However, the “Network Service”
account can still interact over the network using the identity of the computer account''.

Thus, we can say that the “Network Service” is a predefined local account used by the SCM
(Service Control Manager). Also, this account is not recognized by the security subsystem in
Windows, so we can’t specify it’s name while using “LookupAccountName” function'*

Moreover, when using “net.exe”'** to create a new user named “NetworkService” we get the
following error “The account already exists”. However, when trying to retrieve information
about the “NetworkService” account we can “The user name could not be found.” - as shown in
the screenshot below. Lastly, we can use the “Network Service” account when calling the
“CreateService”"* function for creating a new service or when using “ChangeServiceConfig”'?
function to alter configuration parameters of a service.

BN Administrator: Command Prompt - O X
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Local Service (NT AUTHORITY\LOCAL SERVICE)

Local Service (NT AUTHORITY\LOCAL SERVICE) is a builtin user account which is used as
a security context by different Windows services'**. Examples of such services are: “Windows
Time”, “SSDP Discovery”, “DHCP Client”, “Windows Audio”, “Windows Defender Firewall”,
and “Windows Image Acquisition”. By the way, the SID'" of the “Local Service” account is

“S-1-5-19”.

Overall, “Local Service” is a built-in user account like “Network Service” built-in user account!*®
which is used to run least-privileges services. However, the user is limited to the local computer
(as opposed to the “Network Service” account). Thus, this user should be used anytime the
worker process/thread does not need access outside the specific workstation/server'”, because it
accesses the network as an anonymous user.

Lastly, we can use the “Network Service” account when calling the “CreateService”'* function
for creating a new service or when using “ChangeServiceConfig”'*! function to alter
configuration parameters of a service. As with “LocalSystem” and ‘“NetworkService” the
“LocalService” has its own profile in “HKEY USERS\S-1-5-19'%,
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136 . 1 =

137 https://medium.com/@boutnaru/windows-security-sid-security-identifier-d5a27567d4e5

138 https://medium.com/@boutnaru/the-windows-security-jorueny-network-service-nt-au

141

https://learn.microsoft.com/en-us/windows/win32/api/winsve/nf-winsve-changeserviceconfigw
192 https://www.cnblogs.com/talentzemin/p/16845794.html



https://www.cnblogs.com/talentzemin/p/16845794.html
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-changeserviceconfigw
https://learn.microsoft.com/en-us/windows/win32/api/winsvc/nf-winsvc-createservicew
https://stackoverflow.com/questions/1301080/confused-over-localsystem-and-localservice-accounts
https://medium.com/@boutnaru/the-windows-security-jorueny-network-service-nt-authority-network-service-e8706688e383
https://medium.com/@boutnaru/windows-security-sid-security-identifier-d5a27567d4e5
https://medium.com/@boutnaru/windows-services-part-1-5d6c2d25b31c

Windows Defender Firewall

The “Windows Defender Firewall” (aka “Windows Firewall”) is available as part of the
Windows operating system is used in helping to prevent malicious software/hackers from
gaining access to a workstation/server through the Internet\other networks to which the system is
connected'”. The firewall component was first included with Windows XP SP2\Windows 2003
Server SP1. Also, before Windows XP it was called “Internet Connection Firewall”. We can
manage the firewall using the local/domain group policy - as shown in the screenshot below. We
can also leverage the GUI (firewall.cpl), “netsh.exe” or specific COM objects.

Moreover, each network interface has one of three profiles activated automatically: “Public”,
“Private” and “Domain”. The “Public” profile is the most restrictive one and it assumes the
interface has been connected to a shared network. The “Private “ profile assumes the interface
has been connected to a network isolated from the Internet, by the way only an administrator can
set a network to this profile. The “Domain” is the least restrictive and is set when an interface is
connected to a network with a domain trusted by the local computer'*. By the way, we can also
enable the firewall to log dropped packets and/or successful connections'®,

Lastly, it managed using the “Windows Defender Firewall” Windows service (MpsSvc) which is
executed with the permissions/privileges of the “Local Service” user'*. The service is dependent
both on the “Base Filtering Engine” (%windir%\System32\BFE.DLL) service and the "Windows
Defender Firewall Authorization" driver (%windir%\system32\drivers\mpsdrv.sys).
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TrustedInstaller

Since Windows 2008/Windows 7 most of the operating system files are owned by the “Trusted
Installer” entity and thus in the ACL we can see the SID of that security principal'*’ - as shown
in the screenshot below. The reason of doing that is to prevent a process running under the
“Administrator”/”Local System” account form replacing/altering operating system files'*,

Overall, the “TrustedInstaller” is a hidden built-in user of the operating system. It is used in the
process of installing/removing updates and other Windows components'?’. By the way, the SID
of the “NT Service\TrustedInstaller” user is
“S-1-5-80-956008885-3418522649-1831038044-1853292631-2271478464'%°,

Lastly, in some cases “Trusted Installer” can be abbreviated as “TI”"'. Also, there is a binary
with the same name “%windir%\servicing\TrustedInstaller.exe”, the description of the binary is
“Windows Modules Installer” - more on that in a future writeup.

Advanced Security Settings for Windows O X
Name: C\Windows
Owner: Trustedinstaller] &) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
I 88 Allow  Trustedinstaller Full control None This folder and subfolders I
SR Allow  SYSTEM Modify None This folder only
B2 Allow  SYSTEM Full control None Subfolders and files only
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Windows Sessions

Every process started on a system belongs to a specific user maintained by an access token'>? and
every process also belongs to a specific session. Each Windows session hosts processes,
windows, Window Stations, Desktops and other resources'**. A diagram that demonstrates that is
shown below'**

Also, we can create a process in another session using the Win32 API function
“CreateProcessAsUser”'*>. We use the API call “SetTokenInformation™>® while setting the
“TokenInformationClass™ with “TokenSessionId”"*’. The privilege'*® named SeTcbPrivilege (Act
as part of the operating system) is needed for launching a process in a different session'®

Lastly, its session has its own ID aka “Session ID”. The first user that performs login is
connected to session 1, the next is session 2 and so on'®. By the way, session 0 is saved for
services but I am going to elaborate about it in a different writeup. As part of the creation flow of
a session an instance of “smss.exe™'®! is started.
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153 https: //brlanbondv com/blog/ 100/understand1ng WlndOWS at- a-deeper-level -sessions-window-stations-and-desktops

154 hitps://www §11d§§§ rve. ggm/gllgg/wmdgwg— Z-tralnlng

160

https: //renenyffenegger ch/notes/Windows/development/session/index
161 https://medium.com/@boutnaru/the-windows-process-journey-smss-exe-session-manager-subsystem-bca2cf748d33



https://medium.com/@boutnaru/the-windows-process-journey-smss-exe-session-manager-subsystem-bca2cf748d33
https://renenyffenegger.ch/notes/Windows/development/session/index
https://stackoverflow.com/questions/3128017/launching-a-process-in-user-s-session-from-a-service
https://medium.com/@boutnaru/windows-security-privileges-b8fe18cf3d5a
https://learn.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-token_information_class
https://learn.microsoft.com/en-us/windows/win32/api/securitybaseapi/nf-securitybaseapi-settokeninformation
https://learn.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-createprocessasusera?redirectedfrom=MSDN
https://www.slideserve.com/ellery/windows-7-training
https://brianbondy.com/blog/100/understanding-windows-at-a-deeper-level-sessions-window-stations-and-desktops
https://medium.com/@boutnaru/windows-security-access-token-81cd00000c64

Secure Desktop

The “Secure Desktop” is used for displaying the sign-in Ul and thus restricts the access and
functionality until the sign-in is performed. The main difference between the “Secure Desktop”
and the user’s desktop is that only trusted processes running as SYSTEM are allowed to execute
in the “Secure Desktop”. It is can also be used when prompting for evaluation'®?

Overall, by using the “Secure Desktop” we can protect against input/output spoofing by
presenting a credentials dialog or sending keys to it, which is required by UAC'® to reduce the
risk of malware by limiting the ability of malicious code from running with administrator
permissions'®

Thus, the consent prompt'® and the credentials prompt by default are displayed on the “Secure
Desktop”. The “Secure Desktop” dims the user desktop and shows the elevation prompt which
must be responded before continuing. After the user selects Yes/No the desktops is switched
blacked to the user’s desktop from the “Secure Desktop™'®. Lastly, since Windows 2019 it is not
possible to paste the content of the clipboard'®” on the “Secure Desktop”. The “Secure Desktop”
can be disabled/enabled using domain/local group policy'®®
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PEL (Protected Event Logging)

“Protected Event Logging” is a new security feature added in Windows 10. Its goal is to use
encryption in order to protect sensitive data written to event logs. The data is encrypted using
CMS (IETF Cryptographic Message Syntax) while it is written to the logs - as shown in the
screenshot below'®”. The data can be decrypted when the records are moved to a central server
using “Windows Event Forwarding”'".

Moreover, “Protected Event Logging” is not enabled by default on Windows. As of Windows 10
the only powershell'” uses PEL as part of its advanced logging'".

Lastly, the main goal of PEL is to allow performing script block logging while preserving
security. This is done by encrypting the content of scripts while writing it to the event logs.
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DSE (Driver Signature Enforcement)

“DSE” (Driver Signature Enforcement) is a security feature that was introduced in Windows
Vista 64 bit. It ensures that only signed drivers can be loaded by the operating system kernel'”.
It is important to know that starting with Windows 10/Windows Server 2016 kernel-mode drivers
must be signed by the “Windows Hardware Dev Center Dashboard”. In order to do that we need
an EV certificate - this is called the “Driver Signing Policy”'™.

Moreover, one of the ways of bypassing this feature is by loading a vulnerable signed driver and
overwriting the variable and thus disabling DSE'”®. By the way, from Windows 10 (1507) all
drivers are signed by the “Hardware Dev Center” by leveraging the SHA2 hash function'™.

Lastly, in order to disable DSE we have a couple of choices. We can use the “bcdedit /set
TESTSIGNING OFF” (using Windows test mode). Also, we can use the “Local Group
Policy”/’Group Policy” for that, this can be done “User Configuration > Administrative
Templates > System > Driver Installation” - as shown in the screenshot below. Finally, we can
also reboot the system and go to the troubleshooting menu (pressing F7) and selecting “Disable
driver signature enforcement”'”’.
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EMET (Enhanced Mitigation Experience Toolkit)

EMET (Enhanced Mitigation Experience Toolkit) is a utility created by Microsoft for helping in
preventing vulnerabilities in software from being successfully exploited. This is done by
leveraging mitigation techniques'”. EMET was released in 2009 as a standalone tool from
Windows 10 Microsoft has implemented many features and mitigations that can make EMET
unnecessary'”’

Overall, by using EMET an administrator can enable different security mitigations such as:
DEP'®® (Data Execution Prevention), ASLR'®! (Address Space Layout Randomization),
Certificate Trust (Pinning), SEHOP (Structured Exception Handler Overwrite Protection) - as
shown in the screenshot below. We can configure each mitigation as relevant for a specific
application or system wide. The second which is called “Always On” is more secure'®*

Lastly, the biggest benefit of EMET is the ability to enable different security mitigations without
the need of recompiling the binary. It is important to know that EMET is implemented using the
Windows shim infrastructure called the “Application Compatibility Framework™'®.
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Windows Defender Antivirus

“Windows Defender Antivirus” is available for Windows 10/11/Server. It uses advanced
techniques for protecting from known/unknown malware. It does that by monitoring suspicious
activities and blocking threats based on behavior. This is achieved through machine
learning/anomaly detection (until 2015 it used only statically signatures), cloud-based
intelligence, and real-time updates. “Windows Defender Antivirus” works both online and
offline'® - as shown in the screenshot below. By the way, it is also called MDA (Microsoft
Defender AntiVirus).

Overall, we can think about “Windows Defender Antivirus” as a next-generation protection
solution that comes with Windows, Microsoft Defender Antivirus is real-time, always-on
antivirus protection'®. By the way, there is also a version of “Microsoft Defender: Antivirus” for
Android"*®, however it is out of the scope of the current writeup.

Lastly, since 2021 “Windows Defender Antivirus” is part of a larger Microsoft Defender brand.
Among that brand are included: “Microsoft Defender Vulnerability Management”, “Microsoft
Defender for Cloud Apps®, “Microsoft Defender for Identity”, “Microsoft Defender Endpoint”
and more'®’
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O Custom scan
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O Microsoft Defender Offline scan

= Some malicious software can be particularly difficult to remove from
® your device. Microsoft Defender Offline can help find and remove

them using up-to-date threat definitions. This will restart your device
& and will take about 15 minutes.

Scan now

Have a question?
&3 Get help
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Windows Defender SmartScreen

Windows SmartScreen is a cloud-based anti malware/phishing solution included in different
Microsoft products (Windows/Internet Explorer/Microsoft Edge). The SmartScreen intelligence
is also in use as part of Microsoft's online services backend (like Outlook.com/Bing search
engine).

Since Windows 10 the setting of SmartScreen is part of “Windows Defender Security Center”'®

- as shown in the screenshot below

Thus, Windows Defender SmartScreen is a filtering mechanism which verifies files/websites in
order to prevent malicious activities on the system. The different features which are provided by
SmartScreen are: protection from unauthorized applications (checks the publisher’s signature),
keeping the user safe from phishing/malware attacks (based on a DB of malicious websites),
automatic blocking of malicious URLs, reputation checks and safe downloading'®’.

Moreover, SmartScreen has different benefits such as the operating system integration, improved
heuristics and diagnostic data and management using Microsoft Intune and group policy. It is
important to understand it does not protect against malicious files on internal locations or
network shares such as shared folders with UNC paths or SMB/CIFS'.

Lastly, in case we think there is a false positive/negative we can submit the specific file to
Microsoft for further analysis'".

Windows Security
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MSDE (Microsoft Defender for Endpoint)

MSDE (Microsoft Defender for Endpoint) is an enterprise endpoint security solution\platform. It
is used for helping enterprises prevent\detect\investigate\respond to advanced threats. “Defender
for Endpoint” leverages technologies which are built into Windows 10+ and/or Microsoft’s cloud
services. Among those technologies are: threat intelligence, cloud security analytics and endpoint
behavioral sensors. Those provide users: attack surface reduction, next generation protection and
more'*,

Overall, “Defender for Endpoint” has the following key capabilities: auto-deployed deception
(automatically generate and disperse deception techniques at scale to expose cyberattackers),
copilot for security (security-specific generative Al to rapidly investigate and respond, prioritize
alerts, and learn new skills - as shown in the screenshot below), network detection and response,
simplified endpoint management and more'®”.

Lastly, “Microsoft Defender for Endpoint” supports not only Windows as it also supports
Linux'*, Android'’, macOS"® and i0S'".
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SRP (Software Restriction Policies)

SRP (“Software Restrictions Policies™) is a security feature available in Windows that we can
configure using “Group Policy”/’Local Security Policy”. The main goal of SRP is to allow
administrators to control which applications/programs are allowed to run on a Windows based
device. We can set different restriction policies using SRP like: which programs (executables)
can run, who can add trusted publishers, configure if the policies affect all users or just specific
ones, preventing specific executable files from being executed based on OU, domain and
more'%.

Moreover, SRP has been supported since Windows XP\Windows Server 2003. We can think
about SRP as “Trust Policies” that can restrict the execution of scripts and other code (think
about macros, ActiveX controls and more) from running. Starting from Windows 7/Windows
2008 R2 we should use “AppLocker” instead of SRP. From Windows 10 we can also use
WDAC'™,

Lastly, each SRP (Software Restriction Policy) rule can have one of three security levels®™:

“Disallowed” (software will not run), “Basic User” (programs can execute as a user without
Administrator access rights) and “Unrestricted” (the access rights are determined by the access
rights of the user). Overall, we have four types of SRP rules that we can define: “Certificate
Rule”, “Hash Rule”, “Network Zone Rule” and “Path Rule” - as shown in the screenshot below.
For each of them one security level is defined as an action.
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AppLocker (Application Locking)

“AppLocker” is a security feature introduced in Windows 7. The goal of “AppLocker” is to
allow a system administrator to configure (control) which applications are allowed to be
executed on a Windows system. Thus, preventing users from executing unwanted/unapproved
applications. AppLocker’s settings can apply for all users of the computer or just specific
users/groups®'. The configuration can be done using “GPO”\”Local Group Policy”->"Computer
Configuration”->"Security Settings”->"Application Control Policies”->"AppLocker” - as shown
in the screenshot below.

Moreover, AppLocker’s rules can be configured based on: the path from which the app/script is
launched, attributes of the code signing certificate used for signing the binary, metadata of the
file like the original file name, the hash of the file and more. The rules can target different file
formats such as: scripts (“*.ps1”, “*.bat”, *”.cmd”, “*.vbs” and “*.js”"), executables (“*.exe” and
“* com”), libraries (‘“*.dll” and “*.ocx’’), Windows installer files (“*.msi”, “*.msp” and “*.mst”)
and packaged apps\packaged app installers (“*.appx”)**.

Lastly, it is important to understand that the AppLocker rules can apply for any PE file’”

regardless of the extension. Also, in case a DLL rule is configured we need to create an allow
rule that covers every DLL used by all allowed apps. In case of a violation relevant entries are
logged to the Windows eventlog®™ - as shown in the screenshot below.
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AppIDSvc (Application Identity Service)

AppIDSvc (Application Identity Service) is a Windows service hosted by “svchost.exe™®. The
description of the service states it is used for determining and verifying the identity of an
application. Thus, if we disable this service it will prevent AppLocker*® from being enforced.
Moreover, the service is launched using the access permissions of the “Local Service” user™”’.
Also, the process of the service is defined with the protection level of
“PsProtectedSignerWindows-Light”, this is also known as “Protected Process Light” (PPL). It is
important to understand that the actual protection level is a combination of “Type” and
“Signer™2%,

Lastly, the “Application Identity Service” is dependent on: RPC (“Remote Procedure Call),
“Cryptographic Services” (think about verifying digital signatures of executables) and the
“AppID Driver” (%windir%\system32\drivers\appid.sys), which itself is dependent on “FltMgr”
(Yowindir%\system32\drivers\fltmgr.sys) - as shown in the screenshot below. The user-mode part
of the service is implemented as part of “%windir%\System32\appidsvc.dll”, which is digitally
signed by Microsoft.
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Differences between AppLocker and SRP

In general, both SRP*” and Applocker®'? are built in security features of the Windows operating
system used for application control/whitelisting in order to increase the security posture of a
Windows based device. There are some differences between the two, part of those differences are
documented in this writeup - an example of a table comparing the both is shown below?'".

Overall, SRP is relevant since Windows XP/Windows Server 2003 while AppLocker is relevant
since Windows 7/Window Server 2008 R2. It is important to know that AppLocker has an audit
more (which allows testing the configuration in production) and rule exceptions while SRP does
not. Both SRP and AppLocker “Windows Installer” files, however only AppLocker package
apps and installers. SRP has the ability to set different security levels for approved applications
(like as limited/basic user) this is not supported by AppLocker*'%.

Lastly, SRP’s enforcement is done in user-mode while AppLocker’s enforcement occurs in
kernel-mode. Moreover, AppLocker supports exporting importing policies, rule collections,
PowerShell support and the ability to define custom error messages. The SRP policies are
relevant for all users (per GPO) while in AppLocker we can specify specific users/groups per
rule?®.

Feature SRP (Windows XP & W2K3) AppLocker

Rule scope Specific user or group (per GPQ) Specific user or group (per rule)
Rule conditions provided File hash, path, certificate, registry path. and Internet zone rules File hash, path, and publisher rules
Rule types provided Allow and deny Allow and deny

Default rule action Allow and deny Deny

Audit-only mode No Yes

Wizard to create multiple rules at one time No Yes

Paolicy import or export No Yes

Rule collection No Yes

PowerShell support No Yes

Custom error messages No Yes
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Microsoft ISG (Microsoft Intelligent Security Graph)

Microsoft ISG (Microsoft Intelligent Security Graph) is a collection of data (like security
intelligence), people, and machine learning used to efficiently and effectively protect and
strengthen Microsoft products and services*'*.

Overall, as developers we can consume data from ISG using a REST API (Microsoft Security
Graph API). Using the APl we can retrieve different events in various categories such as:
“Anonymous [P Risks”, “Leaked Credentials Risks”, “Suspicious IP Risks”, “Malware Risks”,
“Impossible Travel Risks” and “Unfamiliar Location Risks™?".

Thus, we can use the “Microsoft Graph Security API” in order to build security applications that
can: provide visibility and enable proactive risk management, respond to new security threats,
automate security actions, provide contextual data, enrichment information and more?'®.

Lastly, ISG pulls data from Microsoft endpoints (like Windows/Office 365), services and from
companies part of the Microsoft Intelligent Security Association. Examples are the founding
members like “Anomoli”, “PwC” and “Palo Alto Networks” which add signals to the graph®".
For better understanding the data included in the graph you can check out the diagram below,
which is relevant for 2019?'%.
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6.5T

threat signals
analyzed daily

5B

threats
detected on
devices every
month

o
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470B
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global cloud consumer
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Microsoft Digital
Crimes Unit

Microsoft
accounts
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WDAC (Windows Defender Application Control)

WDAC (Windows Defender Application Control) is a security feature which was introduced as
part of Windows 10. We can use WDAC for controlling which applications/drivers are allowed
(or blocked) to be executed/loaded on a Windows base device - as shown in the screenshot
below?"”. We can think about it as a replacement/enhancement of “Software Restriction
Policy”** and/or AppLocker**'.

Overall, the configuration of WDAC is relevant and affects all users connected to the system.
Also, when it was released it was part of “Device Guard” under the name of “Configurable Code
Integrity”. WDAC supports defining rules based on different attributes such as: the reputation of
the application (based on Microsoft’s Intelligent security graph), the process which launched the
binary/application, the path from which the application was launched, signed metadata of the
binary (like the original file name), the identity of the process which started the installation flow
of the application, attributes of the code-signing certificates used to signed the application®*

Lastly, WDAC can be configured using different mechanisms/tools like: “Group Policy”,
“Script”, “Microsoft Configuration Manager” or “Microsoft Intune”*?. IT professionals can
create powerful WDAC policies for deployment using “The WDAC Policy Wizard” tool created
by Microsoft**.

Your organization used Windows Defender
Application Control to block this app

C\Users\admin\Downloads\putty.exe

Contact your support person for more info.

Copy to clipboard
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Differences between WDAC and ApplLocker

In general, both AppLocker* and WDAC?*® are built in security features of the Windows
operating system used for application control/whitelisting in order to increase the security
posture of a Windows based device. There are some differences between the two, part of those
differences are documented in this writeup.

Overall, AppLocker is supported since Windows 8 while WDAC is available for Windows
10/Windows Server 2016. There are a couple of features which are only supported by WDAC
and not AppLocker such as: kernel mode policies, per app rules, reputation based intelligence,
COM object whitelisting, application ID tagging, packaged app rules**’ - more on those in future
writeups. In the case of WDAC it is recommended to start with a template policy and
remove/add rules on top of it. WDAC wizard provides three basic policy templates - as shown in
the screenshot below?*®

Lastly, WDAC is suitable for a highly secured environment. As opposed to AppLocker in
WDAC, administrators can be excluded by rules for executing specific applications. Think about
a case in which we have not allows the execution of an installer, even an admin can’t uninstall
the application’”. Thus, if we want to enforce different policies for users/groups on a shared
device or we don’t want to set application control rules on DLLs/drivers we should used
AppLocker and not WDAC>*.

& Windows Defender App Contrel Palicy Wizard - o x

Select a Base Template for the policy

Leam more about template poicies (1
# Home

Policy Creator Default Windows Mode Allow Microsoft Mode Signed and Reputable Mode

— "a Tm e

| policy Tempiate
Default Windows Mode authorizes: Allow Micrasaft Mode authorizes: Signed and Reputahle Made authorizes:

Policy Rules
- Windows 0S components - Windows OS components - Windows OS components

. Microsoft Store applications - Microsoft Store applications - Micrasoft Stare applications
Signing Rules - Office 365, OneDrive, Teams. - Office 365, OneDrive, Teams - Dffice 365, OneDrive, Teams

- WHQL signed lkemel drivers - WHQL slgned kernel drivers - WHOL signed kemel drivers.
Creating Policy - Al Microsoft signed applications. All Microsoft signed applications

Files with good reputation using ISG (%

® O O

You can modify the policy name and location, or keep the defautt.

Policy Name: WindowsWarks_101420

Policy File Location:  |C:\temp\WDAC_Weard\WDAC_Polcies\Windaws_Works_101]

) Settings
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AMSI (Anti-Malware Scan Interface)

“AMSI” (Anti-Malware Scan Interface) is used by “Microsoft Defender for Endpoint” in order
to enhance protection against fileless malware, dynamic script-based attacks, and other
nontraditional cyber threats. AMSI supports different scripting languages such as: VBScript,
JScript, PowerShell, WMI (Windows Management Instrumentation), .NET 4.8 assemblies
scanning and more®'.

Moreover, AMSI is used by major antivirus engines (like BitDefender, ESET and Kaspersky)
for evaluating the content for malware and detecting possible threats. Also, 3-rd party AVs can
replace the default AMSI engine, thus every AMSI call ends up invoking the third-party engine.
However, in case there is not a 3-party aware AMSI engine the security evaluation requested
over AMSI is provided by Defender**.

Lastly, when a script is executed (like using PowerShell) the “%windir%\System32\amsi.dll” (or
“%windir%\SysWOW64\amsi.dll” in case of a 32-bit process) is loaded into the memory address
space of the process (powershell.exe in our example). Before the script is executed the two APIs
are called by the relevant AV engine to scan the buffer and string (AmsiScanBuffer() and
AmsiScanString()). In case a known signature is triggered the execution doesn’t initiate and a
message appears that the script has been blocked by the antivirus software - as shown in the
diagram below™>.

AMSLdIl

A DLL

> AMSL.dll injected into PowerShell Process
-

1

PowerShell Process

2

AmsiScanString() | AmsiScanBuffer()

@Command is entered AMSI| Scan 4 m
L 3 signature Check Ll
U;er‘ R 5 Windows Defender
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SGRM (System Guard Runtime Monitor)

SGRM (System Guard Runtime Monitor) is part of Windows Defender, which is used to ensure
the operating system integrity. It was introduced as part of Windows 10 1709 update. By the way,
SGRM has a Microsoft internal project name which is “Octagon”**,

Overall, the main goal of SGRM is ensuring the security of the operating system. The runtime
attestation of SGRM can assist with use cases such as: detecting artifacts of
exploits/rootkits/kernel tampering, providing conditional access based on device posture, helping
with game anti-cheating capabilities and more - a block diagram of SGRM is shown below**

Lastly, as part of Windows 10 Fall Creators Update all system integrity features were merged
into “Windows Defender System Guard”. It provides an API that can be used for attesting the
device in a point of time (based on different measurements). For the attestation to be trustable it
must be: isolated from an attacker, signed and the isolation should be attestable. In order to
provide that VBS and enclaves are leveraged™®.

Windows Defender
ATP cloud

Windows Defender H’ stern Guar

runtime monitor broker

G Windows Defender System Guard
_', runtime monitor C
1

(Assertion engine)

Windows Defender Systerm Guard
runtime monitor agent

VTL1
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Windows Workgroup

Overall, a workgroup is a peer-to-peer network based on nodes running the Microsoft Windows
operating system. We can think about it as a group of computers/servers on the LAN (Local Area
Network), which don’t have to go through a specific server in order to share resources®’
Examples of such resources are: printers, files and internet connections.

Moreover, in the case of a workgroup there is no central management of users and groups. Both
of them are stored locally on every system as part of the local SAM?*®. Thus, an administrator
must create an account on each system if we want users to access them*”

Lastly, each workgroup is identified by a name that we can change if we want - as shown in the
screenshot below. Also, it is dependent on the SMB (Server Message Block) protocol over
NetBIOS (Network Basic Input Output System) - more on them in future writeups.

Computer Name Hardware Advanced System Protection Remote

Computer Name/Domain Changes X
Windows uses the following information to identify your computer
= on the network. You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer". Computer name:

Full computer name: DESKTDI_ DESKTOR
Workgroup: WORKGROUP

Full computer name:

, peskToH N
To use a wizard to join a domain or workgroup, click Network ID
Network ID.
More...
To rename this computer or change its domain or Member of
workgroup, click Change. () Domain:
(®) Workgroup:
‘WORKGROUP
OK Cancel
OK Cancel Apply
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GPO (Group Policy Object)

GPO (Group Policy Object) is a collection of policy settings (aka “Group Policy Settings”),
which are represented in the file system and in the Active Directory. Each GPO has a unique
name and a GUID**. GPO can be used for customizing settings in different areas such as:
registry based policy, security options and folder redirection®*!. Policies can be assigned to a
computer (like startup/shutdown scripts) or to a user (logon/logoft scripts).

Moreover, in order to configure a GPO we can use the “Group Policy Editor” which is a tool that
hosts MMC extension snap-ins that manage policy settings**>. We can link (associate) a GPO
with one or more containers (site/domain/organizational unit). Thus, multiple containers can be
linked to the same GPO, and a single container can have more than one GPO linked to it**.

Lastly, a GPO is stored both in a “Group Policy Container” (GPC) and a “Group Policy
Template” (GPT). GPC is an Active Directory container (located at [Domain]\System\Policies)
that contains GPO properties (like version information and GPO status). GPT is a file system
folder that includes policy data specified by .adm files, security settings, script files, and
information about applications that are available for installation. The GPT is located in the
system volume folder (sysvol) in the domain \Policies subfolder. By the way, sysvol is a network

share exposed by domain controllers*** - as shown in the screenshot below** - the pattern of the
location is \\[Domain]\Sysvol\[Domain]\Policies.
| = | Policies
Share
> Network »> gigacorp > sysvol * gigacorplocal *» Policie)
- Date modified Type Size

FF Quick access

6ACT786C-016F-11D2-945F-00C04B984...  2/18/2019 11:29 A..  File folder
31B2F340-016D-11D2-945F-00C04FBS8..  2/18/2019 11:29 A..  File folder
B2FDD239-3DEF-4AF9-AS3E-6FAET60B..  2/28/2019 11:20 A File folder
C5985D6F-E519-4FA3-9260-FBE289BE7...  2/28/2019 1208 PM  File folder

m Desktop {
5 Downloads {
|| Documents i
= Pictures

DynamicGroups

Logs

Scripts

System32
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Windows Hello

In general, “Windows Hello” is a more secure and personal way to access Windows devices. It
provides the ability to use PIN code, face recognition or fingerprint authentication. When setting
up a fingerprint/facial recognition we will need to set up a PIN also. After that we can sign in
with just the PIN code. This is safer because the PIN code is only associated with one device and
is not back up for recovery using a Microsoft account**.

Overall, by using Windows it eliminates the need for passwords. Thus, it is a new way to sign
into devices, apps, online services and networks. Even if our Windows 10/11 device supports
Windows Hello we are not required to use it. For facial recognition it requires a specialized
illuminated infrared camera or a fingerprint reader which supports the Window-Biometric
Framework*".

Lastly, “Windows Hello” provides the ability to go passwordless on Windows based devices. We
just need to configure “Require Windows Hello sign-in for Microsoft Accounts”. To do so go to
“WinKey->Settings->Accounts->Sign-in Options™ - as shown in the screenshot below?*,

Require Windows Hello sign-in for Microsoft
accounts

For impeowed security, only allow Windows Hello sign-in for Microsodt
accounts on this device [Recommended)

@ o

f0#WindowsVersion=Windows 11
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DEP (Data Execution Prevention)

DEP (Data Execution Prevention) is a security feature built into the Windows operating system
(since Windows XP/2003). It allows marking memory pages as non-executable, this means the
code cannot be run from those regions of memory (for example the stack and the heap). Thus,
making it harder to exploit security bugs such as buffer overflow (of course this is not the only
feature for that). DEP is basically the implementation of the OS side required for completing the
support for “NX bit” in the CPU**. For configuring DEP on Windows we can go to “Settings”->
“Advanced System Settings” -> “Performance” (Settings)->"Data Execution Prevention” - as
shown in the screenshot below.

Overall, if an application tries to jump/call an address which resides in a protected page an
exception of “STATUS ACCESS VIOLATION” is raised. To avoid that we need to allocate
memory using one of the following (using the VirtualAlloc/VirtualAllocEx API function) flags:
“PAGE_EXECUTE”, “PAGE_EXECUTE READ”, “PAGE EXECUTE READWRITE” or
“PAGE_EXECUTE_WRITECOPY”>",

Moreover, a process can get its current DEP policy using the “GetSystemDEPPolicy” function
call the return value can be: “0” (always off), “1” (always on), “2” (opt in) or “3” (opt out)®'. In
order to enable/disable DEP for a specific process we can call the “SetProcessDEPPolicy” API
function”?. Lastly, we can also change the protection of a the current process using
“VirtualProtect™*® or even any other process (based on permissions) using “VirtualProtectEx”***.
By the way there is also a software implementation of DEP which we have not focused on*.
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SafeSEH (Safe Structured Exception Handling)

The goal of the SafeSEH (Safe Structured Exception Handling) mechanism is to protect
stack-based SEH?* chains from overwriting. It is important to know that in case of
x86/Itanium/ARM architectures the exception handlers are already stored in a table as one of the
PE sections (i.e. PDATA). Thus, it can’t be overwritten directly as part of a stack overflow®’.

Overall, for x86 code projects in case we use “Visual Studio” we can provide the “/SAFESEH”
flag. This causes a creation of a PE image with a table of safe exception handlers®®. We can
configure it as part of the “Microsoft Macro Assembler” settings as shown in the screenshot

below?”°.

Lastly, this means that if the flow of an application is changed within the exception handler chain
and the address of the execution handler is not within such a table the application is terminated.
By doing so, SafeSEH prevents the code execution through an exploited exception handler chain.
As with other security mechanisms also SafeSEH can be paypassed using techniques like:
finding a module which is not protected by SafeSEH and/or using addresses outside the range of
the loaded module/the application image which are consider safe by SafeSEH**.
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SEHOP (Structured Exception Handling Overwrite
Protection)

The goal of the SEHOP (Structured Exception Handling Overwrite Protection) mechanism is to
protect stack-based exception chains from overwriting. It is important to know that in case of
x64/Itanium architectures the exception handlers are stored in a different PE section®' (by
default it is called “PDATA”).

Overall, SEHOP verifies the integrity of SEH*? chains before executing exception handling
code. This mechanism works at runtime regardless if we use SafeSEH** or not. SafeSEH is a
build time solution (the support is added by the linker).

Moreover, SEHOP is based on the assumption that an SEH overwrite has side effects. When
used (in most of stack-based buffer overflows) the next pointer of the exception registration is
overwritten. Since the next pointer is corrupted the it invalidates the integrity exception chain*
as shown in the diagram below*®

Lastly, SEOP adds a dummy record at the top of the SEH list. In case an exception exception is
triggered the dispatcher walks up the list and verifies that the dummy record is valid (was not
changed), if not the process is terminated*®.
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NTFS (New Technology File System) Permissions

NTFS (New Technology File System) is the default file system used on Windows based
devices®”. NTFS supports different features like: compression, quotas, ads, journaling and more.
Here we are going to focus on the ability of setting permissions to files/folders.

Overall, we can group NTFS permissions to the following categories: “Full Control”, “Modify”,
“Read & Execute”, “List folder contents”, “Read” and “Write” - as shown in the screenshot
below. All of those are composed of a specific set of advanced (special) permissions®®®.

Lastly, for each file/folder we have a security descriptor’® which holds the access control list

relevant for permissions aka DACL?® - as seen in the screenshot below. We can also see that
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Local User Account

In general, a “Local User Account” is a Windows account which was created on the local device.
This type of account can only logon to a specific device (the local machine) and due to that is
used for managing/securing resources on a specific device or as service users?”.

Moreover, the information regarding local user accounts on Windows is stored as part of the
SAM?™ (Security Account Manager) which itself is part of the registry. Also, Windows has
default local accounts that are created when the operating system is installed. Examples of such
users are: Administrator, Guest, DefaultAccount, Local System, Network Service, Local
Service®”.

Lastly, we can also list the local users accounts of a specific computer using the “user” argument

of the “net.exe” command line utility - as shown in the screenshot below*".

note that there are also local groups that can be created.

It is important to
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WDigest (Windows Digest)

WnDigest is an authentication protocol which was introduced as part of Windows XP. It is
designed for HTTP (Hypertext Transfer Protocol) authentication or SASL (Simple
Authentication Security Layer) based on RFC 2617 and 2831?”7. WDigest is enabled by default
from Windows XP to Windows 8 in case of clients and from Windows 2003 to Windows 2012 in
case of servers”®.

Moreover, WDigest is implemented as part of “%windir%\System32\wdigest.dll” (which is
digitally signed by Microsoft). By the way, in the case of a 64-bit version of Windows there is
also a 32-bit implementation located at “%windir%\SysWOW64\wdigest.dll” - the digest
authentication architecture is shown below?”. In order to enable WDigest we need to set the
“UseLogonCredential” value located at the registry location
“HKLM\SY STEM\CurrentControlSet\Control\SecurityProviders\WDigest” to “1”%,

Lastly, using WDigest causes “Isass.exe™®! to store the passwords of those which logged on in
cleartext (which can be extracted when reading/dumping memory like with Mimikatz). Thus,
using the credentials stored in cleartext is used by the OS to authenticate without requesting
users to enter their passwords again?,
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Protected Processes

“Protected Processes” is a security feature introduced as part of Windows Vista in order to
enhance support for DRM (Digital Right Management) functionality on Windows. Those
processes are running in parallel to normal processes®®.

Overall, the difference between a normal process and a protected process is the level of access
that other processes in the system can obtain to protected processes. Thus, example of limitations
of operations performed by a normal process on protected process are: inability to debug an
active protected process, can’t duplicate an handle from a protected process, accessing the virtual
memory of a protected process and injecting a thread into a protected process***

Thus, in case of protected processes we can’t debug them in user mode even if we are running as
an administrator, “Local System™* or “TrustedInstaller®*® - as shown in the screenshot
below?’. However, we can use a kernel debugger/driver in order to disable the protection on a
specific process or alter the protection level of our user-mode debugger®®®.

Lastly, from Vista only a bit field (ProtectedProcess) as part “struct  EPROCESS™** was used to
mark a process as protected Since Windows 8.1, due to signer types and PPL (Protected
Processes Light) we have a “Protection” field from type “struct PS PROTECTION"*%.
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PPL (Protected Processes Light)

PPL (Protected Processes Light) was introduced as a security feature in Windows 8.1. We can
think about them as an extension to the concept of protected processes®®'. PPL allows binaries
signed by specific keys to execute in such a way that they are immune from
tampering\termination even from users with administrative permissions. Also, PPL supports
levels of a hierarchy which means higher-privilege applications can’t be tampered by
lower-privilege applications, but not vice-versa*?.

Overall, the extension of protected processes to PPL was in order to protect system processes
which are not related to DRM (Digital Rights Management). This is done by leveraging digital
signatures and code signing, which resembles the entitlement model of i0S*”.

Lastly, the signing levels were also added to protected processes. Thus, a protected process from
one level can open all protected processes and PPLs at the same signing level or below.
However, a PPL at any signing level can’t open a protected process with full access** - as shown
in the diagram below.
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LSA Protection (Local Security Authority Protection)

“LSA Protection” (Local Security Authority Protection) is a security feature of the Windows
operating system which is used to disallow memory reads/code injection targeting the
“Isass.exe”™” system process. This feature is supported since Windows 8.1 however just since
Windows 11 (22H2) it is enabled by default. The last is in case of a newly installed device or if
the device is enterprise-joined to a AD and/or Azure domain®°

Overall, this feature is needed due the fact the memory address spaces of “lsass.exe” contains
very sensitive data such as: NT hashes (which can be used for pass the hash attacks), kerberos
tickets (which can be used for pass the ticket attacks), credentials in clear text**” and more. This
security feature can be bypassed in case of kernel level access (arbitrary write/drive). This is also
supported by “Mimikatz” which is based on the “mimidrv.sys” driver*®,

Lastly, in order to enable LSA protection we need to set “1”/”2” to the value “RunAsPPL” in the
following registry location “HKLM\SYSTEM\CurrentControlSet\Control\Lsa™**’. In this case
the LSA protection is based on the PPL protected processes (PsProtectedSignerLsa-Light)
mechanism*® - as shown in the screenshot below*"'. In case of Windows 11 “Isass.exe” could be
protected by “PsProtectedSignerNone” which is based on the protected processes mechanism?®®
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RestrictedAdminMode for RDP (Remote Desktop
Protocol Restricted Admin Mode)

Restricted AdminMode for RDP (Remote Desktop Protocol Restricted Mode) is a security feature
that was introduced as part of Windows 8.1/Windows Server 2012 R2 (and later ported to
Windows 7). The goal of the feature is to prevent credentials harvesting by avoiding the
transmission of reusable credentials for the connecting admin user’”. By default, when
connecting to a remote device using RDP our credentials are also stored there. Due to that, it
limits the access of the user to other servers on the network®*.

7305 we are

Thus, when passing the “/RestrictedAdmin” command line argument to “mstsc.exe
authenticating to a but our credentials are not stored on the remote device. In that case any access
over the network would be done using the computer account of the RDP server - as shown in the

diagram below*®

Lastly, we can enable the support of RestrictedAdminMode by setting the value of
“DisableRestricted Admin” to “0” in the following registry location:
“HKEY LOCAL MACHINE\System\CurrentControlSet\Control\Lsa"’. We can also enable
that using local policy/GPO by setting the “ Restrict delegation of credentials to remote servers”
which can be found in “Computer Configuration > Policies > Administrative Templates >

System > Delegation of Credentials™",
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