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Introduction

When starting to learn Windows I believe that they are basic concepts that everyone needs to
know about. Because of that I have decided to write a series of short writeups aimed at providing
a basic explanation for fundamental concepts which are part of the Windows operating system.

Overall, I wanted to create something that will improve the overall knowledge of Windows in
writeups that can be read in 1-3 mins. I hope you are going to enjoy the ride.

Lastly, you can follow me on twitter - @boutnaru (https://twitter.com/boutnaru). Also, you can
read my other writeups on medium - https://medium.com/@boutnaru. Lastly, You can find my

free eBooks at https://TheLearningJourneyEbooks.com.


https://twitter.com/boutnaru
https://medium.com/@boutnaru
https://thelearningjourneyebooks.com

Windows NT Architecture

As with other operating systems also the “Windows NT Architecture” is based on layer design.
The layer design has two main components: “User Mode” and “Kernel Mode”. The operating
system is reentrant multitasking and preemptive, which supports both uniprocessors and SMP
(Symmetric Multiprocessors). Moreover, since Windows XP there is both a 32-bit version and

64-bit version of the OS'.

Overall, the “User Mode” of a Windows NT system is composed of executables (which are then
executed as system processes) and DLLs (Dynamic Link Libraries) - as shown in the diagram
below. Also, Windows NT has three subsystems included: Win32 subsystem, POSIX subsystem
(which was replaced by WSL) and the OS/2 subsystem (which is deprecated since Windows

XP)

Lastly, the “Kernel Mode” is also made up of different components (as shown in the diagram
below): “Executive” (Object Manager/I0 Manager/SRM/Memory Manager/etc), “Kernel”,

“Drivers” and the “HAL” (Hardware Abstraction Layer) °.

Server
service

eeeeeee

H POSIX

Security Win32
ironme

Environmental subsystems

2

User Mode

T

Executive Services

Vo Security
rence

IPC

Object Manager

Executive

| Kernel Mode Drivers

|

Micro Kernel

Hardware abstraction Layer (HAL)

Kernel Mode

Hardware

! https://en.wikipedia.org/wiki/Architecture_of Windows NT
2 https://blog.certcube.com/the-nt-architecture-of-windowss
3 https://www.cs.fsu.edu/~zwang/files/cop4610/Fall2016/windows.pdf



https://www.cs.fsu.edu/~zwang/files/cop4610/Fall2016/windows.pdf
https://blog.certcube.com/the-nt-architecture-of-windowss/
https://en.wikipedia.org/wiki/Architecture_of_Windows_NT

Windows NT Architecture with the Hypervisor Layer

Since Windows 10 there is an addition to the general “Windows NT Architecture™. The new
architecture includes an additional hypervisor layer (which does not to be enabled) - as shown in
the screenshot below”.

Overall, this new layer is below the HAL (Hardware Abstraction Layer). This layer is completely
separated from the whole virtual machine. Thus, Windows uses the Hyper-V hypervisor as an
additional privilege level to hide away security functionality®.

Lastly, the hypervisor as part of the Windows architecture is a fundamental component of the
“VBS” (Virtual Based Security) feature. VBS provides basic functionality needed by different
security capabilities in Windows such as: HVCI (Hypervisor Enforced Code Integrity) and
“Credentials Guard™’.
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4 https://medium.com/@boutnaru/the-windows-concept-journey-windows-nt-architecture-e2665908578¢

3 https://www.matteomalvica.com/minutes/windows_kernel/

¢ https://stl-tec.de/tutorials/ WinReverseEng/windowsArchitecture/3

7 https://learn.microsoft.com/en-us/windows/security/hardware-security/enable-virtualization-based-protection-of-code-integrity?tabs=securit
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Executive (The Windows Executive)

As detailed in the “Windows NT Architecture™ the kernel mode of the Windows operating
system is divided into different parts, one of them is the “Executive”. The “Executive” is
implemented as part of the “ntoskrnl.exe™, which is located at “%windir%\system32”.

Overall, among the different tasks provided by the “Executive” we can find I/O management,
object management, security management and processes management. Those different tasks are
scattered across several subsystems like: “Object Manager”, “Memory Manager”, “Cache
Manager”, “Configuration Manager”, “I/O Manager”, “PnP Manager”, “Power Manager”,
“SRM” (Security Reference Monitor), “Process Manager” and more'’.

Lastly, callable routines exposed by the “Executive” are also called “services” (aka “system
services”). Thus, we can say the “Executive” is a family of software components that provide
basic operating system services to the protected subsystems and to each other. The components
are independent and communicate through controlled interfaces - as shown in the diagram
below'' .By the way, we can check out the reference implementation of the “Executive” services
as part of reactOS'?.

A Fy F 3
h 4 v v

System services

12

https://github.com/reactos/reactos/tree/master/ntoskrnl
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I/O Manager (Input/Output Manager)

The “I/O Manager” is used for managing hardware devices and providing interfaces for
applications to access/use those hardware devices. Thus, the “I/O Manager” acts as a connector
between user-mode applications and the relevant hardware devices. Also, the “I/O Manager”
works in conjunction with the “PnP Manager” and the “Power Manager”".

Overall, the “I/O Manager” is a Windows subsystem that performs the following tasks: enforcing
security/access control as part of I/O operations, managing sync/async /O tasks,
creating/managing IRPs (I/O request packets) and routing IRPs to the relevant device drivers'* -
a general flow is shown in the diagram below". It is important to understand that I/O operations
are layered (driver stack) - shown in the screenshot below. Moreover, the “I/O Manager”
describes a standard of functions for developers'®

Lastyl, the functions that are provided by kernel-mode component of the “PnP Manager” are

implemented as part of binary “ntoskrnl.exe”'’” are prefixed with “Io/Iop/Iov”'®. For a reference

implementation of them we can checkout the source code of ReactOS".
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13 hitps://www.microsoftpressstore | ic 2p=

' https://networkencyclopedia.com/i-o-manager,

13 https://www.slideshare.net/SisimonSoman/windows-io-manager

16 https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/overview-of-the-windows-i-o-model

17 https://medium.com/@boutnaru/the-windows-process-journey-ntoskrnl-exe-nt-kernel-system-7abf8cSaded4
18 https://codemachine.com/articles/ntoskrnl component list.html

19 https:/github.com/reactos/reactos/tree/master/ntoskrnl/io/iomer
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Object Manager

As part of the Windows operating system there is a single “Object Manager” that maintains all
the objects™. Among the tasks the “Object Manager” does are: creating objects, verifying that a
process has a right to use an object, creating object handles?' and returning them to the caller,
maintaining resource quotas, duplicating handles and closing handles®

Overall, Windows has more than 25 types of objects. Some examples are: files, devices, threads,
processes, events, mutexes, jobs, registry keys, sections, access tokens - as shown in the
screenshot below taken from “Process Explorer”. The kernel routines which provide a direct
interface with the “Object Manager” are prefixed with “Ob”>. Some examples are:
“ObGetObjectSecurity”** and “ObReferenceObjectByHandle .

Moreover, we can go over the reference implementation of the “Object Manager” as part of
ReactOS?®. There is also the internal header file*’.

Lastly, we can summarize the “Object Manager” as being responsible for keeping track of all the
resources in Windows. It also provides a way for applications to access and manage those
resources in a secure and efficient way®

2 Process Explorer - Sysinternals: www.sysintemals.com_\user]

File Options View Process Find Users Handle Help

Hcomz:leX »® | . kd \
Process | CcPU|Virtualized | Private Bytes [IWGIKingSet|  PID| Description | Company Name
= ﬁ cmd.exe ‘ 4,368K 3,084K 11748 C Processor Mi Corporati

Il Handles DLLs W] Threads

~

Type Name Decoded Access Share Flags Attributes
Section \BaseNamedObjects\__ComCatalogCache__ MAP_READ

Section \BaseNamedObjectsiwindows_shell_global_counters MAP_WRITE | MA__

Desktop \Default READ_CONTROL...

File \Device\CNG SYNCHRONIZE | ...

File \Device\ConDrv READ_CONTROL... Inherit
File \Device\ConDrv READ_CONTROL... Inherit
File \Device\ConDrv READ_CONTROL...

File \Device\ConDrv READ_CONTROL...

File \Device\DeviceApi READ_CONTROL....

File \Device\KsecDD SYNCHRONIZE | .

File \Device\NamedPipe\ READ_CONTROL ..

Event \KernelObjects\MaximumCommitCondition SYNCHRONIZE

Directory \KnownDlls QUERY | TRAVE

ALPC Port \RPC ConirohOLE62CD6C2E99D233A4FB4BOEBB51BF READ_CONTROL...

Directory \Sessions\2\BaseNamedObjects QUERY | TRAVE

Section \Sessions\2\BaseNamedObjects\C:*ProgramData*Microsoft*Windows*Caches*{6AF0... MAP_READ Inherit

2 hitps://medium.com/@boutnary/windows-objects-2¢289da600bf
21 : ) P < ho -

% l ttps // glthub com/reactos/reactos/tree/111a<ter/nt0skrnl/ob
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Memory Manager

The goal of the “Memory Manager” is to handle/manage the physical memory of the current
system, which is RAM based (Random Access Memory). Among the tasks performed by the
“Memory Manager” we can find: allocation\deallocation of virtual memory*’ and supporting
COW (copy on write), shared memory and memory mapped files*

Overall, the basic atoms of the “Memory Manager” are pages. They are handled in different
paging lists: “Zeroed”, “Free”, “Modified”, “Modified No Write” and “Standby” (in different
priorities) - as shown in the screenshot below, taken from “Process Explorer™!.

Lastly, memory pages have different characteristics such as: “Committed”, “Reserved”, “Paged
Pool”, “Nonpaged Pool” - more information about those in future writeups. Also, for a reference
implementation of the “Memory Manager” we can checkout ReactOS™.

2 system Information — O X

Summary CPU I/D GPU

System Commit

9.8GB
Physical Memory

7.7 GB
Commit Charge (K) Kernel Memory (K) Paging Lists (K)
Current 10,234,040 Paged WS 258,332 Zeroed 418,424
L . Free 2,876
Limit 20,253,640 Paged Virtual 282,708 Modified 20,476
Peak 10,733,196 | Paged Limit bol odie V
e 735 eged Him NOSYMBOE 1 ModifiedNowrite 4
Peak/Limit 52.99% Nonpaged 151,220 Standby 2,856,608
Current/Limit 50.53% Nonpaged Limit 11,340,744 Priority 0 108,508
" . Priority 1 13,672
Physical Memory (K) Paging Priority 2 12,640
Total 11,340,744 Page Fault Delta 563 Priority 3 '124
Available 3,277,908 Page Read Delta 0 Priority 4 17,096
Cache WS 126,052 Paging File Write Delta 0 Priority 5 2,519,840
Kernel WS 8 Mapped File Write Delta 0 Priority 6 36,012
Driver WS 6,032 Priority 7 148,716
PageFileModified 70,316

30 httbs //learn. mlcrosott com/en-| us/mndows hardware/driv Lrs/kcmcl/wmdows kcmd mode-memory-manager
3! https:/learn.microsoft.com/en-us/sysinternals/downloads/process-explorer
32 https://github.com/reactos/reactos/tree/master/ntoskrnl/mm
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Cache Manager

33 in order to

The “Cache Manager” is Windows works together with the “Memory Manager
provide data caching for local/network based file systems®. Caching is an important
performance optimization that every modern operating system performs. For example file
systems uses the “Cache Manager” for caching metadata like the “File Allocation Table” in FAT

or the “Master File Table” (MFT) in NTFS*.

Overall, “Cache Manager” provides the following capabilities: access methods for pages
representing data of opened files, automatic “lazy write” (aka asynchronous write behind),
automatic asynchronous read ahead and IRP bypass (fast 1/0)*.

Thus, we can think about the “Cache Manager” as a virtual memory region in the kernel address
space that maps file data to provide quick access to them in the future, which is accessed by the
file system driver and/or the virtual memory manager’’. We can see the amount of memory used

by the cache using “taskmgr.exe™® - as shown in the screenshot below.

Lastly, the “Cache Manager” functions implemented as part of “ntoskrnl.exe™ and prefixed with
“Cc”. By the way, for a reference implementation of the “Cache Manager” we can checkout
ReactOS™.

4 Task Manager - O X
Fle Options View

CPU
- 12% 2.80 GHz Memory

Memory usage 110 GB

Memory
7.4/11.0 GB (67%) e
[

|
|
i

Disk 0 (C: |

HDD L

Memory composition
Ethernet
skl S 80.0 R: 56.0 Kbps

In use (Compressed) Available  Slots used: N/A

7.3 GB (282 MB) 3.6 GB Hardware reserved: 0 MB

Maximum memory: 1.0 TB

Committed Cached
9.3/19.5GB | 2.6 GB

Paged pool  Non-paged pool

281 MB 150 MB

Fewer details '~ @ Open Resource Monitor

= 1s-fifth/9780735625303/ch10.html
3 https://www.itprotoday.com/it-infrastructure/inside-the-cache-manager
% https://www.i.u-tokvyo.ac.jp/edw/training/ss/lecture/new-documents/Lectures/15-CacheManager/CacheManager.pdf

37 https://www.linkedin.com/pulse/inside-windows-cache-manager-artem-baranov

38 https://medium.com/@boutnaru/the-windows-process-journey-taskmer-exe-task-manager-005753dbef3a
% https://medium.com/@boutnaru/the-windows-process-journey-ntoskrnl-exe-nt-kernel-system-7abf8c3aded4
4 hitps:/github.com/reactos/reactos/tree/master/ntoskrnl/cc
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CM (Configuration Manager)

The goal of the “Configuration Manager” is to manage the registry*'. Think about a case in
which when writing a kernel mode driver we need to know about changes made to the registry.
In that case we can register a callback (CmRegisterCallback\CmRegisterCallback function as an
exemple) that is triggered when there is a data change in the relevant registry location*’.

Overall, we can say that the “Configuration Manager” is the Windows subsystem which manages
the registry. One example is the need of the “Configuration Manager” of knowing if a key is
already open. This is for providing the same handle to other requesters. The reason is to ensure
all application are referencing the same data®.

Lastly, the functions provided by “Configuration Manager” are implemented by “ntoskrnl.exe”*
and prefixed with “Cm/Cmp”* - as shown in the screenshot below, which was taken using “PE

Explorer™®. For a reference implementation of them we can checkout the source code of
ReactOSY.

[E, PE Explorer v2.03 IC:\Windows\System32\ntoskrn|.exe) I — O X

Eile Edit View QOptions Window Help
~ i . =) Gl G o (W]
B Re@do3e 8 X
Al @ Summarylai‘ EXEOFTSI

Name e

& CmGetBoundTransaction
@ CmGetCallbackVersion
[ CmKeyObjectType
E:‘ CmRegisterCallback
& CmRegisterCallbackEx
(= CmRegisterMachineHivel oadedNotific...
@ CmSetCallbackObjectContext
Headers
& CmUnRegisterCallback

</‘ DOS_HEADER ¥ || &8 CmUnreaisterMachineHivel oadedNoti... e
L4 > < >

=J--y== | ntoskrnl.exe

2 https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-kernel-mode-configuration-manager
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4 https:/github.com/zodiacon/PEExplorerV2
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SRM (Security Reference Monitor)

SRM (Security Reference Monitor) is a component that is part of the Windows executive (stored
in  %systemroot%\System32\ntoskrnl.exe). SRM is responsible for implementing the
authorization system ( together with LSA as shown in the diagram below). Also, SRM
implements the access check algorithm™®.. This means it checks the access to different resources
by getting the access token* of the subject and comparing it to the ACEs (Access Control Lists)
in the security descriptor of the securable object™.

Moreover, the routines that provide a direct interface with the SRM are those prefixed with
“Se™!.  An example of such function is: “SeAccessCheck” which determines if the requested
access to an object can be granted®”. If we want we can go over a reference implementation of
“SeAccessCheck” as part of ReacOS™.

Lastly, we can say that the “Object Manager” uses SRM to check if a specific process/thread has
the proper rights to execute a certain action on an object. Also, it is part of the flow when
implementing auditing functionality when objects are being accessed™.
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| |
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| |
Resource I
L T I
R manager ]I_ SRM I
| I
| I
' |
|

Aceess check implemantation

Authorization system

Server computer
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Power Manager

The “Power Manager” is one of the “Executive™® components. It is used for managing the power
state of support hardware like external monitors®®. Thus, it deals with power events such as:
stand-by, power-off and hibernate, while notificing relevant drivers about those changes using
power IRPs”’

Overall, the architecture of the Windows power management provides different capabilities to
the user such as: providing quiet operation (like powering down devices which are not used to
reduce noise), minimal startup/shutdown delays (like leveraging a sleep state) and extending
battery life and/or energy saving®. We can configure those settings using the “Power Options”
as part of the “Control Panel” - as shown in the screenshot below.

Lastly, the functions that are provided by kernel-mode component of the “Power Manager” are
implemented as part of binary “ntoskrnl.exe”® and prefixed with “Po/Pop™®'. For a reference
implementation of them we can checkout the source code of ReactOS®.

‘® Edit Plan Settings - ju]

<« v 4 @ « Hardware and Sound > Power Options > Edit Plan Settings v U | Search Control Panel

Change settings for the plan: Balanced
Choose the sleep and display settings that you want your computer to use.

& Change settings that are currently unavailable
l On battery % Plugged in
K2 Tum off the display: |5 minutes 10 minutes

Change advanced power settings

& Restore default settings for this plan

57 https://en.wikipedia.org/wiki/Architecture of Windows NT
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PnP Manager (Plug and Play Manager)

The “PnP Manager” (Plug and Play Manager) is used to provide the Windows operating system
the following capabilities: installing new devices (with relevant driver package), processing
addition/removal of devices which the system is running and device enumeration/detection while
the operating system is booting. Also, the “PnP Manager” holds the “DeviceTree” that tracks the
devices present currently on the system®.

Overall, it is important to understand that the “PnP Manager” has both a kernel mode component
(as part of the Executive) and a user mode component - as shown in the diagram below.
Windows support as part of the plug and play framework physical/logical/virtual devices®.

Lastly, the functions that are provided by kernel-mode component of the “PnP Manager” are
implemented as part of binary “ntoskrnl.exe”® and prefixed with “Pp/Pnp/Pi/Pip”%. For a
reference implementation of them we can checkout the source code of ReactOS®'.

L Win32
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PrP Setup
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cat files,
Kemeal Mode Registry
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| PP Lo Power 1
| Manager Manager Manager :
|
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NT PnP Drivers :
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IPC  Manager (Inter-Process = Communication
Manager)

IPC stands for “Inter-Process Communication”. Thus, the “IPC Manager” is used for handling
communication between clients and servers which are part of the Executive®. We can divide the
type of communication into two clusters: LPC (Local Procedure Call) and RPC (Remote
Procedure Call) - as shown in the diagram below®. The first is relevant for clients and servers
running on the same system. The second, supports the case in which the clients and servers are
not running on the same system.

Overall, Windows supports different [IPC mechanisms like (but not limited to): anonymous pipes,
named pipes, LPC, ALPC, RPC, Windows messages, DDE (which is based on Windows
messages), sockets and mailslots’'.

Lastly, the functions that are provided by kernel-mode component of the “IPC Manager” are
implemented as part of binary “ntoskrnl.exe””*. For a reference implementation of them we can
checkout the source code of ReactOS™.

Computer 1 Computer 2

/ ﬁ [ e ]

RFC Cal

Cient stub B / [ Proc B ]
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Process Manager

The “Process Manager” is one of the “Executive”™ components. It is used for managing the
creation/termination of processes/threads”. Also, the “Process Manager” is used for controlling
resource allocation for processes and keeping track of information about both processes and
threads.

Moreover, as opposed to Linux/Unix in which need to call two different system calls in order to
spawn a new process: “fork””” and “execve”’® under Windows we just need “CreateProcess”
API”,

Lastly, the functions that are provided by kernel-mode component of the “Process Manager” are
implemented as part of binary “ntoskrnl.exe™’ are prefixed with “Ps/Psp™®!. For a reference
implementation of them we can checkout the source code of ReactOS®. By the way, based on the
file type and its properties when calling “CreateProcess” Windows finds the appropriate
Windows image that will run the executable file® - as shown in the diagram below.

Run Crnd.exe Run Mtedm exe Uze exe directly
MS-DOSbat  yirge  windows
or .cmd

What kind of
application is it?

0872 1x pogy  MEDOS exe,
com, or pif
Run Os2 exe Run Posix exe Run Mivdm.exe

78 https://man7.org/linux/man-pages/man2/execve.2.html

" https://www.coresecurity.com/core-labs/articles/creating-processes-using-system-calls
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HAL (Hardware Abstraction Layer)

The “HAL” is one of the basic blocks of the “Windows NT Architecture”. HAL stands for
“Hardware Abstraction Layer”, it is used to abstract the low-level hardware details from drivers
and/or the operating system. This is due to the fact Windows needs to support different hardware
configurations®. The functions which interface to the HAL are prefixed with “Hal” such as:
“HalAllocateCommonBuffer” and “HalSetBusData™®.

Overall, the HAL provides an interface between the hardware and the OS. This allows the kernel
to stay the same while different hardware devices are in use. Examples of use cases in which the
HAL is leveraged are: interrupt handling/routing, 1/O ports access, accessing physical memory
and more®’.

Lastly, the HAL is implemented in files like “hal.d1l” which is loaded/mapped to the kernel®*. We
can see that by viewing the “DLLs” tab of the “System” process (PID 4) using “Process
Explorer™® - as shown in the screenshot below. For a reference implementation of HAL we can
check out the source code of ReactOS®.

2 Process Explorer - Sysinternals: www.sysintemals.com_Administrator) - O X
File Options View Process Find Users DLL Help
H|G|;||-.=‘0X|/ @ M | ‘ ‘ | | ‘ | | ‘ ‘ <Filter by name>
Process | CPU| Private Bytes| | PID Description |Company Name | Protecti ©
== - -
= < >

I Handles DLLs [ Threads

Name Description Company Name Path A
hal dil Hardware Abstraction Layer DLL |  Microsoft Corporation C:AWindows\system32\hal dil v

CPU Usage: 30.18% Commit Charge: 88.52% Processes: 270 Physical Usage: 90.41%
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85 https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/windows-kernel-mode-hal-library
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ReactOS

In general ReactOS is a free/open source implementation of Windows - as shown in the
screenshot below. The goal of the project is to allow running Windows applications/drivers in a
trusted open source environment. Also, the Ul has a similar look and feel as the Windows
operating system’' - as shown in the screenshot below.

Overall, we can summarize the architecture of ReactOS to the following layers: “ReactOS
Applications” (which are written in C\C++ leveraging the Win32 API), “System Processes”
(think about “smss.exe, “winlogon.exe”, “lsass.exe” and more), “Shell and Explorer”, “Win32
API”, “Drivers” and the “NT kernel”*.

Lastly, we can use ReactOS source code® as a reference implementation of different Windows
components that we can research. Also, the main goal of the ReactOS project is to provide an
operating system which is binary compatible with Windows. Thus, Windows applications and
drivers run as they would on a Windows system*

°! https://reactos.org/

https://reactos.org/architecture/
https://github.com/reactos/reactos
https://distrowatch.com/table.php?distribution=reactos
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WRK (Windows Research Kernel)

WRK (Windows Research Kernel) is a portion of the source code of “Windows XP”\“Windows
2003 Server” service pack 1 (2005 edition) - as shown in the screenshot below. The main usage
of WRK was in universities\academies\scientific centers for investigating\researching the
Windows NT kernel structure and working principles”. Using WRK we could extend the
operating system for further research like implementing a new system call®.

Overall, using the WRK’s guidelines we could build the kernel for x84/x64. However, the kernel
is not enough but the rest of the Windows OS was not distributed with WRK®’. Also, WRK
includes source for processes, threads, LPC, virtual memory, scheduler, object manager, I/O
manager, synchronization, worker threads, kernel heap manager and other core NTOS
functionality®®

Lastly, WRK has been part of the “Windows Academic Program” which supplied universities
with concert\code\projects for integrating Windows kernel technologies for teaching\researching.
Beside WRK the program includes also CRK (Windows Curriculum Resource Kit) and

ProjectOZ experimental environment®.
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Reserved Memory

Memory is allocated in Windows in two stages: ‘“Reserving Memory” and “Committing
Memory”. The first just reserves memory which is basically just maintaining the ownership of
contiguous memory blocks. We can reserve more memory than what we have in the system due
to the fact that reserved memory does not represent real memory in RAM\pagefile - as shown in
the screenshot below. Before using those memory blocks we will need to commit them'®

Overall, we can reserve memory by using Win32 API calls such as “VirtualAlloc” . For reserving
memory we need to use the “MEM_RESERVE” flag for allocation type'®'. We can also leverage
other API functions such as “VirtualAllocEx™'* or the “VirtualAlloc2” function'®

Lastly, the information if a range of pages are reserved is stored as part of the VAD (Virtual
Address Descriptor) of the process - more on that in a future writeup. In case of a memory dump
we can extract that information using the “vadinfo” command'*,

[ troller = (Global Scope) - main()
~ #include "Windows.h"
#include <stdio.h>

main()

LPCVOID returnAddress = NULL;
returnAddress = VirtualAlloc(NULL, 99999999999999 MEM_RESERVE, PAGE_READWRITE);
if (NULL == returnAddress)

printf("Error: Allocation failed\n");
else
printf("Info: Allocation succeeded\n");

Microsoft Visual Studio Debug Console

Info: Allocation succeeded

troller.exe (process | exited with code © (ex@).
Press any KEy to close thlis window . . .
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192 https://learn.microsoft.com/en-us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex
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Committed Memory

“Committed Memory” is the number of bytes that have been allocated for which the OS has
committed a RAM page frame and\or page slot in the page file'”. Thus, it is the memory which
is actually in use and if we access it translates a page to a physical frame or to the pagefile. If we
have a committed memory which is not in the working set it is probably in the pagefile'*.

Overall, we can commit memory by using Win32 API calls such as “VirtualAlloc” . For
committing memory we need to use the “MEM_COMMIT” flag for allocation type'®” - as shown
below. We can also leverage other API functions such as “VirtualAllocEx™'® or the
“Virtual Alloc2” function'®”

Lastly, as opposed to “Reserved Memory”''® we can’t commit more memory than what we have
in the system due to the fact that committed memory does represent real memory in
RAM\pagefile - as shown in the screenshot below

#include "Windows.h"
#include <stdio.h>

main()

LPCVOID returnAddress = NULL;
returnAddress = VirtualA'L'l.ocCNULL, 99999999999999 | MEM_RESERVE| MEM_COMMIT ?‘AGE_READWRITE);
if (NULL == returnAddress)

printf("Error: Allocation failed\n");

else
printf("Info: Allocation succeeded\n");
errorCode = GetlLastError();

printf("The error code is : %d", errorCode);

B C\Windows\system32\cmd.exe

Error: Allocation failed C:\>net helpmsg 1455
The error code is : 1455

100 ¢ = @ No issues found |The paging file is too small for this operation to complete.
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VAD Tree (Virtual Address Descriptor Tree)

VAD Trees (Virtual Address Descriptor Trees) are used by the Windows operating system in
order to describe memory ranges used by a process as they are allocated (by the memory
manager). When a process allocates memory (like by using VirtualAlloc) an entry is created in
the VAD tree. However, the corresponding page directory and/or page table entries are not
created until a reference to the allocated memory is made. Thus, it can provide significant
memory savings''!.

Overall, the VAD structure is a self-balancing tree with child nodes on the left and right side of
the parent node. They are AVL (Adelson-Velsky and Landis) self-balancing binary search
trees''>. Each node in the VAD tree has flags associated with it, such as: protection (type of
access allowed to the memory region like read, write and execute) and private memory
(committed regions that cannot be shared with other processes)'" -
diagram below'*.

an example is shown in the

Lastly, when using WinDbg we can leverage the “!vad” extension in order to display the details
of a specific VAD or tree of VADs'">. Also, we can reload the user-mode modules for a specified
process by using the VADs of that process in WinDbg by using “!vad reload”"'.

VadRoot

StartvPN = 1d0 © 2010 codeMaching Inc. All Rights Reserved
taval =0 EndVPN = 20f
Commit = 4
Private
READWRITE
StartVPN = 30 StartVPN = 7680
EndVPN = 33 EndVPN = 770bb
Commit = 0 Level =1 Commit = 9
Private Mapped Exe
READONLY EXE_WRITE_COPY

[\ e ]

StartVPN = 10 StartVPN = 50
EndVvPN = 1f EndVPM = bé
Commit =0 Commit =0
Mapped Mapped
READWRITE READONLY

StartVPN = 10d0
EndVPN = 10d4
Commit = 2
Mapped Exe
EXE_WRITE_COPY

StartVPN = 7ffb0
EndVPN = 7ffd2
Commit = 2
Mapped Exe
EXE_WRITE_COPY
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Win32 API - Working with Strings

After Microsoft added support for Unicode as part of Windows, it still needed to support the
usage of ANSI strings. The way Microsoft decided to do it is by providing two sets of API (one
for ANSI and the second for Unicode. It is important to know that the ANSI version of the API
converts the strings to Unicode before calling the relevant syscalls (the kernel is Unicode only).

For example, in order to create a new process we can use ‘“CreateProcessA” or
“CreateProcessW” (A for ANSI strings and W for wide char aka Unicode). You might remember
that you called CreateProcess and none of the above - so how did it work? The trick is using
macros. You called a macro that checked if the UNICODE was defined. If it was defined it made
a call to the function ending with “W” else it called the one ending with “A” - see the illustration
below for the entire flow.

By the way, in the documentation (like MSDN) the functions names are without the suffix (“A”
or “W”) despite the fact it is the name of the macro and not of the functions themself. After
compilation the executable contains a reference/dependency to a specific function (you can see it
in the diagram below - I have extracted the strings from different DLLs showing the symbol
names).

Original Code

O

CreateProcessA

. CreateProcess
Call CreateProcess >

This is a Macros

CreateProcessW

- e The binary

contains a call to
‘GA?’ OI‘ GGW7’

JC: \Windows\System32>C:\tools\strings64.exe *.dll | findstr /i CreateProcess
C:\Windows\System32\aadtb.dll: DesktopAPI::CallCreateProcess

C:\Windows\System32\aadtb.d1ll: CreateProcessW
C:\Windows\System32\accessibilitycpl.dll: CreateProcessW




Window Messages

GUI applications under Windows react to different events from the user and the operating system
itself. In case of user events, think about: keys pressed, touch-screen gestures, mouse clicks and
more. In the case of OS events, think about plugging a new hardware device or changing a
power-state''” (like hibernation or sleep).

Overall, Windows communicates with windows created by applications using messages (aka
“Window Messages”. In essence, a message is a number that defines a specific event sent to a
window. Every window has a “Window Procedure”, which is a function that processes all
messages sent to windows of the same class''®.

By the way, from the perspective of the Windows kernel the following classes can be created
using the “CreateWindow” API call: BUTTON, COMBOBOX, EDIT, LISTBOX, MDICLIENT,
SCROLLBAR and STATIC'".

Moreover, due to the fact an application can receive many messages and it can have several
windows (each with its own window procedure) a loop to retrieve the message is needed. It is
called “The Message Loop” which dispatches the message to the correct window'%.

To summarize, in a Windows GUI application, “The Message Loop” is a continuous loop that
retrieves messages from the operating system and dispatches them to the appropriate “Window
Procedure”. It is responsible for handling all of the user input (and other events) that occur in the
application - as shown in the diagram below'?!. In order to pull a message from the queue we can
call “GetMessage”'*.

F.eyboard
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"9 http://winapi.freetechsecrets.com/win32/WIN32Create Window.htm
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Recovery Directory

A bunch of folks have asked me about what is the goal of different directories in a Windows
filesystem hierarchy. So I have decided to write a short series about that. In this writeup we are
going to talk about the “Recovery” directory.

It could be that you have never seen this directory before on your root drive (“C:\Recovery”).
The reason for that is that the directory is marked “hidden” - as shown in the screenshot below.

By the way it is not enough to display hidden items in explorer to see it. In order to show it we
need to unmark “Hide Protected Operating system files (recommended)”'® - you can see the
entire flow in the following link.

Overall, the directory is a leftover from a previous version of Windows (the version before an
upgrade that was made). It is used in cases where there are issues after an upgrade and the user
wants to revert back. Thus, after a successful upgrade you can probably delete it'*.

I~ &. » This PC » Local Disk (C) BN Select C:\Windows\system32\cmd.exe

Name C:\>dir /a /w
Volume in drive C has no label.
Perflogs Volume Serial Number is 5860-F912

Program Files

Directory of C:\

Program Files (x86)

Users [$Recycle.Bin] [$WinREAgent]
Windows [Documents and Settings] DumpStack.log.tmp
pagefile.sys [PerfLogs]
[Program Files] [Program Files (x86)]
[ProgramData]
swapfile.sys [System Volume Information]
Windows
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COM (Component Object Model)

COM (Component Object Model) is a platform-independent, distributed, object-oriented system
for creating binary software components that can interact with each other. COM is the foundation
technology for Microsoft's OLE (compound documents) and ActiveX (Internet-enabled
components) technologies. These objects can be within a single process, in other processes, even

on remote computers'?,

COM was introduced by Microsoft in 1993. It is used for IPC (Inter Process Communication) in
a variety of programming languages. Also, COM allows the reuse of objects without any
knowledge of their internal implementation, it forces component implementers to provide
well-defined interfaces that are separated from the implementation'’.

Let us go over a small example of using COM. Excel uses COM to enable users to
create/modify/save/share excel files. By using COM we don’t need to understand the binary
format of excel files in order to perform the different operations. You can see a demonstration for
that in the screenshot below.

Moreover, COM objects are registered with the operating system so they could be loaded in the
future. The magic behind that is CLSID (Class ID). A CLSID is a globally unique identifier that
identifies a COM class object. If your server or container allows linking to its embedded objects,

you need to register a CLSID for each supported class of objects'?’.

CLSID is stored in the registry under HKEY CLASSES ROOT\CLSID\{CLSID value}'*. It is
used by the operating system to locate the appropriate code for loading. For examples of CLSIDs
I suggest going over the following link
https://www.elevenforum.com/t/list-of-windows-11-clsid-key-guid-shortcuts.1075/.

They are several related technologies that we are going to talk about in future writeups: COM+,
DCOM, Windows Runtime (aka WinRT), XPCOM (aka nano-COM), .NET framework,
DEC/RPC, OLE, ActiveX, MSRPC and DDE'*

125 https://learn.microsoft.com/en-us/windows/win32/com/component-object-model--com--portal

126 https://en.wikipedia.org/wiki/Component Object Model
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Directory: C:\tmp

LastwriteTime Length Name

1/6/2023 10:47 AM 0 empty.txt

New-Object Excel.Application
.workbooks .Add ()
.Sheets.Item(1)
.Range( ) .value
.SaveAs (
.Close()
.Quit()
Ps c:\tmp> dir

Directory: C:\tmp

M MyExcel - Excel

LastwriteTime Length Name
----------------------- i Page Layout Formulas Data Review
1/6/2023 10:47 AM 0 empty.txt
1/6/2023 10:48 AM 8668 MyExcel.xlsx c = General

. $ -« %
. Mo €.0 .00
PS C:\tmp> start .\MyExcel.xIsx 0 3.0
PS C:\tmp> Clipboard 1 Font = Alignment & Number
Al . J || Trollor
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1 [Trollor I
i Sheet1 | @&

Ready G)Accessibility‘ Good to go




DLL (Dynamic Link Library)

A DLL (Dynamic Link Library) is a PE (Portable Executable) binary which contains data and
code (functions) that can be used by other “*.dIl” or “*.exe” (applications) files. A DLL can have
two types of functions: exported functions and internal functions. The exported functions are
meant to be used by other applications or DLLs'*’.

Overall, there are two major ways of calling an exported function from a DLL. The first, “Load
Time Dynamic Linking” in which a module (exe/dll) calls an exported function as if it was a
local function (the relevant DLL is loaded by the kernel). The second, “Run Time Dynamic
Linking” in which a programmer needs to call “LoadLibrary”/’LoadLibraryEx” in order to load
a DLL at runtime. Also, to get the address of an exported function (from the runtime loaded
DLL) we need to use the “GetProcAddress” function'*'.

Lastly, in case of “Load Time Dynamic Linking” the PE file contains metadata containing the
required DLLs the operating system should load and the names of the used functions/variables
from the loaded DLLs - as shown in the screenshot below, which was taken by using “PE
Explorer”'*?, By the way, in case of a “Run Time Dynamic Linking” the mentioned metadata is
not included.

\:i PE Explorer v2.03 (CA\Windows\System32\notepad.exe) — O X

File Edit View Options Window Help

SIEEN AR E= = 1D ¢

=l--#== | notepad.exe O Summary g Imports
(é}) Summary Library Name A || Name Hint Undecor:
|l Sections %l KERNEL32.dI @3 CreateDCW 52 CreateDC
\iu Directories L | GDI32.dIl 9ﬂ StartPage 930 StartPage
o ¥ user32.dll #3 StartDocW 928 StartDoc)
Imports R -
Ijiapl-ms-wm-(rt-strlng~l1vl-O.dII @3 SetAbortProc 873 SetAbortl
¥9 Resources B8 api-ms-win-crt-runtime-11-1-0.dll #3 DeleteDC 384 DeleteDC
| Headers Isiapi-ms-wm-(rt-prwale-ll-l-O.dII #3 EndDoc 398 EndDoc
= @ DOS HEADER 88 api-ms-win-core-com-11-1-0.dl #3 AbortDoc 0 AbortDo¢
‘ - B8 api-ms-win-core-shiwapi-legacy-11-1-0.dll #3 EndPage 401 EndPage
€% FILE_HEADER - = .
< I!l api-ms-win-shcore-obsolete-11-1-0.dlI 83 GetTextMetricsW 730 GetTextV
<)‘ OPTIONAL_HEADER Isiapi-ms-wm-sh(ore-palh-llvI-D‘dll 83 SetBkMode 879 SetBkMo
I}lapi-ms»wm»shccre»scalmg»l‘l»I-1.d|| @3 LPtoDP 746 LPtoDP
@8 api-ms-win-core-rtlsupport-11-1-0.dll @3 SetWindowExtEx 924 SetWindc
8% api-ms-win-core-errorhandling-I1-1-0.dll B3 SetViewportExtEx 920 SetViewp
Isiapi-ms-wm-(ore-prncessthreads-l]-1-0.d|| 3 SetMapMode 900 SetMaph
I}lapi-ms»wm»ccre»processthreads»ﬂ»1-1.d|| v 3 GetTextExtentPoint32W 722 GetTextb v
=l - e n SR o an Anm v A s

< > < >

Ready
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Not All DLLs Are Loaded\Mapped in User-Mode

“Dynamic Link Library” which are PE files are mostly known for being used in user mode'**.

However, there are also “*.dll” file which are loaded\Mapped into the memory address space of
the kernel of the operating system. We can see that by viewing the “DLLs” tab of the “System”
process (PID 4) using “Process Explorer”'** - as shown in the screenshot below.

Overall, DLLs which are loaded into user-mode processes have the “Windows CUI” subsystem
defined as part of their PE header. On the other hand, DLLs loaded to are configured with a
“Native” subsystem, which is the same as with the “smss.exe”'** user-mode process.

Lastly, examples of such DLLs (which are loaded to the kernel address space) are: “ci.dll” (Code
Integrity Module), “BOOTVID.dII” (VGA Boot Driver) and “cdd.dll” (Canonical Display
Driver). As with kernel drivers (“*.sys” files) those DLLs also import functions from
“0%owindir%\system32\ntoskrnl.exe”'*°.

2 Process Explorer - Sysinternals: www.sysinternals.com || NN - d rinistrator) — | X

File Options View Process Find Users DLL Help

‘ ‘ <Filter by name> |

C/m | @ X/ @ Lok, || I | I

Process CPU\ Private Bytes || Working Set| Description | Company Name | Protecti A

| Registry < >

I Handles DLLs [® Threads

Name Description Company Name Path ~
1.dil Code Integrity Module Microsoft Corporation C:\Windows\system32\CI.dIl

CImFS.5YS R Wlndowsigysfem SO DIVErSICIME 5 575

CLASSPNP.SYS SCSI Class System DIl Microsoft Corporation CAWindows\System32\drivers\CLASSPNP.SYS

cldfit. sv: Cloud Files Mini Filter Driver Microsoft Corporation C:AWindows\svstem32\drivers\cldfit. sv e

CPU Usage: 4.77% Commit Charge: 71.57% Processes: 260 Physical Usage: 84.80%
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https://connormcgarr.github.io/Kernel-Exploitation-2/
https://medium.com/@boutnaru/the-windows-process-journey-smss-exe-session-manager-subsystem-bca2cf748d33
https://learn.microsoft.com/en-us/sysinternals/downloads/process-explorer
https://medium.com/@boutnaru/the-windows-concept-journey-dll-dynamic-link-library-dcecd545416d

MSRC (Microsoft Security Response Center)

MSRC (Microsoft Security Response Center) is part of the defender community. For more than
20 years MSRC has engaged with security research in order to protect Microsoft’s customers'”’.
Thus, MSRC’s mission is defined as protecting customers and Microsoft from current and
emerging threats related to security and privacy'*.

Overall, MSRC also provides a bug bounty program. Among the bounty program we can find:
cloud programs (“Microsoft Azure”, “Microsoft Identity”, “Xbox”, “M365”, “Microsoft Azure
DevOps Services”, “Microsoft Dynamics 365 and Power Platform”, Microsoft AlI”and
“Microsoft Defender”), platform programs (“Microsoft Hyper-V”, “Microsoft Windows Insider
Preview”, “Microsoft Applications and On-Premises Servers”, “Windows Defender Application
Guard”, “Microsoft Edge (Chromium-based)” and “Microsoft 365 Insider”’) and defense & grant
programs (“Mitigation Bypass and Bounty for Defense”, “Grant: Microsoft Identity” and “SIKE
Cryptographic Challenge”). Each program has its own scope, however they share the same high
level requirements - as shown below'®.

Lastly, MSRC investigates all reports of security vulnerabilities affecting Microsoft products and
services. Also, MSRC provides the information here as part of the ongoing effort to help manage
security risks and help keep systems protected'*. By the way, there is a GitHub repository which
stores security research conducted by MSRC''.

We are looking

We want to - Your contributions help us address vulnerabilities we may have
P CaIE SIS 1 leprndu;e VRl (el @ for new and missed in the development process. If you are the first external
award you for c_uncepl SodEasng Wil 2 deiaiH ana_lysls are e“g'blefm researcher to identify a vulnerability we already know about
Tyiay e FReE iy dlp 1S auUH) s i L novel and are working to fix you may still be eligible for a bounty
your research posed by a vulnerability. ra

vulnerabilities

Avoid harm to

QOur customer's security is important to us. If you find a

Some security research may occur on production services that Follow vulnerability in our products, services, or devices, report it to us
customer data' our customers use and depend on. Do your best to avoid - privately and give us the opportunity to correct the
. d research that violates customer privacy, destroys data, or coordinated vulnerability and protect our customers before disclosing it
PeraCy, an interrupts service. If you discover customer data while e publicly. We will work on each report diligently and to address
researching, or are unclear if it is safe to proceed, please stop VU|ner3b|||tV

it in a reasonable time. In recognition of your partnership we
disclosure offer bounty awards and will acknowledge your contributions
to customer security when the vulnerability is fixed.

service immediately and contact us so we can take immediate action to
A HH resolve the issue and protect our customers.
availability P
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Windows Services

Before we are going to talk about processes which are related to services handled under
Windows (like services.exe and svchost.exe) we have to explain what a service is.

Services are processes which are managed by the operating system, it resembles demons in
Linux (but there are a couple of differences that [ am going to talk about in a different writeup).

Due to security reasons services can be executed at least under 3 different entities: System,
Network Service and Local Service (each of them with different permissions and privileges - we
will cover them in more details in the future). Of course, we can also run a service using a local
user or a domain user with any access rights that we want.

There are different ways in which we can administer services, however I am going to focus on
probably the 4 well known interfaces. First, Win32 API (it is used also for 64 bit despite its
name) such as StartService'*>. Second, the mmc snap-in “services.msc”'*. Third, PowerShell by
leveraging cmdlets such as: New-Service, Get-Service, Restart-Service, Stat-Service,
Stop-Service and more. Fourth, the command line tool “sc.exe”'*.

A service can be in one of the three major states: started, stopped or paused. Alos, each service
has a startup state which defines what should happen with the service when the OS starts - it
could be one of the following: Automatic, Automatic (Delayed Start), Manual or Disabled. Let
us go over each and one of them.

Automatic, in this configuration the SCM starts the service as part of the system boot process.

In the case of the delayed start, it's an optimization feature to reduce the time it takes the system
to boot-up. “Automatic Start” is still run by the SCM but not during the boot process (they are
started automatically shortly after the boot process has finished). Manual, in this configuration
the SCM does not start the service and it needs to be from some other administrative interface (as
we explained above), we can also script it if we want. Disabled, in this configuration even an
administrator can’t start the service. In order to start the service we first need to enable it by
setting it to any setting which is not disabled.

Over the years different security enhancements were added for service hardening (Examples are
session isolation, least privileges, restricted network access and service isolation). We are going
to speak about it more when talking about security and the process of hardening the OS.

142 hitps://docs.microsoft.com/en-us/windows/win32/services/service-functions
3 https://www.thewindowsclub.com/open-windows-services
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In the screenshot below you can see examples for the things we have talked about regarding the
DHCP Client service. On the left we can see the status and the startup type and on the right the
user which the service is logging on behalf of.

In addition, I am going to talk about: dependency management and recovery handling. In the
screenshot below an example of those configurations are shown regarding the “DHCP Client”
service (from services.msc). It is time to deep dive into it, so let’s go.

In the case of dependency management in the configuration of each service there is a list of

dependent services and the list of the services that depend on it. Those lists are checked by the
SCM when starting and stopping services.

Regarding recovery, the configuration allows setting actions for first/second/subsequent failures.
The action could be to restart the service/the computer or execute an arbitrary command. We

could also reset the fail count after N (we can set it) days and enable actions for cases the service
stops with errors.

All  the configurations of services are saved as part of the Registry
(HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services). It is important to know

that kernel drivers configuration is also stored there (we will go over it as part of the SCM
discussion).

Next we are going to check out the SCM (Service Control Manager) which is the OS part
responsible for managing all the services and their configuration.

oris not running properly, depen

DHCP Client Properties (Local Computer) DHCP Client Properties (Local Computer) DHCP Client Properties (Local Computer) DHCP Client Properties (Local Computer)
General LogOn Recovery Dependencies General LogOn Recovery Dependences General LogOn Recovery Dependencies General LogOn Recovery Dependences
Servics name:  EIEER Logonas: Select the computer's responss if this service fails. Help me sel up recover Some sanvices depend on other sarvices, system drivers or ksad order groups.
) actions| Ifa system component s stopped, dent
Display name:  DHCP Client Local System account services can be affected.
Alow se yith First failure: Restart the Service

Dessiption: Registers and updates IP addresses and DNS DHCP Clent

records for this computer I this service s stopped, ® This account Local Senvice T Second failure: Restart the Service
Path to executable: Password:  esesssssssesese Subsequent faiures: jTeks No Ackon
c em L *? Reset fail count after: 1 days

Confirm password: | esssssssesesess
Startup type LI Restart service after. 2 minutes
Enable actions for stops with erors.
Senvice status:  Running Run program The following system components depend on this senvice:
Stop +18), Network Location Aws
#-{8), WinHTTP Web Proxy Auto-Discover ry Service
You can specify the start parameters that apply when you start the service
from here.
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What IPC (Inter Process Communication)
mechanisms do we have in Windows?

Due to the fact that each process in Windows has its memory address space’*® we can’t pass
pointers between threads in different processes and expect to see the same data in the same
virtual address. It could be that the virtual address is not valid in one of the address spaces or
we have a different data stored there (they are of other cases also).

In order to allow different threads (in different processes) to pass data between them we need to
use an IPC (Inter Process Communication) mechanism - an illustration of that is seen in the
diagram below'®. Moreover, each OS has its own IPC mechanisms. On Windows we have the
following mechanisms: clipboard, Windows Messages, COM (Component Object Model), DDE
(Dynamic Data Exchange), Shared Memory, File Mapping, Mailslots, Pipes, RPC (Remote
Procedure Call), ALPC (Advance Local Procedure Call) and sockets'’.

There are also folks that say we can use files on the filesystem for IPC but it is not a specific
mechanism of Windows so | won't speak about it for now. Lastly, when talking about IPC we
should also talk about synchronization objects, however | will leave it for a future discussion.

Figure 1 - Shared Memory and Message Passing
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Tasks (Windows Scheduler)

Overall, a task is a scheduled work that is performed by the “Task Scheduler” service. Each task
has several components: triggers, actions, principals, settings, registration information and data -
as shown in the diagram below'*®,

Triggers are events/time-based conditions which are used as a criteria for starting an execution of
a task. A task can have multiple triggers up to a maximum of 48'¥. Also, actions are the actual
work performed by a task. A task can have a single/multiple actions up to a maximum of 32
actions. We can different types of actions: “ComHandler” (COM), “Exec Action”, “Email
Action” (sending an email notification) and “Show Message Action™'*".

Moreover, principles is the definition of the security context in which the task is executing on
behalf of, including UAC settings and more'™'. Settings, that is the configuration used by the
“Task Scheduler” while running the task. Think about if we can run multiple instances of the
task, or what to do with the task if the system is in idle state and more. By default a task will stop
after 72 hours, unless we change the “ExecutionTimeLimit™'*2,

In addition, registration information is the data collected when the task is created/registered. Data
elements that can be included (but not limited to) are: author, date, description, task version,
security descriptor and more'**. We can also have additional documentation for the tasks (this is
the data portion in the diagram shown below). Lastly, “Task Scheduler” has two versions (“1.0”
and “2.0”) which have differences in the API they support and the configuration that can be
made.

TASK

Triggers Actions

Principals (security contaxt)

Settings

Registration Information Data
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Objects

Basically, objects are data structures that represent system resources. Think about things like
processes and threads'>*. Those object are divided to two main parts: the object header “struct
_OBJECT HEADER”'** and the body which holds the specific information regarding a system
resource. Examples are:  EPROCESS', FILE OBJECT'" and more.

Moreover, we can see a list of available object types using the “WinObj” tool from Sysinternals -
as shown in the screenshot below. By the way, the subsystem that manages the Windows
resources is the “Object Manager”, which is part of the “Windows Executive”. The “Windows
Executive” is contained as part of “ntoskrnl.exe™'*®.

Overall, they are three different categories of objects in Windows: user, graphics (GDI objects)
and kernel™. In User we have objects like: “Hook™*® and “Menu'®'. In GDI we have objects
like: “Font”'®* and “Region™'®. Lastly, in the case of kernel objects we have examples like:
“Desktop”'® and “Job”'®.
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Clipboard

Overall, the clipboard is a temporary storage in Windows that can store different data types.
Among those data types are images and text. The operation which stores data in the clipboard is
called “copy” (Ctrl+C), also we can use “cut” using “Ctrl+X”. In order to paste data from the
clipboard we use “Ctrl+V>'%,

In Windows 10 we can store in the clipboard up to 25 items. We can access the “Clipboard
History” using the keyboard shortcut “Winkey + V”. While pressing this shortcut a menu
showing the current clipboard history - as shown in the screenshot below'®’. We can see that the
first item is an image and the other two are strings.

Lastly, in Windows 10/11 we can also copy text/images from one PC to another using a cloud
based clipboard. We can also pin items that we would like to use. In order to do that we need to

sign with a Microsoft account/work account'®®,

| Clipboard |

TrOlLer

troller

TrOLer

Tip: You can paste text on your other devices.
Learn more
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Recycle Bin

The goal of the “Recycle Bin” is to provide a second chance for recovering files/directories that
have been deleted. There is a nice trick to get into the “Recycle Bin” by using “cmd /c
shell:RecycleBinFolder”. Of course we can just find a shortcut for it on the desktop'®’.

Thus, we can say “Recycle Bin” is a folder where deleted items are stored temporarily. We can
use the “Recycle Bin” to restore the files to their original location. However, it was not created in
a manner in which we can use the files directly from the “Recycle Bin”'"°.

Moreover, files are moved to the “Recycle Bin” only if we delete them for “File Explorer” and
17! _as shown in the screenshot
below. By the way, holding the “Shift” key while deleting a file in “File Explorer” causes it not
to be moved to the “Recycle Bin”. Lastly, we can go over a reference implementation of the

“Recycle Bin” as part of ReactOS'”.

not when doing it directly from other applications like “cmd.exe

& » Recycle Bin

M
Name Original Location
2 troller CAtroller
=| troller.log Citroller
BN Tr0LeR
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Handles

Overall, applications running in user mode can’t directly access the Windows objects'” or object

data held by the “Object Manager”. Due to that, an application needs to obtain a handle to the
specific object. For each handle there is an entry in a handle table which resides in kernel space,
there is one for each process'”*.

Thus, an object in Windows is accessed by the user using a per process “handle table”. Opening
an object results in adding a pointer to the object to the specific “handle table”. The return value
is “an index” to that table'”.

We can see when using different Win32 API function like when opening/creating a file using
“CreateFileW” the return value is of type HANDLE'?,

Lastly, we can use Sysinternals’ tools like “Process Explorer” and handle.exe'”” in order to see
which open handles each process has. An example showing the handles for “cmd.exe” using
“Process Explorer” is shown in the screenshot below.
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Unnamed Handles

Windows objects'”™ are inaccessible directly from user-mode code. Handles are used as
“indexes” in a per-process handle table (stored in the kernel address space). Thus, when opening
an object a new handle entry is created'”. We are going to focus on handles which don’t have a
name aka “unnamed handles” (as opposed to named handles).

Overall, we can’t treat an unnamed handle as a secure object by default. If an unnamed handle
has a NULL DACL as part of its security descriptor'® it grants access to everyone. However,
even if there is no name to a handle it does not mean it can’t be accessed - it just means we can’t
access it using a name. We can still use the “DuplicateHandle” Win32 API function call to
duplicate it'® or inherit the handle'.

Lastly, we can see unnamed handles using “Process Explorer”. However, it is not enabled by
default. In order to enable it we can press “View->Show Unnamed Handles and Mappings”.
Then in the handles tab both named and unnamed handles are displayed - as shown in the
screenshot below.
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Processes

From the perspective of the Windows operating system an application is composed of one or
more processes. Thus, we can say a process is an executing program'®’. Moreover, every process
provides the resources needed for the application to run. In order to support that a process in
Windows has: a virtual memory address space, executable code, open handle table, unique
identifier (PID), environment variables, priority, access token and more attributes'*.

Overall, for creating new processes under Windows we can use various Win32 API calls such as:
“CreateProcessA”\“CreateProcessW”'%, “CreateProcessAsUserA”\“CreateProcessAsUserW”!%
and “CreateProcessWithLogonW™'¥,

The function “CreateProcessA”\”’CreateProcessW” creates the new process with the security
context of the calling process. In the case of “CreateProcessAsUserA”\”CreateProcessAsUserW”
we can provide an handle to the token'™ we want to grant the new process created. With
“CreateProcessWithLogonW”, we can provide the username and password for the security
context we want to execute the new process to execute with. For reference implementation I
suggest going over ReactOS’s source code of “NtCreateProcessEx” which calls
“PspCreateProcess™"®’.

Lastly, a process has at least one execution flow which is a thread (aka the main/primary thread)
- more on threads in a separate writeup. Also, I am going to describe the different data structures
used by Windows in order to manage processes in future writeups. An overview of the stages
Windows follows when creating a process is shown in the diagram below'*
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Threads

In general a Windows process” is composed of one or more threads. For the eyes of the
operating system, a thread is the basic unit to which CPU time is allocated. A thread can run any
code of the process, also the same code path can be executed in parallel by different threads'”.
Each thread has its own identifier (TID, which stands for “Thread ID”). Also, every Windows
process has at least one thread - as shown in the screenshot below.

191

Moreover, in order to create a thread within the virtual memory address space of the calling
process we can using the “CreateThread” API call'”. If we want to create a thread in the virtual
address space of a different process we can use “CreateRemoteThread”"”*.

Lastly, each thread has its own stack area (both in user mode and in kernel mode) so each one of
them gets its own execution flow. The default stack size in user-mode is IMB'®. By the way,
TID is also divisible by 4 like PID"°.
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Fiber

Fiber is a unit of execution which is not scheduled by the kernel of Windows, thus it needs to be
scheduled by the application itself. Due to that, each fiber executes in the context of the thread"’
that had scheduled it. A code snippet for using fibers as shown in the image below'®. Overall,
we can say that fibers are “lightweight threads” of execution. The big difference between them
and OS threads is that they’re cooperatively scheduled as opposed to preemptively scheduled.
This basically means that fibers yield themself (they withdraw their execution) to allow another
fiber to run. Sometimes you can find fibers called: “green threads”, “tasklets”, “coroutines”,
“user-space threads” or “microthreads”'®.

Moreover, in order to use fibers we can leverage the Win32 API. “CreateFiber” allows the
creation of a new fiber for a thread, the number of fibers per process is limited by the virtual
memory*”. We can use “ConvertThreadToFiber” for converting the current thread into a fiber,
which is needed before scheduling other fibers™'. For both of those function there is an extended
version “CreateFiberEx™*" and “ConvertThreadToFiberEx™*®.  Lastly, for scheduling a fiber
we can use the “SwitchToFiber” function®™. To retrieve the data associated with the current fiber
we can use the “GetFiberData” function’”®. When the fiber is not needed anymore just call

“DeleteFiber.

r will not return to the main
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Mailslot

Mailslot is a Windows IPC*" mechanism. It is used for one-way communication between
endpoints. Thus, applications can store data in a mailslot. Those messages can be sent locally or
over the network. The owner of the mailslot can retrieve messages stored in the mailslot*®,

Overall, we can think about a mailslot as a “pseudo file” that resides in memory (when the
mailslot handle is closed that data is deleted). Due to that we can access it using the files API
(like ReadFile/WriteFile/CreateFile). The data stored in a mailslot can be in any format, however
it can be larger than 424 bytes when sent between computers®”.

Moreover, when creating a mailslot (by a mailslot server) its name must be in the following
pattern “\\.\mailslot\[path\][name”. A mailslot client can write messages locally or remotely, when
writing data to a remote mailslot we need to use the following
“WComputerName\mailslot\[path\lname”. There is also a way for accessing every mailslot in a
domain using ‘“\\DomainName\mailslot\[path\lname” or ‘“\\*\mailslot\[path\]name” in the
system’s primary domain®'’.

In addition to that, for creating a mailslot we can use the API function “CreateMailslotA™*!! or
the wide character version of the API “CreateMailslotW”?'? - as shown in the screenshot below
(this is just a toy example, please don’t use it “as is” in production code due to security reasons).

Lastly, the remote capability of mailslots is baked on the SMB (Server Message Block)
protocol*”®. By the way, Microsoft intends to remove the support of remote mailslots*'*.

- (Global Scope) ~ main()
BE#include <Windows.h>
#include <stdio.h>

Bvoid main()

LPCWSTR mailSlotName = TEXT("\\\\.\\mailslot\\troller");
HANDLE handle = CreateMailslot(mailSlotName, ®, MAILSLOT_WAIT_FOREVER, (LPSECURITY_ATTRIBUTES)NULL);
if (INVALID_HANDLE_VALUE == handle)
printf("ERROR: mailslot has not been creadted");
else
printf("INFO: mailslot has been created");

Select—x64\Debug\troller.exe

INFO: mailslot has been created,
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Windows Experience Index (WEI)

Windows Experience Index (WEI) is a scoring mechanism which allows us to understand how
fast our computer is and which hardware shortcomings it has. WEI was first introduced as part of
Windows Vista. The value of WEI can range from 1.0 (worst performance) to 9.9 (highest
performance). It is used by WinSAT (Windows System Assessment Tool), which is based on the
lowest score of : RAM, CPU, graphic chipset (or GPU) and hard disk®".

Overall, for Windows 7 and 8 there was a GUI interface for viewing the WEI score (as part of
the control panel). However, since Windows 10 it was removed, we can still calculate the score
using “winsat.exe”'®. We can also use the WMI (Windows Management Instrumentation) class
“Win32_WinSAT”, which summarizes the information of the recent assessment®'’ - as shown in
the screenshot below*'®,

EN Windows PowerShell

Windows Powershell
Copyright (C) Microsoft Corporation. All rights reserwved.

Try the new cross-platform Power5hell http aka.ms,/pscored

T

PS5 C:'\UsersiyMaheshs>Get-CimInstance Win32_WinSat

PSComputeriame
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File Explorer (previously Windows Explorer)

By using “File Explorer” users can access/manipulate files very quickly - as shown in the
screenshot below. We can open the “File Explorer” using the shortcut “WinKey+E"",

Also, since Windows 10 “Windows Explorer” name was changed to “File Explorer”*®.
Moreover, it is part of the graphical shell which is started when a user logs on to the system -
“explorer.exe”®?!. We can think about it like “/bin/bash” in Linux but in this case it’s a graphical
shell.

Lastly, “Windows Explorer” can be extended (Windows Shell Extensions), this is based on
COM** objects. The shell extensions can be: toolbars, shell extensions handlers or a namespace
extensions which allow certain folders to be displayed differently - check out “%windir%\Fonts”
as an example??,
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NTFS (New Technology File System)

NTFS (New Technology File System) is the primary file system used by Windows
Workstation/Server versions in the last 30 years - as shown in the screenshot below. It was
introduced as part of Windows NT 3.1 (1993) as a proprietary journaling file system by
Microsoft**.

Overall, it provides different features: increased reliability, increased security, support for large
volumes, support for long file names and extended path names and flexible allocation of
capacity, journaling, compression, hardlinks, volume shadow copy, transactions and quotas. I am
going to detail only part of those features, for more information you can read the references®.

Increased security is implemented by NTFS support file/folder permissions in using ACLs**:

both DACLs**" and SACLs*®. Also, there is support for file encryption using EFS (Encrypting
File System) or a part of disk encryption using Bitlocker.

Increased reliability is implemented by NTFS using log file and checkpoint information to
restore consistency. Since Windows Server 2008 there is also a feature called “Self-Healing
NTFS”, which attempts to correct corruptions of the file system online. This is done without the
need for “chkdsk.exe™® Lastly, we can also check out the reference implementation for NTFS
from ReactOS*.
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Atom Table

An “Atom Table” is a system-defined table which is used to store a string that has a specific
identifier. When a program stores a string in an atom table it gets a 16 bit integer number
(“atom”) which can be used to access the string (“atom name”). There is not one atom table®'.
Overall, there are two types of atom tables: “Global Atom Table” and “Local Atom Table”. The
global table is defined for all processes on the system while the local one is private for the
process which created it. By the way, there are two types of atoms: “String/Integer Atoms”**,

In regards to “String Atoms”, they have specific properties. They can’t be longer than 255 bytes
which can be returned within the range “0xCO000-OxFFFF”. Also, the reference count is
incremented when the string is added and decremented when removed. “Integer Atoms” are in
the range of “0x0001-0xBFFF”, they don’t have any reference count or storage limitation®>.

Moreover, we can use different Win32 API calls to manipulate an “Atom String”. In regards of
the global table we can use the following functions to add and find them: “GlobalAddAtomA”
/”GlobalAddAtomW™*** and “GlobalFindAtomA”/”GlobalFindAtomW”**, In regards to the
local table we can use the following functions: “AddAtomA”/”AddAtomW”*¢ and
“FindAtomA”/”FindAtomW”*’. Lastly, we can use the “atom-table-monitor”*® for viewing the
global atom table - as shown in the screenshot below. Also, we can go over a reference
implementation of “Atom Management”™™® and “Executive Atom Functions™**

RCaCtO S . ¢ Atom Table Monitor v1.7 [User Session]

Global Atom Table RWM Atom Table |Atom list | Pattems Counters Testing Options Log
Table

€001 = StdExit —GlobalAtom

€002 = StdNewDocument -GlobalAtom

as part of

€003 = StdOpenDocument --GlobalAtom

€004 = StdEditDocument —GlobalAtom

€005 = StdNewfromTemplate --GlobalAtom

€006 = StdCloseDocument --GlobalAtom

€007 = StdShowltem ~GlobalAtom

€008 = StdDoVerbltem --GlobalAtom

€009 = System ~-GlobalAtom

CO0A = OLEsystem ~-GlobalAtom

C00B = StdDocumentName ~GlobalAtom

C00C = Protocols —GlobalAtom

C00D = Topics —GlobalAtom

COOE = Formats —GlobalAtom

COOF = Status --GlobalAtom

010 = EditEnvitems —GlobalAtom

CO011 = True —GlobalAtom

C012 = False —GlobalAtom

€013 = Change —GlobalAtom

€014 = Save —GlobalAtom

€015 = Close --GlobalAtom

C016 = MSDraw ~GlobalAtom

€017 = CC32Sublassinfo ~GlobalAtom

€018 = UxSublassinfo -~GlobalAtom

C019 = SysSetRedraw --GlobalAtom

CO1A = DIDY_IdHot_Ctrl_SnapDesktop ~-GlobalAtom
€018 = ThemePropScrollBarCti ~GlobalAtom

€01C = Mi iiceProper lobal
C01D = OleDropTargetnterface —GlobalAtom
CO1E = OleDropTargetMarshalHwnd —GlobalAtom
CO1F = OleEndPointID --GlobalAtom

€020 = ClipboardDataObjectinterface —GlobalAtom
co21=cl DataOl lobals

€022 = PROGMAN —GlobalAtom

234 . . H (y / _ Fowi _

35 https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-globalfindatomw
26 https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-addatomw

27 https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-findatomw

8 https://github.com/JordiCorbilla/atom-table-monitor/

29 https://github.com/reactos/reactos/blob/master/sdk/lib/rtl/atom.c

240 https://github.com/reactos/reactos/blob/master/ntoskrnl/ex/atom.c



https://github.com/reactos/reactos/blob/master/ntoskrnl/ex/atom.c
https://github.com/reactos/reactos/blob/master/sdk/lib/rtl/atom.c
https://github.com/JordiCorbilla/atom-table-monitor/
https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-findatomw
https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-addatomw
https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-globalfindatomw
https://learn.microsoft.com/en-us/windows/win32/api/winbase/nf-winbase-globaladdatomw
https://bsodtutorials.wordpress.com/2015/11/11/understanding-atom-tables/
https://www.oreilly.com/library/view/microsoft-windows-2000/0672319330/0672319330_ch23lev1sec1.html
https://learn.microsoft.com/en-us/windows/win32/dataxchg/about-atom-tables

Window Station

“Window Station” contains: clipboard**' , atom table and one or more desktop objects. Also,
each window station is a securable object*** which at creation is associated with the current
session’®” of the calling process.

Moreover, the “interactive window station” is the only window station that can receive input or
display a UI (user interface). This window station is named “WinSta0” - as shown in the
screenshot from Sysinternals’ WinObj below. Thus, when an interactive logon is performed the
display device, mouse and the keyboard are assigned to the window station®*.

In case of a remote connection (using “Remote Desktop Services”), a new session is started for
each user that logs on. Every session contains a collection of “Windows Station”, a clipboard and
more*”. Because of that, each session that is created for a remote connection gets its own
interactive window station named “WinSta0”.

Lastly, we can use the Win32 API call “CreateWindowStationA™*¢ or
“CreateWindowStationW”*’. We can also go over a reference implementation of those functions
as part of ReactOS*®. Also, you can over the kernel part “NtUserCreateWindowStation™*,
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ProgramData Directory

“ProgramData” is a hidden directory (normally “C:\ProgramData”) which holds data that is not
relevant for a specific user only. As opposed to the “Program Files” directory, it can be used by
applications to store data for standard users, but does not require elevated permissions*. There
is also an environment variable pointing to this folder (“echo %ProgramData%").

Thus, it contains data that is shared between users. Of course, using DACLs the access to
folders/files can be limited. On Windows XP there wasn’t any “ProgramData” directory, instead
there was "C:\Documents and Settings\All Users\Application Data”®!. Due to that, if we access
“C:\Users\All Users” we are redirected to “C:\ProgramData” - as shown in the screenshot below.

Lastly, the owner of the directory is SYSTEM. By default, every user/group that is part of the

local administrators group has full control on the folder, while standard users care to read &

execute®.

BN C:\Windows\system32\cmd.exe
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Windows Shares

In general a shared folder on Windows allows users to access resources over the network. In
order for that to work both the client (accessing the share) and the server (the entity which holds
the share) must have the file and print services for Windows enabled. It is important to
understand that we can’t share a specific file, thus if we want to share a file we need to share the
entire directory which contains it*>*.

Moreover, shared folders are accessed using UNC (Universal Naming Convention) paths. The
pattern is as follows: “\\[SERVER]\[SHARE NAME]”. The “[SERVER]” part can be an FQDN
(Fully Qualified Domain Name), NetBIOS name, [Pv4 address or an IPv6 address. By the way,
when accessing a share from a Linux/macOS client we use the “smb://” prefix**.

Lastly, there are different ways to share a directory using the “File Explorer” (“explorer.exe”)
without or with the need of using passwords - aka password protected sharing®®. At the end a
shared folder is a folder hosted on a different Windows machine which we can access remotely.
We can also assign a shared folder to a specific drive letter using “net.exe”® - as shown in the
screenshot below.
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SharedUserData (KUSER_SHARED DATA)

KUSER SHARED DATA is a single page which is mapped in a fixed address both in
user-mode and kernel mode. It is mapped into the address space of every process in order to
provide a quick way to obtain global data (interrupt time, processor extensions, debugger state,
version, etc). The user-mode mapping has read-only permissions while the kernel one has
read+write permissions®’. By the way, it resembles vsyscall/vDSO in Linux in that case.**®

Moreover, the user-mode read-only address for the shared user data in both 64-bit or 32-bit is
“0x7FFE0000”. We can also see that in the source code or ReactOS*” or in the screenshot shown
below. In the case of the read+write kernel address it is “OxFFDF0000 for 32-bit Windows or
“0xFFFFF780'00000000” for 64-bit Windows*® - for security reasons there changes were made
in the kernel definition. Lastly, we can use the “!kuser” extension of WinDBG in order to show
the shared user-mode page”'- as shown in the screenshot below.
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PEB (Process Environment Block)

PEB (Process Environment Block) has been part of the Windows operating system since
Windows 2000. It contains information about a “running” process like: the process name, PID
and loaded modules. The loaded modules are every PE (Portable Executable) file loaded into the
memory address space of the processes - which are the main binary and all the DLLs**.
Moreover, we can access the PEB structure from user-mode, as opposed to EPROCESS that we
can access from kernel-mode only (unless there is some security bug). We can see the
information using a debugger like WinDbg (using the “!peb” command) - as shown in the
screenshot below. By the way, every process has its own PEB*®,

Lastly, I wanted to point out some interesting fields which are part of the PEB.
“IsLongPathAwareProcess”, which states if the process is aware of paths with more than 260
characters. “ImageBaseAddress”, which states the virtual memory address at which the
executable was loaded into memory. “Object Table” which is the handle table of the process®®.
More regarding the other fields in future writeups.
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TEB (Thread Environment Block)

As Windows has the data structure PEB** which is responsible for holding information about

processes®®, there is also TEB (Thread Environment Block) which holds relevant information
about threads®’.

Overall, we can access the TEB structure from user-mode, as opposed to ETHREAD that we can
access from kernel-mode only (unless there is some security bug). So we can state that it holds
the thread’s user-mode representation, which is not used by the kernel*®,

Moreover, there are two data structures for TEB one for x64/64 bit ( TEB64) and for x86/32 bit
(_ TEB32), the same is also relevant for PEB — more about this when talking about WOW64. As
opposed to EPROCESS/ETHREAD which are linked between each other among the entire
system TEB/PEB are not. Thus, we can’t travers all the processes/threads by using
them”®.Lastly, we can see the information using a debugger like WinDbg (using the “!teb”
command) - as shown in the screenshot below.
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Registry

We can say that the “Registry” is a central hierarchical database used by Windows to store
configuration of the operating system/hardware/devices/application/etc (and other types of
information). It is referenced by Windows constantly during normal operation for various tasks.
The registry replaced most of the text-based “*.ini” files that were in used in Windows 3.x and
other files like “config.sys” and “autoexec.bat” in MS-DOS?",

Overall, the registry is composed of hives, that are groups of keys that contain different values.
There are 6  different hives (aka root keys): HKEY CLASSES ROOT,
HKEY CURRENT USER, HKEY LOCAL MACHINE, HKEY USERS,
HKEY CURRENT CONFIG and HKEY PRERFORMANCE DATA*"'.By the way, part of
them are virtual hives - more on that and details about each one of them are part of future
writeups.

Moreover, there is a limit of 64K in size of values of a key. Each value in a key has one of the
following types: binary value (REG BINARY), dword value (REG_DWORD), expandable
string value (REG_EXPAND SZ), multi-string value (REG_MULTI SZ), symbolic link
(REG_LINK), null terminated string (REG_SZ) and more*".

Lastly, we can access the registry (for reading/writing data) using different interfaces/tools like:
the Win32 Registry API*”, “reg.exe” and “regedit.exe” - as shown in the screenshot below.
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App Paths (Application Registration)

Application Registration (aka “App Paths”) is a registry*’* key used Windows in order to provide
a private search path for specific “*.exe”/”*.dll” files. The location of the key is the following:
“HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\"*”>. We also have a
counterpart in “HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\*¢,

Thus, we can say that “App Paths” has two major goals. First, to map an executable name (like
“App.exe”) to the program's fully qualified path. Second, appending information to the PATH
environment variable. It is important to understand that executable registered as a subkey can be
launched using the “start” command in “cmd.exe” even if they are not found using PATH 7.

Overall, “App Paths” is checked as part of the flow of “ShellExecute”\”ShellExecuteEx*’® that
is for finding the current application - as shown in the screenshot below. We can review that in
the reference implementation as part of ReacOS*”.

Lastly, when creating a sub key as part of the application registration we can use one of 6 entries:
“(Default)” (the full path of the application), “DontUseDesktopChangeRouter” (which have to be
used in a case of a debugger to avoid deadlocks), “DropTarget” (the CLSID of an object that
implements IDropTarget), “Path” (string to append to the PATH environment variable),
“SupportedProtocols” (URL protocol schemes for a given key) and “UseUrl” (indicates that your
application can accept a URL)*,
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Shadow Copy

“Shadow Copy” is also known as “Volume Shadow Copy”/”Volume Shadow Copy Service”
(VSS). It is a technology included as part of the Windows operating system. By using it,
users/the OS can create backup copies/snapshots of files/volumes even if they are in use by an
application/the OS. “Shadow Copy” requires an NTFS/ReFS file system. The shadow copies
can be created locally or external (removable media or network) volumes®'.

Overall, “Shadow Copy” is used for managing running volumes and creating snapshots of them
when requested. The provider is a software component that receives the request for creating the
shadow copy and then signals about the upcoming copy, creates it and maintains it until it is not
needed anymore. There are three types of provider: system (which is the default one), hardware
(which works together with an hardware device like a RAID controller) and software that is
implemented as a DLL/kernel device®®.

Moreover, each shadow copy is identified by a GUID (Global Unique Identifier). There is also a
shadow copy set, which is a collection of shadow copies of various volumes all taken at the same
time - it is also identified by a GUID?**. When creating a shadow copy a new device is created in
the pattern of HarddiskVolumeShadowCopy[NUM], where NUM is the index of the snapshot -
you can check it out using Sysinternals’ WinObj tool***.

Lastly, examples of components which are based on “Shadow Copy” are: “Backup and Restore”
(which was deprecated since Windows 8) and “System Restore”. We can use the
“ShadowCopyView” tool by NirSoft™ to view the created snapshots for Windows
Vista/7/8/10/etc. Also, we can use it to browse the older versions of the files, copy them into a
folder on a disk and checkout metadata information about the shadow copy itself - as also shown
in the screenshot below.
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IRQL (Interrupt Request Level)

An IRQL (Interrupt Request Level) basically defines the hardware priority that the CPU operates
on at a specific time. As part of the “Windows Driver Model” a thread running at a low IRQL
can be interrupted by code at a higher IRQL,

Overall, on x86 systems the IRQL ranges is 0-31, while on x64 the IRQL range is 0-15 - as
shown in the tables below”. For example “IRQL 0” means the CPU is running normal user
mode/kernel code, it is aka “PASSIVE LEVEL”. “IRQL 1" means the CPU is running an APC
(Asynchronous Procedure Call)/page fault, it is aka “APC_LEVEL”. “IRQL 2” is used for DPC
(Deferred Procedure Call)/thread scheduling, it is aka “DISPATH_LEVEL*,

Moreover, in case of a multi-processor system each CPU can execute code at a different IRQL.
Thus, using just IRQL for synchronization could be problematic®®. By the way, we can use
WinDBG (while debugging the kernel) to display the IRQL of a specific processor using the
“lirgl” extension®*.

Lastly, IRQL is something that every driver/kernel developer in Windows should consider,
however it is not something that user-mode developers should think about.

IRGLs

x64 1A64
k1] High
30 Powerfail 15 High/Profile High/Profile/Power
29 | Inter-processor interrupt 14 Inter-processor interrupt/Power Inter-processor interrupt
28 Clock 13 Clock Clock
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26 Device i — Hardware interrupts 12 Sync}‘ Sync.h
11 Device n Device n
o s 4 Device 1
2 DPC/dispatch 3 Device 1 Correctable Machine Check
Thread priorities 0-31—] | i) i 2 Dispatch/DPC Dispatch/DPC & Synch
0 Passive 1 APC APC
x86 0 Passive/Low Passive/Low
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Windows Event Logs

Windows event log is a record of events which are stored by the operating system. We can
classify the Windows event logs to 5 categories: “Application Logs” (event logged by
applications), “System Logs” (hardware/driver related events), “Setup Logs” (events that have
occurred during installations), “Security Logs” (security related events like failed/successful
logons and logoffs) and “Forward Events” that defines which events are going to be logged in
other computers in the network®".

Moreover, we can use the “Event Viewer” (“%windir%\System32\eventvwr.msc”) in order to
check out the different Windows event logs. As we can see the 5 categories of logs described
above are not the only logs supported in Windows. They appear under the “Windows Logs”
section while the others appear under “Applications and Services Logs” (where we can see logs
for Powershell, hardware events and more) - both are marked in the screenshot below.

Lastly, the event log files have an “.evtx” extension (until Windows 7 they had “.evt” extension).
By default they are stored in the “%windir%\System32\winevt\Logs” directory. Unlike
traditional Unix logs which are text based (excluding journalctl) the Windows event logs store
events in binary format®?.
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PDB (Program Database) Files

In general, PDB (Program Database) is a file format developed by Microsoft which is used for
storing debug information regarding applications. Those files (usually with “*.pdb” extension)
are created during the compilation process. The information included might contain the
following: symbols, line number of the symbol, original file name and more*”*. Thus, when using
a debugger it can leverage the data as part of the PDB file to locate symbols and correlate them
to the execution state - as shown in the screenshot below taken using WinDbg>*.

Overall, back with 16-bit versions of Visual C++ the debugging information was stored at the
end of the “.exe” (Executable) ”.dll” (Dynamic Link Library) file by the linker. As mentioned
above today the information is stored in a separate PDB file and the binary contains the
name/full path®”.

Moreover, Microsoft’s “Debug Interface Access Software Development Kit” (DIA SDK)
provides access to the debug information stored in PDB files**®. We can also go over a reference
implementation from RactOS which parses information from PDB files®’. Lastly, I recommend

going over the Github repository “microsoft-pdb” which contains information from Microsoft
about the PDB format®”®,
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ADS (Alternate Data Stream)

ADS (Alternate Data Stream) is a feature of NTFS*” that has been included in Windows in
order to provide compatibility with files stored on a Mac file system. By using ADS files that can

contain more than one stream of data (there is at least one), the default one is called
“:$DATA™,

Thus, by leveraging ADS Windows servers can act as file servers for Apple based computers.
With the support for multiple streams a Mac user can copy files form/to a Windows server
without losing any resource information. By the way, there are also archive/backup software who
use ADS to store file revision history®®".

Lastly, by default we accessing a file the mainstream is used as opposed to the other streams -as

shown in the diagram below®”. Also, we can use the “\R” flag of “cmd.exe™® or

“streams.exe”\’streams64.exe” from the Sysinternals Suite**
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NTFS File Links

As part of the NTFS’® file system Microsoft has implemented different types of linking
capabilities (since Windows NT 4.0). This provides users a convenient method for users to
access their data. Over the years those capabilities were improved and now can be used to link
files and/or directories together’®.

Overall, a file link is a file which is used in order to point to a file/directory. The link is
sometimes called as the source and the file/directory pointed to is called sometimes the target of
the link. Links are supported not only on Windows (using NTFS) but also other operating
systems (and their filesystems) like Linux, FreeBSD and macOS*".

Lastly, we have three main links types supported by NTFS: symbolic links, hard links and
junctions - more on each one of them in future writeups. We can create each one of them using
the “mklink.exe” command line utility’® - as shown in the screenshot below.
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NTFS Hard Links

A hard link is one of the file link types®®” supported by NTFS*'°, The goal of a hard link is to
represent another file on the same volume without the need of duplicating the data. We can create
more than one hard link to point to the same file. It is important to know there is not support for
hard links on directories to avoid inconsistencies in parent directory entries - as shown in the

screenshot below?!'!.

Moreover, every change to the content/attributes of the file propagates to all hard links. However,
the directory size/attribute information of the file is only visible only at the link through which
the change was made. When deleting an file\hard link (DeleteFileA\DeleteFileW) the blocks
containing the data of the file will only be deleted after all the hard links\files are removed?'* - as
shown in the screenshot below.

Lastly, for creating an hard link we can use the CreateHardLinkA*®" or CreateHardLinkW?'*
API call. It is important to understand that we can’t point a hard link to a different
partition/network drive. By the way, FAT and older versions of ReFS (until version 3.5) don’t
have support for hard links.
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NTFS Junctions

A junction is one of the file link types®" supported by NTFS*'®. As opposed to “NTFS Hard
Links™'" a junction is a reference to a folder (hard link points to a file). Junctions can be link
directories located on different partitions or volume (only locally on the same computer)*'®.

Moreover, junctions are based on a NTFS feature called “reparse points” (introduced in NTFS
3.0 and shipped with Windows 2000). By the way, sometimes junctions are referred to as “soft
links”, which is different from a “Symbolic Link™"". We can say that junctions act as an alias for
directories, which can be created using the “mklink.exe” utility**.

Lastly, there is no need for admin privileges for creating a junction and it stores the absolute path
of the target, thus issues with relative paths are not relevant’™®. Also, we can use
“NTFSLinksView” from NirSoft for showing a list of all symbolic links and junctions in the
specified folder, and their target paths’*2. Thus, we can use it to see examples for using junctions
as part of the home folders of users (%userprofile%”) - as shown in the screenshot below.

Ul? NTFSLinksView: %userprofile% - O X
File Edit View Help

@2 e A A

Subfolders depth: None v [[]5can inside symbolic links Search hard links
| Yeuserprofile %| I ‘ [ G
Name Full Path Type Target Path
Application Data C:\Users pplication Data Junction C:\Users' ppData\Roaming

Cookies C:\Users Cookies Junction C:\Users\ AppData\Local\Microsoft\Windows\INetCookies
Local Settings C:\Users Local Settings Junction C:\Users' AppData\Local
My Documents C:\Users My Documents Junction C:\Users\ Documents

NetHood C\Users NetHood Junction C:\Users' AppData\Roaming\Microsoft\Windows\Network Shortcuts
PrintHood C:\Users \PrintHood Junction C:\Users' \AppData\Roaming\Microsoft\Windows\Printer Shortcuts
Recent C:\Users Recent Junction C:\Users' AppData\Roaming\Microsoft\Windows\Recent

SendTo C:\Users SendTo Junction C:\Users' AppData\Roaming\Microsoft\Windows\SendTo

Start Menu CAUsers Start Menu Junction C:\Users\ AppData\Roaming\Micresoft\Windows\Start Menu
Templates C:\Users Templates Junction C:\Users' AppData\Roaming\Microsoft\Windows\Templates
< >
10 Links, 1 Selected NirSoft Freeware. https:/iwww.nirsoft.net
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NTFS Symbolic Links (symlinks)

A symbolic link (aka symlink) is one of the file link types®* supported by NTFS***. As opposed
to “NTFS Hard Links™** and “NTFS Junctions™** symbolic links can point both to files and
folder which are local to the computer or remote®?’
using SMB paths.

. Remote network locations are specified

Overall, symbolic links were introduced in Windows Vista/Server 2008. A symbolic link can be
pointed to a target based on an absolute path or a relative path (as opposed to hard links/junctions
which support only absolute paths). In order to create a symbolic link we can use the API
function “CreateSymbolicLinkA”/’CreateSymbolicLinkW” or the command line utility
“mklink.exe* - as shown in the screenshot below.

Lastly, since Windows 10 (insiders build 14972) symlinks can be created without the need for
admin privileges. This is done by leveraging the
“SYMBOLIC LINK FLAG ALLOW_UNPRIVILEGED CREATE” flag when using the API
for creating a symlink. For “mklink.exe” to work without the need for admin privileges we
should enable the “Developer Mode” feature®”.
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mklink (Make Link)

“mklink” is a builtin command of “cmd.exe™*" which is used for creating different types of
links. Using it we can create a directory junction®', hard link**? or soft/symbolic link***.

Lastly, we can go over a reference implementation of “mklink” from ReactOS***. We can see the
supported argument by “mklink™ in the screenshot below?*’.

] Command Prompt = =

Microsoft Windows [Uersion 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reseruved.

C:\Users\James>mklink
Creates a symbelic link.

MKLINK [[/D] | [/H] | [/J]] Link Target

Creates a directory symbolic link. Default is a file
symbolic link.

Creates a hard link instead of a symbolic link.
Creates a Directory Junction.

specifies the new symbolic link name.
specifies the path (relative or absolute) that the new link
refers to.

C:\Users\James>
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Pipes (Interprocess Communication)

In general pipes are an IPC (Inter-processes Communication) mechanism®*°. On Windows it is
based on a section of shared memory. The process which created the pipe is called the “pipe
server”, while the process that connects to the pipe is called “pipe client”. By the way, one
process is writing to the pipe while the second process is reading from the pipe*’.

Overall, we have two types of pipes which are supported in Windows: “Anonymous Pipes” and
“Named Pipes”. The first has less overhead but also has limited functionality - more on each type
in future writeups. In general, pipes can also be one way or two-way (duplex) which is also
based on the type of the pipe**®.

Lastly, due to their rich functionality most of the time someone speaking about pipes they are
probably talking about “Named Pipes”. “Anonymous Pipes” are mostly used for child-parent
communication. A simple example for an “Anonymous Pipe” is running “tasklist | findstr /i
cmd.exe™*. There is no easy\builtin way to sniff pipe communication, however we use 10
Ninja’s “Pipe Monitor” for that - as shown in the screenshot below*.

10 Ninja - 0 %

Eile Edit View Session Help

M-EG-2-H-B2-QA 3 2 -
M B = | QLU B H-
Fiter: Process + [“ot* Vv &
B wers mon Information 8 x
| Session started Property Value
< Capture started with filter * © Pine monitor
Client file opened P
File name: \ Session time 00:01:22
File ID: @xFFFFBS@FF7413350 TX total bytes 2,708
Process: \Device\HarddiskVolume7\Program Files (x86)\GitExtensions\GitExtensions.exe TX throughput 0
_ PID: __12560 RX total bytes 2639
4.909 @ Server file opened R throughpid y
File name: (unnamed)
File ID: @xFFFFBS@FF74134E0 Throughput calcuiator
Process:  \Device\Harddiskvolume7\Program Files (x86)\GitExtensions\GitExtensions.exe : elect
PID: 12582 total bytes elect
89 & Client file opened Jghput -

2 4.909 & -32 electi
File name: (unnamed) ecksu elec
File ID: @xFFFFBSOFF741209¢ elec
Process:  \Device\HarddiskVolume7\Program Files (x86)\GitExtensions\GitExtensions. exe SUM-16 (jittle-endian elect
] :j'D: 12580 (big-endian) elec
) File ID @xFFFFBS@FF7411BE@: -
72 s Log statistics
> a <& Line count 637
@ 63 74 69 6 Record count 160
19.¢ Q) File ID @xFFFFBS Record file size 13676
49, 4 & 2008 65 72 72 6F 72 3A 2@ 6B 65 79 20 64 6F 65 73 20 error: key does Index file size 2680

{ File 10 oxFFFFBS@FF7413670: File closed
¥ File ID exFFFFBES5@FF741209@: File closed

File
Fils

ame: (unnamed)

@xFFFFBSOFF7413670

Process:  \Device\HarddiskVolume7\Program Files (x86)\GitExtensions\GitExtensions.exe
PID: 12580

server file opened

File name: (unnamed)

File ID:  @xFFFFBS@FF7411BE@

Pro .

\Device\HarddiskVolume7\Program Files (x86)\GitExtensions\GitExtensions.exe
PID: 12580
Client file opened

not contain a se
ction: j..

© 6E 6F 74 20 63 6F 6E 74 61 69 G6E 20 61 20 73 65
@ 63 74 69 6F 6E 3A 20 (4 B5 @A

& server file opened

Capturing

tal byt
RX throughput
¥ Checksum calculator

RC-16 (Modbus
(XMode
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336 https://medium.com/@boutnaru/windows-ipc-inter-process-communication-introduction-434¢9287279b

37 https://learn.microsoft.com/en-us/windows/win32/ipc/pipes
338 https://learn.microsoft.com/en-us/windows/win32/ipc/about-pipes

33 https://csandker.io/2021/01/10/Offensive-Windows-IPC-1-NamedPipes.html
340

https://ioninja.com/plugins/pipe-monitor.html


https://ioninja.com/plugins/pipe-monitor.html
https://csandker.io/2021/01/10/Offensive-Windows-IPC-1-NamedPipes.html#introduction
https://learn.microsoft.com/en-us/windows/win32/ipc/about-pipes
https://learn.microsoft.com/en-us/windows/win32/ipc/pipes
https://medium.com/@boutnaru/windows-ipc-inter-process-communication-introduction-434c9287279b

Anonymous Pipes

An “Anonymous Pipe” is a type of pipe**'. It supports only one-way communication, due to the
fact that it is used mostly for transferring data between parent and child processes. Also,
anonymous pipes are always local and cannot be used to transfer data over the network***.

Overall, in order to create an anonymous pipe we can use the “CreatePipe” API call. The
function returns handles to the read and write ends of the created pipe**. Also, a process can
duplicate an handle to a pipe using the “DuplicateHandle*** API call and send it to a different
process. We can use the “ReadFile”/”WriteFile” API for reading/writing to the pipe. An
anonymous pipe exists until all the handles of the pipe (read/write) have been closed. This can be
done using the “CloseHandle” API*** or when the process terminates

Lastly, the usage of asynchronous (overlapped) read\write operations are not supported by
anonymous pipes, due to that we can’t leverage the usage of “ReadFileEx” and “WriteFileEx”.
Behind the scenes an anonymous pipe is implemented using a named pipe with a unique name.
Thus, we sometimes can pass a handle to an anonymous pipe to a function that requires a handle
to a named pipe - as shown in the screenshot below taken from both Visual Studio and Process
Hacker**.

> (Global Scope) v main()

[®] troller.exe (11304) Properties

General Statistics Performance  Threads  Token Modules Memory

Environment Handles GPU Disk and Network Comment
HANDLE readPipe=NULL, writePipe=NULL;
p ! P H | [“]Hide unnamed handles I
BOOL retsult = CreatePipe(& readPipe. & writePipe. NULL. 0): Type Name Handle
€ readPipe  0x00000000000000a8 - File Unnamed file: \FileSystem\Npfs Oxac
File Unnamed file: \FileSystem\Npfs 0xa8
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Named Pipes

A “Named Pipe” is a type of pipe’*. It supports both one-way or duplex pipe communication
between a pipe server and one/more pipe clients. Also, named pipe provides communication
between two (or more) processes on the same computer or on different computers across the
network>*,

Moreover, named pipes can be protected using a “Security Descriptor’**’. For creating a “Named
Pipe” we can leverage the Win32 “CreateNamedPipeA”/“CreateNamedPipeW” API function®",
by providing a name and different attributes - as shown in the screenshot below. The process
which creates the pipe is called the “Pipe Server”. For accepting connections the “Pipe Server”
uses the “ConnectNamedPipe” Win32 API function®'.

Lastly, the “Pipe Client” connected to a “Named Pipe” using the “CreateFileA”/”CreateFileW”**
function or the “CallNamedPipeA”/’CallNamedPipeW” Win32 API function call***. By the way,
a specific process can be a “Pipe Server”/”’Pipe Client”/both.

(Global Scope) - main()
<Windows.h>
<stdio.h>

main()

HANDLE pipe = CreateNamedPipeW(L"™\\\\.\\pipe\\troller", PIPE_ACCESS_DUPLEX | FILE_FLAG_OVERLAPPED, PIPE_TYPE_BYTE, 1, 1, 1, 0, NULL);

2 Process Explorer - Sysinternals: www.sysinternals.com
File Options View Process Find Users Handle

ACcom:exX & |

Process | PID| cPU|WaiKing Set
[ troller.exe ‘ 2984 K

Il Handles DlLs W Threads

Type Name

File \Device\ConDrv
File \Device\ConDrv
File \Device\ConDrv
File \Device\ConDrv
File \Device\ConDrv
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SEH (Structured Exception Handling)

SEH (Structured Exception Handling) is a Microsoft extension for C\C++ that is used for
handling specific exception code situations (like hardware faults). By leveraging SEH we can
ensure that even in case of errors resources like memory/files are released**. We can see SEH is
how Windows implements “try-except” statements - a code snippet of using SEH is shown in the

screenshot below>> .

Overall, we can think about SEH as Win32 equivalent to Unix signals®®. In contrast to

exceptions in C++, SEH is not typed. All exceptions in the case of SEH share the same data
structure: an exception code (the cause), information on what code faulted and the content of the
CPU registers held at the time of the fault™’.

Thus, we can retrieve a code that identifies the type of exception that occurs using the
“GetExceptionCode” macro®®. For retrieving a description of an exception and information
about the computer state that exists for the thread when the exception occurs we can use the
“GetExceptionInformation” macro®’

360

Lastly, SEH is supported not only in user-mode of Windows but also in kernel mode . We can

see examples of using SEH in the source code of ReactOS*'. Also, we can see SEH used in
user-mode open source code from Microsoft*®*,

_try {

vy

// guarded code

__except ( /* filter expression */ ) {

// termination code
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%windir%\Fonts (Fonts Directory)

In general, fonts are stored as files. In the case of the Windows operating system, fonts are stored
in “%windir%\Fonts” (like “C:\Windows\Fonts™) - as shown below. Thus, we can install fonts
just by dragging font files into that specific folder. We can also access that from “Control
Panel-> Fonts” or “Control Panel-> Appearance and Personalization-> Fonts™3%.

Overall, we can also see (from the screenshot below) that the appearance of the font directory is
customized. This behavior is managed by “fontext.dll” based on the usage of the
“BD84B380-8CA2-1069-AB1D-08000948F534” CLSID as part of “desktop.ini”. For a
reference implementation of “fontext.dll” we can check out the source code of ReactOS**,

Lastly, by checking the different file types stored on the fonts folder we can identify “*.ttf”,
“* fon” and “*.ttc”. TTF files are based on the “TrueType” specification which was initially
created for macOS and later adapted by Windows*®. TTC files are “TrueType Collections™, this
format can combine multiple font files into one file**. Fon files are based on the PE format
which are used as a Windows font library*®’.

A Fonts - O

’[‘I A > ThisPC > Local Disk (C:) > Windows > Fonts I v U  Search Fonts

Control Panel H - N -
ontrotranetome I Preview, delete, or show and hide the fonts installed on your computer I

Font settings
Organize ~ = - @

Get more font information

. 1 .
online A“g ytbj AD g 1“'g A Dg
Adijust ClearType text T =
Find a character Bernard MT Blackadder ITC Bodoni MT Bodoni MT Book Antiqua
Download fonts for all Condensed Regular Poster
languages Compressed
9 Light

Abg - * Aby  Abg Abg

Bookman Old Bookshelf Bradley Hand ITC Britannic Bold Broadway
Style Symbol 7 Regular Regular
See also Regular v
Text Services and Input Il items State: ]

Language
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Affinity (aka Affinity Mask)

The goal of a “Affinity” (aka “Affinity Mask”) is to force Windows to schedule/use specific
processors (logical processors to be precise) in order to execute threads of a specific process. By
default, Windows puts the thread/s of an application on the least-busy processor. Thus, probably
the only reason of setting an application to a single processor is in the case it does not work
correctly when running on a multiprocessor system*®®.

Overall, we can set the “Affinity Mask™ for all the threads of a specified process using the “Task
Manager” (taskmgr.exe) - as shown in the screenshot below. We can go over a reference
implementation of this feature as part of RactOS, which is a free Windows-compatible Operating
System®®”

Lastly, an “Affinity Mask” can be configured not only per process but also on a per thread basis.
The first one can be done using the Windows API function “SetProcessAffinityMask™™. The
second one can be done using the Windows API function “SetThreadAffinityMask™”'. By the
way, the “Affinity Mask™ is a bit vector which represents a logical processor that a specific
thread can be allowed to run on (in case of a process mask all threads of the process are allowed
to run on the logical processor).

=l Task Manager
File Options View

Processes Performance App history Processor affinity %

[

Name PID Which processors are allowed to run "svchost.exe"?

s End task

sy <All Processors>
= End process tree CPU O
- Provide feedback CPU 1
5
e Set priority >

l [cru2

s Set affinity
sy Analyze wait chain

s Debug
s, UAC virtualization
[LEE

Create dump file

s Open file location

s Search online

s Properties

L L I e e L = ) e L e i

By Go to service(s)
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AppIDSvc (Application Identity Service)

AppIDSvc (Application Identity Service) is a Windows service hosted by “svchost.exe’’. The
description of the service states it is used for determining and verifying the identity of an
application. Thus, if we disable this service it will prevent AppLocker’” from being enforced.

Moreover, the service is launched using the access permissions of the “Local Service” user’’
Also, the process of the service is defined with the protection level of
“PsProtectedSignerWindows-Light”, this is also known as “Protected Process Light” (PPL). It is
important to understand that the actual protection level is a combination of “Type” and
“Signer™",

Lastly, the “Application Identity Service” is dependent on: RPC (“Remote Procedure Call),
“Cryptographic Services” (think about verifying digital signatures of executables) and the
“AppID Driver” (%windir%)\system32\drivers\appid.sys), which itself is dependent on “FltMgr”
(Yowindir%\system32\drivers\fltmgr.sys) - as shown in the screenshot below. The user-mode part
of the service is implemented as part of “%windir%\System32\appidsvc.dll”, which is digitally
signed by Microsoft.

IAppIication Identity Proper‘[ieskLocal Computer) X

General LogOn Recovery Dependencies

Some services depend on other services, system drivers or load order groups.
If a system component is stopped, or is not running properly, dependent
services can be affected

Application Identity

This service depends on the following system components:

= =4 ApplD Driver
o
+-4Gh Cryptographic Services
#-1G), Remote Procedure Call (RPC)

The following system components depend on this service:
+ g Smartlocker Filter Driver
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IRP (/0 Request Packet)

On Windows most of the requests which are sent to device drivers are packaged as an IRQ (I/O
Request Packet) - as shown in the diagram below’’®. An IRP is sent to a driver by a system
component/driver by using the “loCallDriver” macro that gets two parameters: pointer to a
“DEVICE_OBJECT” and a pointer to IRP*".

Overall, there are three most common types of IRPs. Write requests, which pass data to a driver
so it can be written to a device. Read request, which passes a buffer to a driver so it can be filled
with data from the device. Device I/O control (ioctl), which is used to communicate with drivers
for any purpose which is not read/write’®.

Lastly, an IRP contains mainly details such as: the caller, parameters, state and more’”. Every
driver’s 1/O stack location (IO _STACK LOCATION) contains a major function code
(IRP_MJ XXX). By using the specific code the driver/device knows which operations it needs
to do regarding the IRP. Thus, each kernel driver must set the dispatch routines for the major
function codes that it needs to provide**’ - more on that in future writeups.

‘ /—Suhsyslem
CD return handle open O
and/or (file object) ...*
/ NT STATUS request”
kernel mode x look up object name
Object
| " | Manager
I m Servi
/O System Se ces/< check access rights

user mode

@ locate ...

1/0 Manager file object ..

IRP

RP |

1O stack |_

@ . location
free O stack |
location

call appropriate /’

" drivers with IRP

“.. carry out
requested
operation
device driver )~

complete operation, mass-storage devices

copy IO Status  patyrn IRP with
to subsystem 11O Status

address space
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AD (Active Directory)

AD (Active Directory) is an hierarchical database which is used for storing information about
different objects on the network (users, computer, printers, shares and more). AD is composed of
“schema” (defines the classes of objects and attributes stored by them), “global catalog”
(contains a subset of attributes of every object in the directory), “query and index mechanism”
and a “replication service” for distributing the data across the network®®'. Probably the most
command UI for managing AD is the “Active Directory Users and Computers” snap-in (das.msc)
- as shown in the screenshot below™®2,

Overall, AD provides a security boundary and is used to federate authentication (aka “domain
authentication” vs local SAM based) and policy enforcement. The AD database is stored on a
DC (Domain Controller) inside the “ntds.dit” file - more on that in future writeups. By the way ,
there are multiple best practices (patching, monitoring, recovery plans and more) for security AD
as part of Microsoft’s documentation®®*.

Lastly, due to the fact the AD database is stored on DCs we can access it remotely using the
LDAP (Lightweight Directory Access Protocol) over TCP port 389 or 636 in case of LDAPS
(LDAP over SSL). LDAP supports an interface of queries in order to ask the directory service
for data*®* - more on that in future writeups.

_ Active Directory Users and Computers - [m] X
File Action View Help
e @ 4 0|XEE: HEBTRiETYER
] Active Directory Users and Com|| Name Type Description A
- S:VEd QU?FIES 'EEAllowed RO... Security Group.. Membersin this group c...
M t_ e;cme.tot J_‘BCert Publish... Security Group... Members of this group ...
2 Accounts %Cloneable D... Security Group.. Members of this group t...

S| AD Management @ Defaulth. u A "
37 Branch Offices 9 Def éu cco.. User ] userac:rounrmanage..‘
'EB Denied ROD... Security Group... Members in this group c...

_| Builtin

Computers éEDnsAdmins Security Greup... DNS Administrators Gro...
:_ Disabled éB DnsUpdateP... Security Group... DNS clients who are per...
=" Domain Controllers iBDnmain Ad.. Security Group... Designated administrato...

| ForeignSecurityPrincipal| &% Domain Co... Security Group... All workstations and ser...
3| Groups L‘BDumain Con... Security Group... All domain controllers i...
| Managed Service Accour %Dnmain Gue... Security Group... All domain guests

o] Servers &,Dcmain Users Security Group... All domain users
2 Service Accounts J_‘B Enterprise A... Security Group... Designated administrato...
| Users &,Enterprise K... Security Group... Members of this group ...
2| Workstations %Enterpr\se R... Security Group.. Members of this group ...
< > g Group Polic... Security Group... Membersin this groupc.. w
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AAD (Azure Active Directory)

AAD (Azure Active Directory) is a cloud directory and authentication service. It is leveraged by
“Office 365 and “Azure” for account/groups/role management. AAZ can act as an IdP (Identity
Provider) and supports federation (like SAML and more). As of 2023 AAD is deployed in over
30 datacenters around the world leveraging “Azure Availability Zones” present™,

Overall, AAZ is not a cloud version of AD**. For example AAZ does not support NTLM and/or
kerberos authentication methods and uses cloud based authentication mechanisms (like OAuth2,
WS-Security and SAML). Also, LDAP is not used and REST (Representational State Transfer)
API is used instead for communicating with web services. AAZ can provide mobile device
management with Microsoft Intune while AD does not support mobile devices®®

Lastly, for managing AAD we can use the “Microsoft Azure Portal” - as shown in the screenshot
below’®. By the way, on 2023 the name of “Azure Active Directory” was changed to “Microsoft
Entra ID*

Microsoft Azure O search resources, services, and docs 5] § 9] ? m&g&mﬁﬁy& [
« Home > mralexsmithoutlook (Default Directory) - Overview
- create a resource J mralexsmlthoutlcok (Default Directory) - Overview Documentation &2 X
# Home
o « & switch directory [ Delete directory

[E] Dashboard S
= O overview -
= Al services mralexsmithoutlook onmicrosoft.com

LT mralexsmithoutlook (Default Directory)

AP Services Azure AD Free

> Function App Sign-ins Your role

B QL databases Global administrator

More infa @
&7 Azure Cosmos DB Organizational relationships
7 - data, your organization needs Azure AD Find
2 virtual machines i Roles and administrators
| T P2 U v
¥ Load balancers % Enterprise applications
Search
[ Storage accounts B Devices
tual networks £ App registrations Azure AD Connect sync
=5 i Status Not enabled
» Azure Active Dwectnry g B App registrations (Legacy) What's new in Azure AD Last sync sync has never run
nitor @) Identity Governance Stay up to date with the latest release notes and blog posts.
Create
@ Advisor £ ppplication prexy 30 entries since March 20, 2019. View archive & User
) security Center v 4 Licenses ~ Guest user e
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Run (Registry Key)

The registry has two relevant locations for the “Run” key™. Those are:
“HKEY LOCAL_ MACHINE\Software\Microsoft\Windows\CurrentVersion\Run” and
“HKEY CURRENT_ USER\Software\Microsoft\Windows\CurrentVersion\Run”. The  run
registry key 1is used for configuring a list of programs\applications to execute when the user logs
on.

Overall, each data value (as part of the run key) is the command line to execute (can also include
arguments) and it is limited to 260 characters - as shown in the screenshot below. In case
multiple programs\applications are registered the order of execution is indeterminate®".

Lastly, entries as part of the “HKEY LOCAL MACHINE” run key will execute every time any
user logs in to the system. On the other hand, entries part of the “HKEY CURRENT USER”

run key are executed every time a specific user logs to the system®”

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Name Type Data
ab|(Default) REG S7 {value not set)
3"I_M_icrosoftEdgeAutoLaunch_... REG_SZ "C:\Program Files (x86)\Microsoft\Edge\Application...

REG SZ "C:\Program Files\Microsoft OneDrive\OneDrive.ex...
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RunOnce (Registry Key)

The registry has two relevant locations for the “RunOnce” key’”.  Those are:
“HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce” and
“HKEY CURRENT_ USER\Software\Microsoft\Windows\CurrentVersion\RunOnce”. The run
registry key 1is used for configuring a list of programs\applications to execute when the user logs
on - as shown in the screenshot below**.

Overall, each data value (as part of the run key) is the command line to execute (can also include
arguments) and it is limited to 260 characters - as shown in the screenshot below. In case
multiple programs\applications are registered the order of execution is indeterminate®”.

Lastly, entries as part of the “HKEY LOCAL MACHINE” run key will execute once (the
registry value will be deleted prior to the command line being run) for the first user (any user)
that logs in to the system. On the other hand, entries part of the “HKEY CURRENT USER”
run key are executed once when a specific user logs to the system. Also, because the command
can fail to run (and won’t run again) we can prefix the registry’s value name with “!” which

ensures the command is run successfully**.

33 https://medium.com/@boutnaru/the-windows-concept-journey-registry-0767e79387a9
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Remote Assistant

The Windows operating system provides a feature called “Remote Assistant” that can be used for
requesting assistance from another Windows user over the Internet. The request is done by
creating an encrypted invitation file and a password. The invitation is sent to a trusted party
which uses that for connection and temporarily controlling the remote computer (in order to
provide some kind of support). The controlled computer must have “Remote Assistance” and
“Remote Desktop Connections” enabled®”’.

Overall, “Remote Assistant” has been supported since Windows XP. The relevant registry**®
settings are located at
“HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Remote  Assistance”. In
order to enable remote assistant we should set “fAllowFullControl* and “fAllowToGetHelp” to

the value “173%,

Lastly, for security reasons we can set the maximum amount of time an invitation can remain
open. Also, we can require that only computers using Windows Vista and later can use the
invitation we create - as shown in the screenshot below. By the way, we can get to those
configurations from the UI in the following manner: “Wint+Pause (Break)”’->"Remote

: 25400
Settings™™™.
Computer Name Hardware Advanced System Protectm

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Assistance Settings X

‘You can set limits for the use of Remote Assistance on this computer.

Remote control

Allow this computer to be controlled remotely

Invitations

Set the maximum amount of time invitations can remain open

0 Create invitations that can only be used from computers running
Windows Vista or later
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PCA (Program Compatibility Assistant)

PCA (Program Compatibility Assistant) is a built-in feature of the Windows operating system
which helps running older programs on new versions of Windows. It is implemented as a
Windows service™! called “PcaSvc” - as shown in the screenshot below.

Moreover, the service implementation is based on a DLL (%windir%\System32\pcasve.dll, it is
digitally signed by Microsoft) which is hosted by the “svchost.exe™ - also shown below. The
description of the service states it monitors programs installed and run by the user and detects
known compatibility problems. Also, If this service is stopped, PCA will not function properly.

Lastly, in case an application encounters compatibility issues, “PacSvc” may prompt the user
with suggestions or automatically apply compatibility settings to ensure smooth execution. Thus,
we can have automatic or user-initiated compatibility settings being applied to applications*”. By

the way, the service is executed with the permissions of the “Local System” user*®,

Program Compatibility Assistant Sewicdproper‘ties (Local Computer) X

| General | LogOn Recovery Dependencies

Service name: PcaSve
Display name: Program Compatibility Assistant Service

Description: This service provides support for the Program ~
Compatibility Assistant (PCA). PCA monitors

nraarame inctallad and nin ki tha niear and dataste

Path to executable:
\Windows!\system. ost.exe -k Local lemNetworkRestncted -p

Startup type: Manual b

Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.
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Microsoft Store (formally Windows Store)

Microsoft Store was formerly known as Windows Store, it is a distribution platform created and
managed by Microsoft. It was created in order to be an application marketplace for Windows 8,
allowing the distribution of UWP (Universal Windows Platform) applications. Since Windows
10 (1803) different distribution platforms (“Xbox Store”, “Xbox Video”, “Xbox Music”,
“Windows Phone Store” and “Windows Market Place”) were merged into “Microsoft Store”**.

Moreover, we can think about “Microsoft Store” as an equivalent to Apple’s “App Store” and
“Google Play”. We can access it using the “Microsoft Store” app (as shown in the screenshot
below) or by using the following link: “https://apps.microsoft.com/”. By using the Microsoft

Store we can easily find/install/uninstall applications*®.

Lastly, users can purchase different items from the Microsoft Store. Examples of such items are:

software (like Adobe Photoshop and Microsoft Teams), business applications (like Microsoft

365 and Dynamic 365), games, movies and TV shows, hardware, developer and IT tools*"’.

a Search apps, games, movies, and more L IS N g 2
-4
Apps
[
Gaming
= Best se|||ng games. * () ‘ Included with Game Pa
Download now - o § Octopath Travelg
Entertainment
> See details > See details
¢S
AlHUD
G
What's New
Y
Library Top free apps > '
iTunes Spotify Music
Help
/H\ 28 4 Miueci A A1 4 Niei
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LUID (Locally Unique Identifier)

LUID (Locally Unique Identifier) is a 64bit number which is created as unique until the system
is restarted*®®. LUID is stored using the “struct LUID” structure as part of “ntdef.h™*%.

Overall, we can create a LUID using functions like “AllocateLocallyUniqueld”*. Also, we can
use other functions\macros for handling LUID such as the “RtlConvertLongToLuid” function
which is used for converting a long integer to LUID*'" and “RtlEqualLuid” macro*'2.

Lastly, LUID is used in different places as part of the Windows operating systems. For example
LUID is by logon session IDs*" - as shown in the screenshot below (taken using Sysinteranls’
“logonsessions64.exe”). The abstract WMI class “Win32 LUID” represents a locally unique
identifier. It is defined as part of the “%windir%)\system32\wbem\wmipjobj.mof” MOF file and
implemented as part of “%windir%)\system32\wbem\WMIPJOBJ.d1I”*",

[@] Logon session 96000000 :000003e7:
User name:
Auth package:
Logon type: (none)
Session: e

Sid: $-1-5-18
Logon time:

Logon server:

DNS Domain:

UPN:

408 <//le 1CT (i on- 1 J l 7 /sec O
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Windows Package Manager

In general, we can define a package manager as a set of tools used for
installing/configuring/updating software in an automatic manner*”. Even though we have the
“Microsoft Store”' the “Windows Package Manager” is still very relevant*!”

Overall, the Windows package manager was included as part of Windows 11 and has been added
to Windows 10 through an update to the operating system. By the way, there are also other
package managers for Windows (which are not builtin) such as: Chocolatey, Scoop and
Ninite*'®,

Lastly, the “Windows Package Manager” is controlled using the “winget.exe” utility (more on
that in a future writeup)- as shown in the screenshot below*”’. Thus, we can use it for
searching/viewing/installing commonly used developer tools. It was announced as part of the
“Microsoft Build Developer Conference 20207,

E¥ PowerShell

PS C:\Users\denelon> winget
Windows Package Manager v0.1.41301 Preview
Copyright (c) Microsoft Corporation. All rights reserved.

WinGet command line utility enables installing applications from the command line.

usage: winget [<command>] [<options>]

The following commands are available:
install Installs the given application
show Shows info about an application
source Manage sources of applications
search Find and show basic info of apps
hash Helper to hash installer files
validate Validates a manifest file

|| For more details on a specific command, pass it the help argument. [-?]

The following options are available:
-v,--version Display the version of the tool
--info Display general info of the tool

More help can be found at: https://aka.ms/winget-command-help -

PS C:\Users\denelon> aka.ms/terminal

415 https://learn.microsoft.com/en-us/training/modules/explore-windows-package- -manager-tool/2-explain-purpose-of
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NTUSER.DAT

The NTUSER.DAT contains user account settings and customizations of a specific Windows
user (which can be a local user or a domain user), think about the wallpaper settings as an
example or the preferred keyboard layout. It is created by the operating system the first time a
user logs on the system. The file is located in the user profile directory of the user
“Opuserprofile%\NTUSER.DAT*',

Overall, the file is hidden thus we can see it using the “/a” flag of “dir” which is a builtin
command of cmd.exe*? - as shown in the screenshot below. The “NTUSER.DAT” is basically a
registry hive*” which is loaded to “HKEY USERS” and is pointed to by
“HKEY CURRENT USER” when the user logs on to the system. We can use the
“NTUSER.DAT” file for offline analysis on a non-running system.

Lastly, there are also backups and transaction logs for the “NTUSER.DATA” (also stored in the
%userprofile% directory with extensions like “.log”). The “ntuser.ini” file describes roaming
profiles used in networked environment*'. As with the files of the system’s registry
(“%windir%\system32\config”), both “NTUSER.DAT” and its related files are opened
exclusively by the operating system when the user is logged on.

B TrOLeR — O X
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UsrClass.dat

The “UsrClass.dat” file is located “C:\Users\%username%\AppData\Local\Microsoft\Windows”
(which can be accessed also by “%userprofile%\AppData\Local\Microsoft\Windows”).
“UsrClass.dat” is a registry hive file. Together with the “NTUSER.DAT”** registry hive file it
composes the registry hive of a logged on user (created under HKEY USERS and pointed by
HKEY CURRENT USER).

Moreover, like with “NTUSER.DAT” there are backups\transactions files. By the way, the
“UsrClass.dat” is also a hidden file - as shown in the screenshot below. In case we create a new
local user account and perform a secondary logon using “runas.exe” a “UsrClass.dat™ file is
created. The newly created registry file contains default subkeys like “CLSID” and “Local
Settings”.

Lastly, “UsrClass.dat” contains highly valuable forensics artifacts like “ShellBags”. Those are
records of the user’s view settings and preferences while exploring folders*’.

¥ Administrator: Command Prompt — O X
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Windows Search

“Windows Search” is an operating system service**® - as shown in the screenshot below. Based
on its description it is used for content indexing, property caching, and search results for files,
e-mail, and other content. The service name is “WSearch” and the executable of the service is
located at “%windir%)\system32\SearchIndexer.exe”. Also, the binary is executed while passing
“/Embedding” as a command line argument.

Overall, by default the service is started automatically when the operating system boots up. Also,

the service is executed with the permissions\rights of the “Local System’™?* user.

Lastly, the “Windows Search” service is dependent on the “Background Task Infrastructure
Service” and “Remote Procedure Call” service. Moreover, the “Windows Media Player Network
Sharing Service” and the “Work Folders” service are dependent on the “Windows Search”
service.

I@ Windows Search Provides con.. Running  Automatic (De.. II.

Windows Search Properties (Local Computer) x

General LogOn Recovery Dependencies

Some services depend on other services, system drivers or load order groups.
If a system component is stopped, or is not running properly, dependent
services can be affected.

Windows Search

This service depends on the following system components:

‘.'J‘ B d Tasks Ir Service
E8 1 Remote Procedure Call (RPC)

The following system components depend on this service:

+ »:6% Windows Media Player Network Sharing Service
+-38% Work Folders

-_—_-r—_-—-r-_—r—-—--—-_—r~=> -~~~ >>-=
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Windows Copilot

“Windows Copilot” is a conversational chat interface that lets the user perform different tasks
which includes: searching for specific information, generating text (summaries/email/etc.),
creating images based on prompts, writing code and more. We can access “Copilot” over the
web®? or we can access it from the sidebar in Windows®'. We can also use it from “Bing
Search”/”Bing Mobile App”, the sidebar in the Edge browser, the “Copilot Mobile App” for
Android/iOS or “Microsoft 365 Apps” (if we have a paid subscription).

Overall, Copilot has some distinguishing features from other GenAl (Generative Al) chatbots
such as: image upload, voice input and spoken responses, choice of style, link to sources, choices
of Al models and image generation for free**

Lastly, starting for 2024 a dedicated “Copilot Key” was announced as part of Windows based
keyboards layouts - as shown in the image below*’. In general, is based on OpenAl’s GTP-4
LLM which had been fine tuned ***.
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Windows Copilot Runtime

The goal of “Windows Copilot Runtime” is to provide a way of iterating with the installed
operating system using Al. “Microsoft Research” has created an SLM (Small Language Model)
which can provide many of the same capabilities/features found in a LLM (Large Language
Module). However, the SLM is more compact and efficient which allows it to run locally on
Windows**. We can think about it as a end-to-end Windows ecosystem - as shown in the
diagram below™**.

Overall, the “Windows Copilot Runtime” provides Al backed APIs which are also known as
“Windows Copilot Library”. By using those APIs a developer can run/find/optimize their own
ML (Machine Learning) model. Examples of Al-backed APIs are: Phi Silica, Text Recognition
with OCR, Recall, and Studio Effects*’.

Lastly, there are many examples of using “Windows Copilot Runtime” for integrating Al into
Windows applications. I recommend checking out Microsoft’s “Al on Windows Sample
Gallery”*®. Also, a good read is the FAQs (Frequently Asked Questions) about using Al with
Windows*®. There are also guidelines for responsible development of generative Al apps and
features on Windows*.

Windows Copilot Runtime

Applications + Experiences
Windows Copilot Library + On-device models

Al frameworks + toolchain

Silicon
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WER (Windows Error Reporting)

The goal of WER (“Windows Error Reporting”) is to provide users with the ability to notify
Microsoft in case of such as kernel faults/unresponsive applications/application faults. Microsoft
can use the reports sent for providing customers with troubleshooting information and/or
solutions. Users can enable WER manually or it can be enabled by an administrator using group
policy**!.

Moreover, WER supports five different operation modes. Headless reporting which allows
collecting reports which out interfering the users (this option can only be used with corporate
reporting). Corporate reporting allows sending all data to a file share instead of uploading it to
Microsoft (it can’t be used with internet reporting mode). Internet reporting mode sends all data
to Microsoft. Shared memory reporting is in case the application security context is the same as
the logged on user, thus the error reporting stem can use a block of shared memory for
communication. In case the security context is different a file is used for communication in a
manifest reporting mode**.

Lastly, information regarding the WER error codes, functions, settings, data structures and
enums can be found as part of the Microsoft documentation***. By the way, applications can save
their state/data before exiting due to an unhandled exception or when the application stops
responding. There is also an option of restarting the application***. We can view the reports sent
to Microsoft from the “Control Panel”® in the following location  “System and
Security\Security and Maintenance\Problem Reports™ - as shown in the screenshot below.

¥ Problem Reports - O

= v 4 ¥ « Security and Maintenance > Problem Reports v O | Search Control Pane

Review problem reports

View problem reports that can be reported to Microsoft.

Source Summary D.. Status o)

|57 Desktop Window Manager ~
Desktop Window Manager Stopped working 7/... Report sent

[E7 Host Process for Windows Services (35) ~
Host Process for Windows Services AppxDeploymentFailureBlue 1.. Report sent
Host Process for Windows Services StoreAgentDownloadFailure1 6/... Report sent

More

€ Microsoft Edge ~
Microsoft Edge Stopped working 7/.. Report sent v

Clear all problem reports OK
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Windows Recall

The purpose of “Windows Recall” is to allow users to retrace things that they have done on a
specific Windows system. By using recall the operating system provides an explorable timeline
of the user actions. Thus, we just need to describe how we remember what we want to retrace
and Recall will take us to that point in time- as shown in the screenshot below. This is done by
taking a snapshot (stored locally) every 5 seconds (while the screen content is changed)**.

Moreover, “Windows Recall” has the following minimum system requirements: 8 logical
processors, 16 GB RAM and at least 50 GB of space for enabling recall (256 GB is
recommended). The last requirement is “Copilot + PC”, that is a new class of Windows 11
system that is powered by a turbocharged NPU (neural processing unit) — a computer chip for
Al-intensive processes*’.

Lastly, we can control which applications we exclude from recall (think about banking
apps\websites). Of course it is relevant only for supported browsers (in regards to websites), we
can add such filters in “Windows Settings > Privacy & Security > Recall & Snapshots” and click
on “Add website” or “Add App” defending on what we want to exclude**®. We can access the
recall feature using “WinKey+J” key combination or by a dedicated key if we have it in our
keyboard.

Results

o @Word @ Edge @ Powerpoint (R Outlook  View File Bxplorerresults (3

Text matches >

Bl cee LuD=CBW A& sam o
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Multilingual User Interface (MUI)

Multilingual User Interface (MUI) is a technology that is used for enabling multilingual user
experiences. It is needed to help Microsoft benefit from the growth opportunity in international
markets. As of 2021 more than 91.5% of the world population are non-English speakers. At the
end MUI provides benefits for developers, enterprises and OEMs**’.

Moreover, MUI was introduced as part of Windows 2000. “*.mui” files hold resources that allow
the Windows interface to display different languages. The operating system opens those files
based on instructions given by the user (based on configuration). By doing so we can change
languages without replacing the binaries of the OS*.

Overall, the main fundamental concepts of MUI are: separation of source code from language
specific resources, dynamically loading language-specific resources and building MUI apps*'.
For loading an MRU library we can use “LoadMUILibraryA”** or “LoadMUILibraryW” and it
will be loaded and an handle returned*® - we can see an example in the printscreen below. For

unloading we can use “FreeMUILibrary”**.

Lastly, the format used by MUI files is PE** and they are loaded by executables that support
MUI as shown in the screenshot below. The default OS MUI files are stored in
“Y%windir%\system32” in directories that represent the different languages such as
“en-US”,”en-GB”, “fr-CA” and “fr-FR”.

I3 Process Explorer - Sysinternals: www.sysinternals.com _

File Options View Process Find Users DLL Help

RACom:exX & | || —] | ]

Process | CPU|Virtualized | Private Bytes|[""WorkingSef|  PID| Description |Company Name
[=] " explorer.exe ‘ <001 177,160 K 224364 K 2304 Windows Explorer Microsoft Corporation

Il Handles DlLs [ Threads

Name Description Company Name Path

duser.dll.mui Windows DirectUser Engine Microsoft Corporation C:\Windows\System32\en-US\duser.dll. mui
explorerframe.dl.mui  ExplorerFrame Microsoft Corporation C:\Windows\System32len-US\explorerframe.dil.rui
hcproviders.dll. mui Security and Maintenance Providers  Microsoft Corporation C-Windows\System32\en-US\hcproviders.dil mui
ieframe.dll.mui Internet Browser Microsoft Corporation C:\Windows\System32\en-UStieframe.dll.mui
InputSwitch.dll.mui Microsoft Windows Input Switcher  Microsoft Corporation C:\Wlndows\SystemBZ\en—US\\nputSwwthm
KernelBase.dll.mui Windows NT BASE API Client DLL  Microsoft Corporation C:\Windows\System32\en-US\KernelBase.dll.mui
mpr.dil.mui Multiple Provider Router DLL Microsoft Corporation C:\Windows\System32\en-US\mpr.dil.mui -
mswsock.dll.mui Microsoft Windows Sockets 2.0 Ser... Microsoft Corporation C:\Windows\System32\en-US'\mswsock.dll.mui
NetworkExplorerdil.... Network Explorer Microsoft Corporation C:\Windows\System32\en-US\NetworkEprorer,dlm_ui
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Control Panel

The goal of the “Control Panel” is to help users with configuring system-level features of the
operating system. Examples for those are: system maintenance, security, hardware/software
setup and user account management. When speaking about “Control Panel” we usually mean the
entire Windows control panel feature, while specific control panels are referred by “Control
Panel Items™**° - as shown in the screenshot below.

Overall, the control panel’s items are also called “applets”. Each applet is a “*.CPL” file which is
basically a DLL/PE file that exports the “CPlApplet” function. There are a couple of ways for
registering an “applet”. Placing the “*.CPL” file in the “%windir%\System32” directory. Also,
adding the information (location/name of the CPL file) about the applet in the following subkey:
“HKLM\Software\Microsoft\Windows\CurrentVersion\Control Panel\Cpls™*’.

Lastly, we can also add the CLSID (class identifier, part of Microsoft's “Component Object
Model” aka COM) for the applets in the following location:
“HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ControlPanel\NameSpace\”
48 By the way, the configuration done by applets is mostly relevant for the local machine, as
opposed to MMC snap-ins which are hosted by “mmc.exe”’. Those snap-ins also support
remote management using protocols like MS-RPC.

[Z3 All Control Panel Items - O

/» [EH > Control Panel > All Control Panel ltems v O | Search Control Panel »

Adjust your computer's settings View by:  Small icons ~

27 Administrative Tools (W AutoPlay ¥ Backup and Restore (Windows 7)

& BitLocker Drive Encryption 54 Color Management & Credential Manager

7 Date and Time [rg Default Programs ¥ Device Manager

> Devices and Printers
o File History

€ Internet Options
@ Mouse

% Power Options

9 Region

) Sound

@ Sync Center

[ Troubleshooting

% Windows Mobility Center

@ Ease of Access Center
A Fonts
~ Keyboard
L& Network and Sharing Center

3 Programs and Features

& RemoteApp and Desktop Connectio...

& Speech Recognition
& System

$, User Accounts

@ Work Folders

= File Explorer Options

£ Indexing Options

@ Mail (Microsoft Outlook) (32-bit)
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& Recovery
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¥ Storage Spaces

& Taskbar and Navigation

@ Windows Defender Firewall
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Types of Windows Applications

There are different types of Windows applications, which we can execute on Windows based
devices. Among those types we can find: “Microsoft 365 Applications”, “Power Apps”, “.NET
Applications”, “Windows Applications”, “Web Applications” and “Android Applications™**

Overall, each type has its own advantages and disadvantages and thus specific use cases in which
it is more relevant - an example for that is shown in the table below*'. There are different
deployment mechanisms that can be used. From manual installation to scalable remote
deployment (and even using package managers) - more on that also in future writeups.

Lastly, I believe that everyone that wants to get a better understanding of “how Windows works
under the hood?” should get a good understanding of the different types of Windows

applications.

Feature  WinUI MFC WinForms WPF uwp
XAML
Support Supports Supports native Supports NET = Supports .NET = Supports .NET
desktop and C++ apps apps apps and C++ apps
UWP apps
Usability Can work in Only works in Only works in Only works in Only works in
Win32/desktop Win32/desktop Win32/desktop = Win32/desktop UWP apps
apps and apps apps apps
UWP apps
Category Modern native = Desktop/Win Desktop/Win 32 Desktop/Win 32 UWP apps
Ul platform for 32 apps apps apps
Windows
C++ Compatible Compatible Not compatible = Mot compatible = Compatible with
Compatibility with C++ with C++ with C++ with C++ C++
NET Compatible Not compatible Compatible with | Compatible with Compatible with
Framework with .NET with NET NET .NET NET
Compatibility
Built-in Embodies Does not Does not Does not Has fluent
Fluent fluent design contain modern  contain modemn  contain modern  design controls
Design controls that controls and controls and controls and and styles
Controls and give Windows  styles for styles for styles for
Styles apps a building building building
polished look Windows apps  Windows apps ~ Windows apps
and feel
Built-in Built-in support  No built-in No built-in No built-in Built-in support
Support for  for modern support for support for support for for modern input
Modern Input input such as modern input modern input modern input
touch, pen,

and gamepad
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Windows Homegroup

Basically, a homegroup is a group of PCs on a home network that can share resources between
them (like printers and files). We can protect a home using a password (that we can modify
anytime). After we create/join a homegroup we need to select the libraries we want to share (like
“My Documents” and “My Pictures”). Homegroup has been introduced since Windows 7*2. We
can configure a homegroup on Windows 10 as shown below**

Overall, the homegroup feature has been removed from Windows 10 (Version 1803) . Thus,
“Homegroups” won’t appear as part of the “File Explorer” user interface*® and as part of the
“Control Panel” user interface*® anymore. It is important to know that folders/files/printers that
were previously shared using HomeGroup will continue to be shared. They can be accessed
using “\[PC]\[SharedFolder]™*.

Lastly, although the “HomeGroup” feature is deprecated we can still share printers/files/folders
using other features built into Windows 10 (Version 1803) and above*®’

7UE75d7V
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Task Manager

“Task Manager” is used in order to view/manage current running processes, view system
resources usage, analyze performance and close unresponsive applications by leveraging its user
interface*®. The binary (%windir%\system32\Taskmgr.exe) is digitally signed by Microsoft. By
the way, on 64-bit Windows systems there is also a 32-bit version of the binary located at

“%windir%\SysWOW64\Taskmgr.exe”.

Overall, since Windows 11 22H2 “Task Manager” has a new design based on Fluent UI and
WinUI. Thus, the classic interface was changed to a hamburger menu layout - as shown in the
screenshot below. We can find the different viewing options: “Processes” (limited information
about each running process) , “Performance” (CPU/memory/IO/networking wusage and
performance), “App History” (usage history for UWP applications), “Startup Apps”, “Users”,
“Details” and “Services” on the hamburger menu in the left side of the UI. This has been done to
improve the accessibility in case of touchscreen based devices*®.

Lastly, we can go over a reference implementation of “takmgr.exe” as part of ReactOS*”°. Also,
there are different ways to open “Task Manager” such as (but not limited to):
“CTRLAShift+ESC”, “CTRL+ALT+DELETE”-> “Task Manager” and “WinKey+X”->"Task

Manager”*”'. By the way, based on the command line arguments passed to “taskmgr.exe” we can

identify the way in which it was launched*”.
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ActiveX Controls

ActiveX controls are small applications which can be used by websites for providing contents
such as videos\games. Because those applications can malfunction\damage the system there are
security countermeasures such as : “ActiveX Filtering”, “digital signing” and “stringent default
security settings™”*. Popular Internet Explorer plug-ins like Adobe Flash, Adobe Shockwave,
RealPlayer, Apple QuickTime, and Windows Media Player were implemented using ActiveX
controls*’*

Overall, Microsoft introduced ActiveX in 1996. It is considered as a deprecated technology.
Although ActiveX is not dependent on the Windows operating system most of them run on
Windows and also require a x86 based CPU. OLE 2.0 and COM are predecessors technologies in
regards to ActiveX. Microsoft also developed different software platforms based on ActiveX
such as: ASP (Active Server Pages), Active Scripting, ADO (ActiveX Data Objects) and ASF
(ActiveX Streaming Format) which was renamed to “ Advanced Streaming Format” and later to
“Advanced Systems Format™*">

Lastly, by leveraging Visual C++ we can create an ActiveX using MFC (Microsoft Foundation
Class) or ATL (Active Template Library). Due to the fact ActiveX is a legacy technology there
are different technologies that can replace it like: HTMLS and JavaScript, modern browser
extensions and WebAssembly modules*’®. By the way, ActiveX is even supported as part of
“Microsoft Edge™”’. This is done by leveraging the “Internet Explorer mode™*’®.
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l& VectorDraw Web Sample fo..
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License Manager DLL' from ‘Microsoft Corporation’,
What's the risk?
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Windows PowerShell

PowerShell is a cross-platform task automation solution which includes: a scripting language, a
configuration management framework and a command-line shell. It is important to know that
PowerShell can run on Windows, Linux, and macOS*”. For more information about
announcements, features regarding ‘“PowerShell” we can check out Microsoft’s on demand video
content*.

Overall, “powershell.exe” (Windows PowerShell) is a PE binary located in
“%windir%)\system32\WindowsPowerShell\v1.0\powershell.exe”. On 64-bit versions we also
have a 32-bit version of the binary located at
“%windir%\SysWOW64\WindowsPowerShell\v1.0\powershell.exe”. By the way, the binary is
digitally signed by Microsoft. It is important to know that we can check out the PowerShell
source code in its Github repository*'.

Moreover, when developing code we can use the “PowerShell Module Browser” from Microsoft
in order to search for modules and cmdlets*®*. A cmdlet is a lightweight command that is used in
the PowerShell environment*’. There is also the “PowerShell Gallery” which is a central
repository of PowerShell modules/scripts/DCS resources**.

Lastly, we can think about “powershell.exe” as a more mature replacement for “cmd.exe™**.
This is due to the fact we can do anything supported in “cmd.exe” with “powershell.exe” and
much more than that. One of the biggest benefits of PowerShell is the fact cmdlets can return as
a return value an object and not just a string - as shown in the screenshot below (we call the kill
method of the return object).

B Windows Powershell - u] X
windows Po

Wind werShe
Copyright (C) Microsoft corporation. A1l rights reserved.

ITry the new cross-platform Powershell https://aka.ms/pscore6

PS C:\Users > cd \ .
PS C:\> Get-Process mspaint

Handles NPM(K) PM(K) ws(K) cpu(s) Id SI ProcessName
14936 36172 0.38 12976 2 mspaint

PS C:\> Get-Process mspaint | kill
PS C:\> Get-Process mspaint

Ps c:\> Get-Process | gm

TypeName: System.Diagnostics.Process
MemberType pefinition

AliasProperty Hand = Handlecount
A'I1as}=roper'ty Name ProcessName
AliasProperty NPM = NonpagedSystemMemorysize64
AliasProperty PM = PagedMemorysize64
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WSL (Windows Subsystem for Linux)

WSL (Windows Subsystem for Linux) is a feature that is part of the Windows operating system.
It can be used for running a Linux environment on top of Windows, this is done without having
to run a separate virtual machine by our own and/or dual boot. By leveraging WSL developers
can have shameless experience when working with Linux and Windows together**,

Overall, using WSL we can perform different Linux related tasks such as: installing various
Linux distributions (like Ubuntu, Kali and more), storing files in an isolated Linux filesystems of
the installed distributions, running Linux command line utilities (like bash, grep, awk and more),
running other arbitrary ELF-64 binaries and more*’ - as shown in the screenshot below*®.

Lastly, for reporting issues found on WSL and/or for discussions surrounding WSL we can check
WSL’s GitHub repo*™. It is important to know there are two versions of WSL (WSL1 and
WSL2) which are based on different architectures - more on those in future writeups. WSL is a
replacement of the “Windows Service for Unix” which was deprecated with the release of
Windows 8.1%.
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WSL1 (Windows Subsystem for Linux version 1)

“WSL 17 is the original version of WSL (Windows Subsystem for Linux) that is used for
running a Linux based environment on top of the Windows operating system®'. It was released
in August 2016 in order to act as a compatibility layer for executing ELF (Executable and
Linkable Format) files by implementing Linux syscalls*** as part of the Windows kernel. Not all
the Linux binaries are compatible due to the fact not all syscalls were implemented in WSL1*-.

Overall, the architecture of WSL1 is completely different from the architecture of WSL2 (more
on that in a future writeup). WSLI1 is primarily composed of: a user mode session manager
(which manages the Linux instance life cycle), a Pico provider driver (Ixss.sys/lxcore.sys) which
emulate a Linux kernel by translating Linux syscalls and a Pico process that host the unmodified
user mode Linux like “/bin/bash™** - as shown in the diagram below.

Lastly, WSL1 does not provide a full Linux kernel and/or a full system call support. By the way,
WSL2 is the successor of WSL1 which has a different architecture including an integration with
the Linux kernel, increased 10 performance and more*”,
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WSL2 (Windows Subsystem for Linux version 2)

“WSL 2” (Windows Subsystem for Linux) is the successor version of “WSL 17*°, which is
based on a totally different architecture. WSL 2 leverages virtualization in order to run a Linux
kernel as part of a lightweight VM (Virtual Machine). Linux distributions run as an isolated
container within the WSL 2 managed VM. The Linux distributions executed under WSL 2 share
the same network namespace, device tree, CPU, kernel, memory, swap and the “init” binary.
However, they have their own pid namespace, mount namespace, user namespace, cgroup
namespace and “init” processes*’’.

Overall, WSL 2 was introduced in the middle of 2019. It offers 100% API compatibility with
Linux. Thus, we can also execute native Linux GUI applications (X and Wayland). It is
important to know that the lightweight utility VM has been optimized to load the Linux kernel
into the VM’s address space without any boot process. Also, the WSL 2 image files are basically
tar files. The architecture of WSL 2 is described in the diagram below*”®.

Lastly, the distributions that are supported by WSL 2 without any need for customizations are:
Ubuntu, Debian, OpenSUSE, SUSE Enterprise Linux, Kali Linux, Fedora and Pengwin. There
are also Linux distributions that can be customized manually to run under WSL 2 like:
ArchWSL, AlpineWSL, acme-wsl, miniwsl and more*”.

User Space
Lighweight VM
WSL 2
+—————— »
Windows Kernel
Linux Kernel
R
1§ I
Hypervisor
Hardware
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Windows on ARM

Although traditionally Windows runs on systems based on x86/x64 CPUs today it can also run
on ARM based computers. We can think about ARM as a SoC (System on Chip) which can
include different features such as: CPU, GPU, Wifi and even an NPU (Neural Processor Unit)
that accelerates AT workloads (like leveraged by “Copilot PC+). Windows 10 can execute
unmodified x86 applications on ARM devices and Windows 11 supports running unmodified
x64 applications on ARM devices. Of course for better performance it suggested to execute
native applications compiled specifically to ARM>®,

Overall, we can also run workloads on AKS (Azure Kubernetes Service) and on VMs which are
ARM based as part of the Azure cloud®®. There is also official support for ARM development
since Windows 10 using “Visual Studio™* - as shown in the screenshot below.

Lastly, there are different laptop manufacturers that provide Windows laptops based on ARM
processors such as: Microsoft (Surface), Samsung, Asus, and HP. Some of the benefits are:
longer battery life and thinner chassis'. There are also tablets and very soon desktops®®.

Modifying — Visual Studio Enterprise 2017 — 15.9.0 Build Debug Team Tools Test Analyze Window Help

Workloads Individual components Language packs Installation locations | - - | Debug ~ xB6 ~ P Local Machine 'l

sots st compren
ARMG4

Visual C++ compilers and libraries for ARM&4

E4 Visual C++ runtime for UWP x64
Visual C++ tools for CMake x86
Windows Universal CRT SDK Configuration Manager...

Windows XP support for C++

Nehuanina and tectina

3% https://learn.microsoft.com/en-us/windows/arm/overview

% https://learn.arm.comy/learning-paths/servers-and-cloud-computing/aks/cluster_deployment/
592 https://blogs.windows.com/windowsdeveloper/2018/11/15/official-support-for-windows- 10-on-arm-development/
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Windows Timeline

The “Windows Timeline” feature was introduced as part of Windows 10 (version 1803). By
using these features a user can checkout current running applications and look back in a timeline
on activities done in the past. Examples of such activities are: opened
applications/documents/images/videos/websites/etc - as shown in the screenshot below™*

Overall, we can access the “Windows Timeline” using “WinKey+Tab” or by clicking the “Task
View” icon located in the task bar. Also, this feature can be used in order to synchronize
activities across different devices™®
History”.

. By the way, this feature is also sometimes called “Activity

Lastly, by default the data is stored in “Windows Timeline” for 3-4 days. In case we logon with a
Microsoft account the data is stored for up to 30 days®®. One of the drawbacks is that we can’t
limit “Windows Timeline” to stop monitoring a specific application as we can do with “Windows
Recall™",

+ New desktop

*| Photos. #9 Get Twitter - Microsoft Store - Mozilla Cyber Security Training | SANS Course.

Earlier Today

M Notepad M Notepad B wordpad

Timeline.txt Timeline.txt.txt project.rtf
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Jump List

A “Jump List” is a list of system-provided menus which is shown when the user performs a
right-click on an application in the taskbar/start menu. By using jump lists we can access quickly
frequent/recently used files (like documents, images and videos) or links in case of browsers™® -
as shown in the screenshot below™®.

Overall, “Jump Lists” are available on the “Start Menu” or using the “Taskbar” while right
clicking on an icon of an application’®. We can enable/disable “Jump Lists” using
“Settings->Personalization->Start->Show recently opened items in Jump List on Start or
taskbar”.

Lastly, we can also customize “Jump List” by leveraging the “JumpList Class™''. Example of
such customizations are: adding tasks to the jump list, creating group of items and more>'2,

Log In < Howtoconnect ~ Windows 10...

@ Log In < Phone Numbers, Customer Ca...

Phone Numbers, Customer Care, Cont...
Compress PNG Images Online
Dashbeoard | Freelancer

Recently
Compress PNG Images Online

@ XML Sitemap

(1) Tweets / Twitter

New window

New incognite window

% https://learn.microsoft.com/en-us/samples/microsoft/windows-universal-samples/jumplist/

3 https://www.howto-connect.com/show-jump-lists-on-start-and-taskbar-in-windows-10/

19 hitps://www.eiu.edu/busofc/support/pdf/JumpLists.pdf
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BITS (Background Intelligent Transfer Service)

BITS (Background intelligent Transfer Service) allows asynchronously transferring files in the
foreground\background while controlling the flow of the transfers to preserve the responsiveness
of other network applications (like leveraging idle network bandwidth). Also, BITS
automatically resumes file transfer in case the transfer is interrupted (think about a disconnect
from the network or when restarting the system). BITS uses the Windows “BranchCache” for
caching®"?

Overall, BITS has been a part of the Windows operating system since “Windows XP”. BITS uses
HTTP/SMB protocols for file transfer. BIT is commonly used with “Windows
Update”\”Microsoft Update”, SCCM (System Center Configuration Manager) and even by
“Windows Defender” to fetch signature updates®®. It is implemented using a “Windows
Service™" called “Background Intelligent Transfer Service” - as shown in the screenshot below.

Lastly, BITS supports three types of transfer jobs: “Download Job”, “Update Job” and
“Update-Reply Job™. The first, is used for downloading files asynchronously in the foreground or
background. The second, is used for uploading files from the client to server. The third, is used
for uploading a file and then receiving a reply file from the server’'®

Background Intelligent Transfer Service Properties (Local Computer) X
General LogOn Recovery Dependencies

Service name:

Display name: Background Intelligent Transfer Service

Description: bandwidth. If the service is disabled, then any A
applications that depend on BITS, such as Windows |,
lndata ar MEN Fvnlarar will ha iinahla tn

Path to executable:
C:\Windows\System32\svchost.exe -k netsves -p

Startup type: Manual -

Service status: Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

! https://en. WlleCdla orﬁ/mkl/B%kvmund Intullmcm Transtu Service
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User Profile

The first time a user logs on to a Windows device a user profile is created. At every subsequent
logon the operating system loads the user’s profile. That profile contains configuration of the
user environment. Overall, there are the following types of user profiles: “Local User Profile”,
“Romain User Profile”, “Mandatory User Profile” and “Temporary User Profile"’
each one of them in future writeups.

- mMore on

Moreover, by default the user profiles are created under the “User” folder on the Windows
system drive (for example “C:\Users”). Each profile has a separate directory whose name is the
%username% (the username of the logged on user). We can use the “%userprofile%”
environment variable to access the folder holding the profile of the current user’'®.

Lastly, the user profile directory contains profile subfolders (that store different
configuration/data on the file system) and a registry hive’'’. This hive is loaded into memory and
later mapped as “HKEY CURRENT USER”. The registry hive 1is stored in the
“NTUSER.DAT?” file, which is marked as hidden - as shown in the screenshot below.

BN cmd (running as [ INNGEGN troller) — O X
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Local User Account

In general, a “Local User Account” is a Windows account which was created on the local device.
This type of account can only logon to a specific device (the local machine) and due to that is
used for managing/securing resources on a specific device or as service users™.

Moreover, the information regarding local user accounts on Windows is stored as part of the
SAM™' (Security Account Manager) which itself is part of the registry. Also, Windows has
default local accounts that are created when the operating system is installed. Examples of such
users are: Administrator, Guest, DefaultAccount, Local System, Network Service, Local
Service®”.

Lastly, we can also list the local users accounts of a specific computer using the “user” argument
of the “net.exe” command line utility - as shown in the screenshot below**.
note that there are also local groups that can be created.

It is important to

BN TrOLleR — O X
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Roaming User Profile

The goal of a “Roaming User Profile” is to provide users their personal data/settings on every
Windows system (or even virtual desktop) that is part of the corporate networks (domain based).
In order for it to work roaming profiles are saved on a network share®** - as shown in the diagram
below**

Overall, when a user logs on the user’s profile is copied from a network share to the local device.
When the user performs a logoff>*°, the updated profile is uploaded to the relevant network share.
This is done to ensure the next time the user logs on the current/correct/updated profile is used.
Thus, what we need to do is to create a network share and modify the user account in the
domain by setting the path to the wuser profile to something like that
“\ServerName\ShareName\%UserName%>*’.

Lastly, in order to avoid the case in which roaming profiles take too much space (which can lead
to long logon\logoff times) we can use “Folder Redirections”. By using folder redirections we
can set directories (like downloads) to the local computer which reduces the size of the profile®®®.

‘n‘nFS1‘nPruIiIE5'uUserHame
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Mandatory User Profile

A “Mandatory User Profile” is a special type of a “Roaming User Profile™*. In case of a
“Mandatory User Profile” when the user makes configuration changes they are not saved when
the user logs off"*

In order to set a “Roaming User Profile” as a “Mandatory User Profile” we just need to rename
the name of the registry hive file “NTUSER.DAT”%' to NTUSER.MAN. Using the “*.man”

extension causes the profile to be read-only™* - as shown in the screenshot below™**.

Lastly, there are two types of a mandatory user profile: “Super-Mandatory User Profile” and
“Normal Mandatory User Profile” - more information about each of those in a future writeup.
Thus, we can sum up that a mandatory user profile is stored on a network share on a server and
that the user cannot modify™*.
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Domain User Account

By using a domain user account we get the full advantage of the administration and security
features provided by “Microsoft Active Directory”. Thus, a domain user account provides the
ability to log on into systems that are part of a MS domain®*. As opposed to a local user account
which is stored locally in the SAM>*®, a domain user account is stored remotely (can be cached
locally) in the AD database as part of a “Domain Controller”.

Overall, for administering domain user accounts we can use both CLI tools and GUI based tools.
Probably the most commonly used GUI tool is “Active Directory and Computers” aka
»338 ytility which is relevant for local
users\group management we just need to add the “/domain” switch to part of the commands - as
shown in the screenshot below™®.

“dsa.msc’Y. In the case of CLI we can use also the “net.exe

Lastly, a domain user account has two name formats: the DN (distinguished name) of the user
object and “"<domain>\<username>">*, where <domain> is the NETBIOS name of the domain
or the FQDN (Fully Qualified Domain Name) of the domain. Also, a user in a domain can have a
UPN (User Principal Name) which we can think of as a username in an email address format:
<username>@<domain>>*',

B Administrator: C\Windows\system32\cmd.exe [E=nE

iC: >net user thinnawutp ~domain
The request will be processed at a domain controller for domain it.group.

m

User name thinnawutp

Full Name Thinnawu Phermpoo

Comment Infrastructure Server support
User’s comment

1,31,2813 8:
3/14-2013 AM
Password changeable 2-1-2013 B8:58:28 AM
i ~d required Ves
y change password Yes

lorkstations allowed All

Logon script

User profile

Home directory

Last logon 3,4-2013 8:34:45 AN

Logon hours allowed All
Local Group Memberships #Developer_Project_WAS=Developer_ _Team_FastHe
ture *IT_RW

*Local_fAdm =Netuork&Infrastructur
Global Group memberships #*#NW_Admin *COMEX_Support
*#Domain Adnins *Regional IT_ALL
#UM_fdministrator =Domain Users
*Deployment_CH
The command completed successfully.

(AN

535 . . @ . I e CONCENT cvoadoactive_direc ~ ~705
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MSA (Microsoft Account)

MSA (Microsoft Account) is an SSO (Single Sign On) account that can be used for accessing
different Microsoft’s services (Bing, Outlook.com, Microsoft Azure and more), devices running
the Windows OS (Windows 8 and later\Windows Server 2012 and later) and other software
created by Microsoft (Visual Studio, Skype, Windows Movie Maker and more). It was
previously named “Microsoft Passport”, “ NET Passport” and “Windows Live ID”%*,

Overall, in order to create an MSA we can use an existing email and/or sign up for a Microsoft
email. address. The usage of MSA can also be leveraged by organizations by allowing: the
download of Microsoft store apps (those which the enterprise wants to distribute), allow for
personalized settings across devices, integrated social media services and more™*

Lastly, is it important to understand that even if we use MSA to log on to the system, we can still
leverage local user accounts® as a login option. By the way, the same is also true if we use a
domain account to log on to our system. If an administrator wants he\she can block the usage for
MSA for user authentication using configurations as part of GPO>*.

& Settings

@ Home Your info

| Find a setting pe |

Accounts

1 Email & accounts

@, Sign-in options -
Local Account
Administrator

B Access work or school

A, Family & other users

Windows is better when your settings and files automatically sync. Use a
Microsoft account to easily get all your stuff on all your devices.
Windows backup

Q

Sign in with a Microsoft account instead

42 https://en.wikipedia.org/wiki/Microsoft _account
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Windows PE (Windows Preinstallation Environment)

Windows PE (Preinstallation Environment), also known as WinPE, is a small operating system.
It can be used for installing/deploying/repairing Windows operating systems (desktop/server
editions). Using Windows PE we can perform different tasks such as: recovering data from
unbootable devices, setup hard drives before installing Windows, altering/modifying the
Windows operating system while it is not executing and capturing/applying Windows images**.

Overall, there are versions of Windows PE built from Windows XP and the latest is built from
Windows 11 - as shown in the screenshot below. It was originally created as a preinstall platform
for replacing MS-DOS with the Windows operating system. There is also WinRE (Windows
Recovery Environment) which is based on WinPE that can be used for diagnosing\recovering in
case of serious errors which may prevent Windows from booting successfully**’.

Lastly, we can say that WinPE is a lightweight version of Windows that we can boot using
USB/CD/DVD/Hard disk/PXE (think about it as a Windows LiveCD). Thus, it can be used for
customizing Windows images for large-scale deployment. Today WinPE is part of Windows
ADK (Windows Assessment and Deployment Kit). We can download WinPE directly and freely

from Microsoft’s official website>*®.

346 https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/winpe-intro
47 https://en.wikipedia.org/wiki/Windows Preinstallation Environment
8 https://learn.microsoft.com/en-us/windows-hardware/get-started/adk-install
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Windows RE (Recovery Environment)

Windows RE (Recovery Environment), also known as WinRE, is a small operating system. It can
be used for repairing common cases that cause Windows not to boot. WinPE>* is the base layer
for WinRE which can be customized with additional languages/drivers/components. A
screenshot of WinRE is shown below>’.

Overall, WinRE is the replacement of the “Recovery Console” which was a feature as part of
Windows 2000/Windows XP/Windows Server 2003%'. Thus, WinRE is installed alongside
Windows Vista and later, because of that it is included as part of the installation media together
with the operating system®*2.

Lastly, we can summarize the WinRE’s features as follows: automatic repair, system restore for
case like unbootable operating system. For accessing WinRE we can use different ways: using a
USB recovery media, using the “shutdown /r /0” command, when the computer is turned off we
press and hold the WinKey and press the power button and form the Windows logon screen we
need to click the power button icon & holds the shift key and click restart™,

Choose an option

Continue Turn of

ontinue o Windows 10 @

551
552

https://en. wikipedia.org/wiki/Recovery Console

https://en.wikipedia.org/wiki/Windows Preinstallation Environment
353 https://www.dell.com/support/kbdoc/en-il/000113309/how-to-access-the-windows-recovery-environment-in-windows-10
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Windows ADK (Windows Assessment and
Deployment Kit)

Windows ADK (Windows Assessment and Deployment Kit) is a collection of tools\technologies
created by Microsoft. It is used for deploying Windows OS images to computers and/or virtual
drives in VHD format. Windows ADK was previously called “Windows AIK” (Windows
Automated Installation Kit) which was first introduced alongside “Windows Vista”.

Overall, ADK includes: “Windows Assessment Toolkit” and the “Windows Performance
Toolkit” (assess the quality and performance of systems or components), “Windows PE”,
Sysprep, “Compatibility Administrator”, “Standard User Analyzer” and more™* - as shown in the
screenshot below>

Lastly, based on the above we can deduct that using Windows ADK we can perform different
tasks such as: creating a WinPE deployment engine, cloning system profile from a Windows
WIM image, creating Windows PE-based network boot CD/DVD, creation of unattended setup
system profile and more>*®

¥ Windows Assessment and Deployment Kit - Windows 10

Select the features you want to install
Click a feature name for more information.

Application Compatibiity Tools Application Compatibility Tools

7] Deployment Tools Size: 5.2 M8

/] Windows Preinstallation Environment (Windows PE Tools to help mitigate application compatibility issues,

7] Imaging And Configuratian Designer (ICD) . I
Includes:
7] Configuration Designer

* Compatibility Administrator

] User State Migration Tool (USMT) i A
2 4 * Standard User Analyzer (SUA)

olume Activation Management Tool (VAMT,

+f] Windows Performance Toolkit

Windows Assessment Tooliit |
| Microsoft User Experience Virtualization (UE-V) Tempiate

] Microsoft Application Virtualization (App-V) S

+/| Microsoft Application Virtualization (App-V) Auto Seque

Media eXperience Analyzer

Estimated disk space required: 6.7 GB
Disk space available:

Back ! IEG Install Cancel |
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ICS (Internet Connection Sharing)

Internet Connection Sharing (ICS) is a feature of the Windows operating system that enables a
device with Internet access to act as host\access point to other devices®’. Thus, we can share our
internet connection with other computers on our LAN>*®, We can enable\disable ICS using the
“Control Panel™.

Overall, The specific applet (as part of the control panel) which is used for configuring ICS is
“Network Connections” (ncpa.cpl). In order to get to the ICS configuration we can perform the
following tasks: “Network Connections”->right click on a LAN/Wi-Fi
device->"Properties”->click on the “Sharing” tab->toggle the “Allow other network users to
connect through this computer’s Internet connection” checkbox - as shown below’®. We could
also use “PowerShell” and\or “netsh.exe” for configuring ICS.

Lastly, ICS provides both DHCP (Dynamic Configuration Host Protocol) and NAT (Network
Address Translation) services for the LAN computers. It can also share dial up
(PSTNAISDN\ADSL) , PPoE and VPN connections. Since Windows XP ICS is integrated with
UPnP thus remotely discovered/controlled®®'. The relevant settings for ICS are stored in the

registry®® in the following location:
“HKLM\SOFTWARE\Policies\Microsoft\Windows\Network Connections®®
w Wi-Fi Properties X

Networking Sharing
Intemet Connection Sharing

Allow other network users to connect through this
computer’s Intemet connection

[] Allow other network users to control or disable the

shared Intemet connection

Settings...

cocs
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Microsoft IS (Microsoft Internet Information
Services)

Microsoft IIS (Microsoft Internet Information Services) is a flexible Web server supported by the
Windows operating system>*. IIS supports different protocols such as: HTTP, HTTP/2, HTTP/3,
HTTPS, FTP, FTPS, SMTP and NNTP*®, We can compare IIS to other web services like:
Apache and NGINX>%,

Overall, until IIS 6.0 the HTTP listener was based on the “Windows Socket APT” (Winsock)
implemented in user-mode (for receiving and sending HTTP requests). Since IIS 7 (and later) it
is based on the “%windir%\System32\drivers\http.sys” kernel mode driver. “Http.sys” provides
caching, request queuing, request pre-processing and security filtering™’.

Lastly, until IIS 6 the functionally (administration\configuration, process management and
performance monitoring) was handled by a single Windows service®® called “World Wide Web
Publishing Service”. From IIS 7.0 the functionally had been splitted between that service and
another one called “Windows Process Activation Service”. Both are hosted by “svchost.exe”*
and later can pass the request to the relevant application pool - as shown in the diagram below™.

applicationHost.config

Svchost.exe Application Pool
Windows Activation Service (WAS) e
e
World Wide Web Publishing Service
(WWW Service) 6
User Mode 2 |5
Kemel Mode 7
HTTP Protocol Stack (HTTP.sys)

564
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OneDrive

OneDrive allows keeping files\photos\videos backed up and available across different devices.
We can download the OnDrive application for Windows\Android\iOS\macOS based devices’”'.
It is a file-hosting service which was released in 2017 (under the name “Windows Live Folders”
with the codename of “SkyDrive”). OneDrive can be used also as the storage backend of the web
version of “Microsoft 36572,

Overall, using OneDrive users can collaborate on work files wherever we go’”®. Every user that

has a Microsoft account®™ can access OneDrive. The free tier provides 5GB of storage and can
be upgraded. OneDrive can be used by businesses or for personal usage®”.

Lastly, as every service also OnDrive has benefits and disadvantages. Among the benefits are:
accessing files/documents any time from different devices and reverting to previous versions (up
to 30 days back). Among the disadvantages are: errors in editing (deletion and more) are also
synced and can fill up the storage of a device due to synchronization’’®. By the way, we can also
recover deleted files by leveraging the “One Drive Recycle Bin” - as shown in the screenshot
below. We can do it for 30 days after deletion or 93 if we are signed in using a school/work

account®”’.

£ Emhemyi ¢ 8 (iVG:)

Yawen G W Delete 1 selected X Info
£ My files
D) Recent R
Recycle bin
@ Photos
95 Shared (-] Name Original ... ~  Date deleted | Size v
& sha
| @ Recycle bin |E| [Z]  testpng : OneDrive 0331 PM 316KB
G les.

P Buy storage

Storage

04 GB used of 5 GB

Get the OneDrive apps
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SharePoint

SharePoint is a collection of CMS (Content Management System) and knowledge management
tools that are developed by Microsoft. It was released in 2021 (formally known as “Windows
SharePoint Server” and “Microsoft Office SharePoint Server”. SharePoint can be used as an
on-premises software and/or as part of “Microsoft 3657°7%,

Overall, among the features included by SharePoint we can find: document management (such as
indexing, centralized document repository and enterprise search), media asset management (like
media library, metadata extraction and built-in media players), record management (for example
retention\deletion policy and eDiscovery), web content management (like templeting, page
layouts and web content editor), security (such as access control, encryption, 2FA, versioning
and audit trail) and more®”

Lastly, SharePoint is based on a client-server architecture. Users interact with SharePoint using a
web browser and/or a mobile application®®. OneDrive®' like SharePoint can be used for file
sharing\storage - as shown in the screenshot below>*?. OneDrive is basically a simple document
library as part of SharePoint. SharePoint leverages OneDrive to store files with a SharePoint site.

However, we can use OneDrive without SharePoint™3.
- lestdSite
Home T Upload B Editingridview 2 Sync ) Add shortcut to OneDrive il Export to Excel (® Power Apps £3 Automate

Expenses

Shareiwiitius O Name Modified Modified By Department Add column

@ °EAccounting Misc 102docx & ©  Aboutaminuteago Henry Legge

Notebook ~
Pages

Site contents.

Recycle bin

@ “E_Sales_Meals_749.docx

@5 "€ _Sales_Travel _700.docx A few seconds ago Henry Legge Sales

& Add real-time chat
Add Mic ams
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WIA (Windows Image Acquisition)

WIA (Windows Image Acquisition) is part of Windows since “Windows ME”\“Windows XP”
(WIA 1.0) and used as the still image acquisition platform. Thus, it allows graphics and
imaging applications to talk with hardware components (such as scanners and cameras) - as
shown in the diagram below**.

Overall, as part of “Windows Vista” a new version of “Windows Image Acquisition” (WIA 2.0)
had been introduced. It added support for “push scanning” which allowed initiating scans and
adjusting scanning parameters from the scanner control panel. Also, “multi-image scanning” was
added to allow scanning several images at once and saving them directly as separate files. While
the video content support had been removed from WIA®®,

Lastly, examples of applications leveraging WIA are: “Photoshop”, “Paint. NET”, “InfraView”,
and “ACDSee*. WIA is exposed by the Windows operating system using a Windows service®®’
called “stisve” (HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\stisvc), it is
dependent on the “RPC” (Remote Procedure Call) service. The service is implemented as part of
“0owindir%\system32\wiaserve.dll” and loaded\hosted by “svchost.exe”®. In older versions of
Windows the service was executed with the permissions of the “Local System” user and was
changed (due to security) to the “Local Service™®.

Imaging Applications

M
iy

WindowsImage Acquisition
(WIA)
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ETW (Event Tracing for Windows)

ETW (Event Tracing for Windows) is a built-in logging mechanism (user-mode and kernel
mode) as part of the Windows operating system. It can be used for different use-cases such as:
debugging, troubleshooting and even security. By using ETW we can tap different events
generated by the Windows operating system®”

Overall, we can enable/disable event tracing dynamically without the need of restarting the
system/applications. The API for wusing event tracing is composed by: controllers
(starting/stopping tracing sessions and enabling providers) providers of events and consumers -
as shown in the diagram below (more on that in future writeups). By the way, the total event size
(including the ETW header) is 64K*".

Lastly, there are a number of properties of ETW we should get familiar with: ETW is relevant
only for a specific device (no for cross machine), in order to create an ETW trace session
administrator privileges (or above) are needed and data information flows asynchronously*.

CONTROLLERS —"‘

!

Event tracing sessions

venls

Evenis
Eveants Real-time delivery Lc:-ggad#
| + f events
PROVIDERS H COMSUMERS -"‘
| [
1 |
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